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B #54

A pharmaceutical company has an on-premise application (see illustration) that it wants to integrate with Salesforce.

The IT director wants to ensure that requests must include a certificate with a trusted certificate chain to access the company's on-
premise application endpoint.

‘What should an Identity architect do to meet this requirement?

A. Use open SSL to generate a Self-signed Certificate and upload it to the on-premise app.

B. Configure the company firewall to allow traffic from Salesforce IP ranges.

C. Upload a third-party certificate from Salesforce into the on-premise server.

D. Generate a certificate authority-signed certificate in Salesforce and uploading it to the on-premise application Truststore.

Ef#: B

HM #55

Universal containers (UC) has built a custom based Two-factor Authentication (2f2) system for their existing on-premise
applications. Thru are now implementing salesforce and would like to enable a Two-factor logn process for it, as well. What is the
recommended solution an architect should consider?

A. Use custom login flows to connect to the existing custom 2fa system for use in salesforce.

B. Replace the custom 2fa system with salesforce 2fa for on-premise application and salesforce.

C. Replace the custom 2fa system with an app exchange app that supports on-premise applications and salesforce.
D. Use the custom 2fa system for on-premise applications and native 2fa for salesforce.

Ef: A

B #56

Universal containers (UC) is concerned that having a self-registration page will provide a means for "bots" or unintended audiences
to create user records, thereby consuming licences and adding dirty data. Which two actions should UC take to prevent
unauthorised form submissions during the self-registration process? Choose

2 answers

A. Primarily use lookup and picklist fields on the self registration page.

B. Use hidden fields populated via java script events in the self-registration page.
C. Require a captcha at the end of the self-registration process.

D. Use open-ended security questions and complex password requirements

Ef#: B. C

B #57

Universal Containers wants to secure its Salesforce APIs by using an existing Security Assertion Markup Language (SAML)
configuration supports the company's single sign-on process to Salesforce, Which Salesforce OAuth authorization flow should be
used?

A. OAuth 2.0 JWT Bearer Flow

B. OAuth 2.0 User-Agent Flow

C. ASAML Assertion Row

D. OAuth 2.0 SAML Bearer Assertion Flow

H
R

: C



HH #58
Universal containers (UC) has muiltiple salesforce orgs and would like to use a single identity provider to access all of their orgs.

How should UC'S architect enable this behavior?

A. Ensure the same username is allowed in multiple orgs by contacting salesforce support.

B. Ensure that users have the same email value in their user records in all of UC's salesforce orgs.

C. Ensure that users have the same alias value in their user records in all of UC's salesforce orgs.

D. Ensure that users have the same Federation ID value in their user records in all of UC's salesforce orgs.

Ef#: D

TR

Explanation

The best option for UC's architect to enable the behavior of using a single identity provider to access all of their Salesforce orgs is to
ensure that users have the same Federation ID value in their user records in all of UC's Salesforce orgs. The Federation ID is a field
on the user object that stores a unique identifier for each user that is consistent across multiple systens. The Federation ID is used by
Salesforce to match the user with the SAML assertion that is sent by the identity provider during the single sign-on (SSO) process.
By ensuring that users have the same Federation ID value in all of their Salesforce orgs, UC can enable users to log in with the same
identity provider and credentials across multiple orgs. The other options are not valid ways to enable this behavior. Ensuring that
users have the same email value in their user records in all of UC's Salesforce orgs does not guarantee that they can log in with SSO,
as email is not used as a unique identifier by Salesforce.

Ensuring the same username is allowed in multiple orgs by contacting Salesforce support is not possible, as username must be unique
across all Salesforce orgs. Ensuring that users have the same alias value in their user records in all of UC's Salesforce orgs does not
affect the SSO process, as alias is not used as a unique identifier by Salesforce. References: [Federation ID], [SAML SSO with
Salesforce as the Service Provider],

[Username], [Alias]
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