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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q10-Q15):
NEW QUESTION # 10 
You are deploying a new SRX Series device and you need to log denied traffic.
In this scenario, which two policy parameters are required to accomplish this task? (Choose two.)

A. deny
B. session-close
C. session-init
D. count

Answer: A,B
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NEW QUESTION # 11 
Which statement defines the function of an Application Layer Gateway (ALG)?

A. The ALG contains protocols that use one application session for each TCP session.
B. The ALG uses software processes for permitting or disallowing specific IP address ranges.
C. The ALG uses software processes for managing specific protocols.
D. The ALG uses software that is used by a single TCP session using the same port numbers as the application.

Answer: C

Explanation:
The statement that defines the function of an Application Layer Gateway (ALG) is: The ALG uses software processes for managing
specific protocols. An ALG is a security component that operates at the application layer (layer 7) of the OSI model and handles
data associated with certain application protocols, such as SIP, FTP, RTSP, etc. An ALG acts as a proxy or intermediary between
the client and the server applications and performs various functions, such as address and port translation, resource allocation,
application response control, and synchronization of data and control traffic. An ALG can also inspect and modify the application
payload to enable firewall or NAT traversal, prevent spoofing or DoS attacks, or enforce granular security policies based on
application-specific commands. Reference: = Application-level gateway - Wikipedia, What Is an Application Layer Gateway
(ALG)? | F5, What is ALG
** Application Layer Gateway | 3CX

NEW QUESTION # 12 
You are asked to block malicious applications regardless of the port number being used.
In this scenario, which two application security features should be used? (Choose two.)

A. AppQoE
B. APPID
C. AppFW
D. AppTrack

Answer: B,C

NEW QUESTION # 13 
Which two statements are correct about Juniper ATP Cloud? (Choose two.)

A. Once the target threshold is met, Juniper ATP Cloud continues looking for threats levels range from 0 to 10 minutes.
B. The threat levels range from 0-10.
C. Once the target threshold is met, Juniper ATP Cloud continues looking for threats from 0 to 5 minutes.
D. The threat levels range from 0-100.

Answer: B,D

Explanation:
In many threat intelligence and evaluation systems, including Juniper ATP Cloud, the threat levels are often scored on a scale to
provide a quick reference of the potential risk associated with a threat. A common range for these threat levels is from 0 to 10, with
0 representing minimal or no threat and 10 representing a severe threat.
Alternatively, some systems may use a more granular scoring system ranging from 0 to 100, providing a more nuanced assessment of
threat levels. This range allows for finer differentiation between the levels of threat severity.

NEW QUESTION # 14 
You need to deploy an SRX Series device in your virtual environment. In this scenario, what are two benefits of using a CSRX?
(Choose two.)

A. The cSRX supports firewall, NAT, IPS, and UTM services.
B. The cSRX default configuration contains three default zones: trust, untrust, and management.
C. The cSRX has low memory requirements.



D. The cSRX supports Layer 2 and Layer 3 deployments.

Answer: A,C

Explanation:
Two benefits of using a cSRX in your virtual environment are:
The cSRX supports firewall, NAT, IPS, and UTM services: The cSRX is a containerized version of the SRX Series firewall that
runs as a Docker container on Linux hosts. It provides the same features and functionality as the SRX Series physical firewalls, such
as firewall, NAT, IPS, and UTM services. The cSRX can protect your virtual workloads and applications from various threats and
attacks.
The cSRX has low memory requirements: The cSRX is designed to be lightweight and efficient, with low memory and CPU
requirements. The cSRX can run on as little as 1 GB of RAM and 1 vCPU, making it suitable for resource-constrained
environments. Reference: = cSRX Overview, cSRX Container Firewall Datasheet
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