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Oracle 1Z0-1072-25 Exam Syllabus Topics:

Topic Details

Topic 1

Compute: This section measures skills of cloud architects responsible for designing scalable and resilient
infrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.

Topic 2

Storage: Designed for storage administrators managing enterprise data solutions, this section tests
proficiency in deploying Block
File
Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It
includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage
performance metrics and cost optimization techniques.

Topic 3

Identity and Access Management (IAM): This domain validates skills of security architects implementing
granular access controls, emphasizing IAM policy creation, compartment organization, and dynamic group
configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisms to enforce least-privilege principles across OCI resources
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Topic 4

Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN
FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.
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In peacetime, you may take months or even a year to review a professional exam, but with 1Z0-1072-25 exam guide, you only need
to spend 20-30 hours to review before the exam, and with our 1Z0-1072-25 study materials, you will no longer need any other
review materials, because our 1Z0-1072-25 study materials has already included all the important test points. At the same time,
1Z0-1072-25 Study Materials will give you a brand-new learning method to review - let you master the knowledge in the course of
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Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q15-Q20):
NEW QUESTION # 15 
With OCI's pricing of $0.0085 USD per Gigabyte for Outbound Data Transfer in North America, how much will they spend per
month for 7 Petabytes of Outbound Data Transfer?

A. $150,000.00
B. $0.00 (free with OCI)
C. $59,500.00
D. $59,415.00

Answer: C

Explanation:
To calculate the monthly cost for 7 Petabytes (PB) of outbound data transfer at a rate of $0.0085 per GB in North America:
Calculation:
1 PB = 1,000,000 GB
7 PB = 7,000,000 GB
Cost = 7,000,000 GB * $0.0085/GB = $59,500.00
Thus, the cost for 7 PB of outbound data transfer per month is $59,500.00.
Reference:
Oracle Cloud Infrastructure Pricing: OCI Pricing

NEW QUESTION # 16 
Which OCI feature should be used to ensure that communication between database servers and OCI Object Storage is secure?

A. Use a Local Peering Gateway
B. Use a Service Gateway
C. Use a NAT Gateway
D. Use a VPN Gateway

Answer: B

Explanation:
To ensure secure communication between database servers and OCI Object Storage, you should use a Service Gateway. A Service
Gateway enables instances in your VCN to privately access OCI services like Object Storage without traversing the public internet.
Security: The traffic between your database servers and Object Storage remains within the Oracle network, providing a secure and
high-performance connection.
Reference:
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Oracle Cloud Infrastructure Documentation: Service Gateway Overview

NEW QUESTION # 17 
Which TWO statements about the Oracle Cloud Infrastructure (OCI) File Storage Service are accurate?

A. Customers can encrypt the communication to a mount target via export options.
B. Customers can encrypt data in their file system using their own Vault encryption key.
C. Communication with file systems in a mount target is encrypted via HTTPS.
D. File systems use Oracle-managed keys by default.

Answer: B,D

Explanation:
Oracle Cloud Infrastructure (OCI) File Storage Service offers robust encryption capabilities to ensure data security.
B . Customer-Managed Encryption: Customers can choose to encrypt their data using their own keys stored in the OCI Vault
service. This gives customers control over their encryption keys and enhances data security.
D . Oracle-Managed Encryption: By default, all data stored in OCI File Storage is encrypted using Oracle-managed keys. This
ensures that data is encrypted at rest without requiring any action from the customer.
Incorrect Statements:
A . Communication is not encrypted via HTTPS when accessing file systems; instead, encryption in transit is typically managed via
NFS over TLS.
C . Encryption of communication to a mount target is handled via network configurations, not through export options.
Reference:
Oracle Cloud Infrastructure Documentation: File Storage Encryption

NEW QUESTION # 18 
Which is NOT a necessary step to complete this setup for instance principals?

A. Deploy the application and the SDK to all the instances that belong to the dynamic group.
B. Generate Auth Tokens to enable instances in the dynamic group to authenticate with APIs.
C. Create a policy granting permissions to the dynamic group to access services in your compartment or tenancy.
D. Create a dynamic group with matching rules to specify which instances can make API calls against services.

Answer: B

Explanation:
Instance principals in OCI allow compute instances to directly make API calls against OCI services without requiring a user account.
To set up instance principals, the following steps are necessary:
A . Deploy the application and SDK: The application running on the instances must use the OCI SDK or CLI to make API calls.
B . Create a dynamic group: Define a dynamic group with matching rules to identify which instances can use the API permissions.
C . Create a policy: Write an IAM policy that grants the dynamic group the necessary permissions to access services.
Option D is NOT necessary because instances in a dynamic group use instance principals to authenticate and do not require Auth
Tokens, which are used for user authentication with APIs.
Reference:
Oracle Cloud Infrastructure Documentation: Using Instance Principals

NEW QUESTION # 19 
Which statement is NOT true about the Oracle Cloud Infrastructure (OCI) Object Storage service?

A. Immutable option for data stored in Object Storage can be set via retention rules.
B. Object Storage resources can be shared across tenancies.
C. Object Versioning is enabled at the namespace level.
D. Object lifecycle rules can be used to archive or delete objects.

Answer: B

Explanation:
Oracle Cloud Infrastructure (OCI) Object Storage is a scalable, highly durable service that allows you to store any type of data in a



secure and cost-effective manner. The correct and incorrect statements regarding OCI Object Storage are as follows:
A . Immutable Option: You can indeed set an immutable option for data in Object Storage using retention rules. This feature ensures
that once data is written, it cannot be modified or deleted until the retention period expires, making it ideal for regulatory compliance.
C . Object Lifecycle Rules: Object lifecycle policies allow you to automate the archiving or deletion of objects based on their age or
other criteria, helping manage storage costs and data retention efficiently.
D . Object Versioning: Versioning is enabled at the bucket level, not the namespace level. However, once enabled for a bucket, it
helps retain, retrieve, and restore every version of every object stored in that bucket.
B . Object Storage Sharing Across Tenancies: This statement is not true. OCI Object Storage buckets and objects are specific to a
tenancy and cannot be shared across different tenancies directly. Access to Object Storage resources is controlled within a single
tenancy through IAM policies.
Relevant OCI Documentation:
OCI Object Storage Overview
Object Lifecycle Management
These references provide details on how Object Storage functions and the features available.
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