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49. Frage
Which item is required to be defined when planning the organization's risk assessment process?

A. The parts of the ISMS scope which are excluded from the risk assessment
B. How the effectiveness of the method will be measured

C. The criteria for acceptable levels of risk

D. There are NO specific information requirements

Antwort: C

Begrindung;

Clause 6.1.2 (Information security risk assessment) requires organizations to "define and apply an information security risk
assessment process that... establishes and maintains information security risk criteria, including criteria for accepting risk." This means
that acceptable levels of risk (risk acceptance criteria) must be explicitly defined. These criteria ensure consistent decision-making
when evaluating whether identified risks need firther treatment or can be tolerated.

Option A is incorrect because exclusions relate to the ISMS scope (Clause 4.3), not risk assessment planning.

Option B is not a requirement; effectiveness of risk assessment methods is not required to be measured, though methods must be
applied consistently. Option D is false-the standard clearly specifies required elements for risk assessment.

Thus, the correct answer isC: The criteria for acceptable levels of risk.

50. Frage
When are the information security policies required to be reviewed, according to the Policies for information security control?

A. Every six months

B. According to a schedule defined by the Certification Body
C. Annually

D. At planned intervals and if significant changes occur

Antwort: D

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This clearly identifies the review frequency requirement: planned intervalsandwhenever there are significant changes. Options
A and B (six-monthly or annually) are not prescribed by ISO - timing is left to the organization. Option C is also wrong, since
Certification Bodies do not dictate policy review schedules.

Therefore, the verified correct answer isD.

51. Frage
Which International Standard can be used to implement an integrated management system with ISO/IEC
270017

A. IS0 9001

B. ISO/IEC 27003
C. None of'the above
D. ISO/IEC 27013

Antwort: D

Begriindung;

ISO/IEC 27013 provides specific guidance on theintegration of ISO/IEC 27001 (Information Security Management) and ISO/IEC
20000-1 (IT Service Management). It offers practical advice for organizations seeking a unified management system approach.
While ISO/IEC 27003 (A) provides guidance on ISMS implementation, it does not address integration. ISO 9001 (C) is the Quality
Management Standard and can be integrated, but the specific standard designed forintegrating 27001 with ITSMis ISO/IEC 27013.
Therefore, the correct answer isB: ISO/IEC 27013, as it is explicitly published for this purpose.



52. Frage
To whom does the scope of the Terms and conditions of employment control apply?

A. Personnel and the organization

B. Enployees only

C. All employees, contractors and third-party users
D. Contractors only

Antwort: C

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.6.1 (Terms and conditions of employment) states:

"The contractual agreements with employees and contractors shall state their and the organization's responsibilities for information
security.” This means the control applies not just to employees, but also contractors and, where relevant, third-party users who are
subject to contractual obligations with the organization. The goal is to ensure thatall parties engaged in work under the organization's
control understand their security responsibilities before, during, and after employment or contract engagement.

Options A and B are too narrow, excluding key groups. Option C misrepresents the scope by implying a mutual responsibility but
not identifying the individuals covered. The explicit scope includesemployees, contractors, and third-party users.

Therefore, the correct answer isD.

53. Frage
Which activity is a required element of information security risk identification?

A. Determine the risk owners

B. Consider the likelihood of the occurrence
C. Prioritize the risk for treatment

D. Determine the level of risk

Antwort: A

Begrindung;

Clause 6.1.2 defines the mandatory elements of risk assessment. Under risk identification, the standard requires: "identifies the
mformation security risks:1) apply the information security risk assessiment process to identify risks...; and2) identify the risk owners."
By contrast, considering likelihood and determining levels of risk (options B and D) are part ofrisk analysis(6.1.2 d) "assess the
realistic likelihood...";

"determine the levels of risk"'), and prioritization for treatment (option C) is part oftisk evaluation(6.1.2 )

"prioritize the analysed risks for risk treatment"). Therefore, the specific activity that belongs torisk identificationis toidentify the risk
owners. This sequencing is prescribed to ensure each risk has a designated owner responsible for decisions on treatment and
acceptance downstream.
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