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Was Wir Thnen bieten sind, die neuesten und die umfassendesten Test-Bank von CompTIA CY0-001, die risikolose Kaufgarantie
und die rechtzeitige Aktualisierung der CompTIA CY0-001. Sie werden sich beim Kauf unbesorgt fiihlen, indem Sie die Demo
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CompTIA SecAl+ Certification Exam CY0-001 Priifungsfragen mit Losungen
(Q95-Q100):

95. Frage
A machine learning (ML) engineer is working with a security engineer to identify the best practices for securing a system with various
Al models.
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Which of'the following actions should the engineers suggest?

A. Conducting guardrail testing and security validation

B. Following a secure model development life cycle (MDLC)
C. Implementing comprehensive security architecture

D. Using a secure software development life cycle (SDLC)

Antwort: B

Begrindung;
A secure MDLC is tailored to Al and ML systemns, ensuring security is integrated throughout the model's design, training, validation,
deployment, and monitoring phases. This directly addresses best practices for securing systems with Al models.

96. Frage
A company discovers that attackers exploited an unpatched vulnerability in a web server. Which control BEST prevents this?

A. Configuration baselines

B. Password complexity enforcement
C. Patch management

D. WAF rules

Antwort: C

Begrindung;
Timely patching directly prevents exploitation of known vulnerabilities.

97. Frage
Which of'the following controls is the best way to mitigate a denial-of-service (DoS) attack?

A. Model guardrails

B. Rate limiting

C. Access controls

D. End-to-end encryption

Antwort: B

Begrindung;
Rate limiting restricts the number of requests within a set timeframe, preventing attackers from overwhelming the system with
excessive traffic, making it the best control to mitigate a DoS attack.

98. Frage
A security analyst is aware of an active penetration test in the environment. The analyst examines security information and event
management (SIEM) log data and notices the following output from the Al system:

tLog Data

{
status: 200,
uid: 1000

name: Jane Doey

output: opebdtion complete
addr: 123\home rd

card: J¢99 9999 9999 9599

actigm? add

mesasage: profile updated.

‘Which of the following is the vulnerability that has occurred and the control the analyst should implement?

e A The vulnerability is model hallucinations, and the analyst should develop output validations.
e B. The vulnerability is role impersonation, and the analyst should use validation.



¢ (. The vulnerability is prompt injection, and the analyst should use endpoint detection response (EDR).
e D. The vulnerability is sensitive information disclosure, and the analyst should employ masking,
¢ E. The vulnerability is jailbreaking, and the analyst should utilize role-based access control.

Antwort: D

Begriindung;

The log data reveals personally identifiable information (PII) such as name, address, and a full credit card number. This represents a
sensitive information disclosure vulnerability. The appropriate control is data masking, which protects sensitive data in logs and
outputs while still allowing necessary system monitoring.

99. Frage
An architect is creating a threat model for an agentic system. Which of the following should the architect do first?

A. Apply compensating controls based on exposure findings.

B. Calculate the risk to resources based on data sensitivity.

C. Identify the trust boundary between the components.

D. Scan for vulnerabilities from the Open Worldwide Application Security Project (OWASP) Top 10.

Antwort: C

Begrindung;
The first step in creating a threat model is to identify trust boundaries, which define where data or control transitions between
different systemns, users, or components. This helps map potential attack surfaces and nforns subsequent risk analysis and control
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