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NEW QUESTION # 92
Which statement about network processor (NP) offloading is true?
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A. For UDP traffic, the FortiGate CPU offloads the first packet to identify it as fast-path traffic.

B. When NP acceleration is enabled, firewall sessions may not offload if proxy-based security profiles are included in the
firewall policy.

C. You can disable the NP for each firewall policy using the command np-acceleration set to loose.

¢ D. The FortiGate CPU offloads all firewall sessions that require FortiOS session helper to the network processing unit
(NPU).

Answer: B

NEW QUESTION # 93
Refer to the exhibit, which shows the VDOM section of a FortiGate device.
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An admmnistrator discovers that webfilter stopped working in Corel and Core2 afer a maintenance window.
Which two reasons could explain why webfilter stopped working? (Choose two.)

A. The Corel and Core2 VDOM s must also be enabled as Management VDOM s to receive FortiGuard updates
B. The root VDOM does not have access to any valid public FDN.

C. The root VDOM does not have a VDOM link to connect with the Corel and Core2 VDOMs.

D. The root VDOM does not have access to FortiManager in a closed network.

Answer: B,C

Explanation:

Since Corel and Core2 are not designated as management VDOM, they rely on the root VDOM for connectivity to external
resources such as FortiGuard updates. If the root VDOM lacks a VDOM link to these VDOMs or cannot reach FortiGuard
services, security features like web filtering will stop working,

NEW QUESTION # 94

A user reports that their computer was infected with malware after accessing a secured HTTPS website. However, when the
admnistrator checks the FortiGate logs, they do not see that the website was detected as insecure despite having an SSL certificate
and correct profiles applied on the policy.

How can an administrator ensure that FortiGate can analyze encrypted HTTPS traffic on a website?

e A. The administrator must enable full SSL inspection in the SSL/SSH Inspection Profile to decrypt packets and ensure they



are analyzed as expected.

¢ B. The admmistrator must enable DNS over TLS to protect against fake Server Name Indication (SNI) that cannot be
analyzed in common DNS requests on HTTPS websites.

¢ (. The administrator must enable reputable websites to allow only SSL/TLS websites rated by FortiGuard web filter.

¢ D. The administrator must enable URL extraction from SNI on the SSL certificate inspection to ensure the TLS three-way
handshake is correctly analyzed by FortiGate.

Answer: A

Explanation:

FortiGate, like other security appliances, cannot analyze encrypted HTTPS traffic unless it decrypts it first. If only certificate
inspection is enabled, FortiGate can see the certificate details (such as the domain and issuer) but cannot inspect the actual web
content.

To fully analyze the traffic and detect potential malware threats:

Full SSL mspection (Deep Packet Inspection) must be enabled in the SSL/SSH Inspection Profile.

This allows FortiGate to decrypt the HTTPS traffic, inspect the content, and then re-encrypt it before forwarding it to the user.
Without full SSL mspection, threats embedded in encrypted traffic may go undetected.

NEW QUESTION # 95
Refer to the exhibit.
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An administrator is deploying a hub and spokes network and using OSPF as dynamic protocol.
‘Which configuration is mandatory for neighbor adjacency?

A. Set virtual-link enable in the hub interface

B. Set network-type point-to-multipoint in the hub interface
C. Set rfc1583-compatible enable in the router configuration
D. Set bfd enable in the router configuration

Answer: B



Explanation:

In a hub-and-spoke topology using OSPF over IPsec VPN, the point-to-multipoint network type is necessary to establish neighbor
adjacencies between the hub and spokes. This network type ensures that OSPF operates correctly without requiring a designated
router (DR) and allows dynamic routing updates across the [Psec tunnels.

NEW QUESTION # 96
Why do the firewall policy and reinstall preview show different address names during installation?

A. Address mismatch
B. Policy conflict

C. Object corruption
D. Per-device mapping

Answer: D

Explanation:

FortiManager uses a feature called per-device mapping (also referred to as dynamic mapping) to manage environments where
different FortiGate devices require different values for the same object name. For example, an address object named " LAN " might
represent 172.16.0.0/24 on one device and 192.168.0.0/24 on another.

‘When an administrator views the policy package in the FortiManager GUL, they see the common object name used across the
ADOM. However, the reinstall preview generates the actual CLI commands that will be pushed to the specific FortiGate unit. This
preview reflects the specific mapped value or name defined for that individual device, which is why the names or values may appear
different from the generic policy view.

NEW QUESTION # 97
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