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offered by Trend Micro, a leading provider of cybersecurity solutions, and is recognized globally as a mark of expertise in deep
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Trend Micro Certified Professional for Deep Security Sample Questions
(Q16-Q21):

NEW QUESTION # 16
A collection of servers protected by Deep Security do not have Internet access. How can Smart Scan be used on these computers?

¢ A. Promote one ofthe Deep Security Agents on the air gapped computers to becone a Relay.

¢ B. Smart Scan can be configured to use a local pattern file containing the same information as the Smart Protection Network.

e C. Smart Scan must contact the Smart Protection Network to finction. Any servers without Internet access will be unable to
use Smart Scan.

e D. Install a Smart Protection Server in the environment and set it as the source for File Reputation information.

Answer: D

Explanation:

For environments without Internet access, a Smart Protection Server can be deployed locally. This server provides File Reputation
and Web Reputation services for Smart Scan, allowing air-gapped systens to use Smart Scan without requiring direct Internet
access.

Reference:

Trend Micro Deep Security Administrator's Guide, Smart Protection Server and Smart Scan Section

NEW QUESTION # 17
What is IntelliScan?

¢ A IntelliScan is a malware scanning method that monitors process memory in real time. It can identify known malicious
processes and terminate them

¢ B. IntelliScan reduces the risk of viruses entering your network by blocking real-time compressed executable files and pairs
them with other characteristics to improve mal-ware catch rates.

e C. IntelliScan is a method of identifying which files are subject to malware scanning as determined from the file content. It uses
the file header to verify the true file type.

e D. IntelliScan is a mechanism that improves scanning performance. It recognizes files that have already been scanned based
on a digital fingerprint of the file.

Answer: C

Explanation:

IntelliScan is a Trend Micro technology that determines which files to scan for malware based on the actual file type, rather than just
the file extension. This is done by analyzing the file header, allowing Deep Security to correctly scan files even if their extension has
been changed to disguise their true nature.

From the official documentation:

"IntelliScan is a scanning method that identifies the true file type by examining the file header, mnstead of relying only on the file
extension. This ensures that malicious files cannot evade detection simply by renaming extensions." Option A is correct and matches
the official explanation.

Options B, C, and D are incorrect and describe features not provided by IntelliScan.

References:

Trend Micro Deep Security Help Center: What is IntelliScan?

Deep Security 20 LTS Administrator's Guide, "About IntelliScan”

NEW QUESTION # 18
Based on the following exhibit, what behavior would you expect for the Application Control Protection Module?
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e A Since this computer is in Maintenance Mode, Application Control will allow any Blocked software to temporarily run.
¢ B. Since this computer is in Maintenance Mode, new or changed software will be automatically added to the list of Allowed
software in the currently active ruleset.
e C. Since this computer is in Maintenance Mode, updates to the Application Control Protection Module will be applied.
¢ D. Since this computer is in Maintenance Mode, Application Control will ignore any Blocked software in the currently active
ruleset.
Answer: B
Explanation:

‘When Maintenance Mode is enabled for Application Control, any new or changed software is automatically added to the list of
allowed software. This feature is intended to support software installation, patching, or upgrades without manual intervention.
From the official documentation:

"When a computer is in Maintenance Mode, Application Control allows all new software to run and automatically adds it to the
mventory of allowed software." References:

Trend Micro Deep Security Application Control Guide: Maintenance Mode

NEW QUESTION # 19
Based on the policy configuration displayed in the exhibit, which of the following statements is true?
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e A. Changes to any of the Deep Security policies will be send to the Deep Security Agents as soon as the changes are saved.

e B. Deep Security Agents will send event information to Deep Security Manager every 10 minutes.

e (. Ifthe Deep Security Manager does not receive a message from the Deep Security agent every 20 minutes, an alert will be
raised.

e D. Admmistrators with access to the protected Server will be able to uninstall the Deep Security Agent through Windows
Control Panel.

Answer: D



NEW QUESTION # 20
The Overrides settings for a computer are displayed in the exhibit. Which of the following statements is true regarding the displayed

......

A. The configuration for the Protection Modules is inherited from the policy assigned to this computer, except for the
configuration of the Web Reputation and Application Control Protection Modules which have been set at the computer level
B. The Protection Modules identified as Inherited in the exhibit have not yet been config-ured. Only the Web Reputation and
Application Control Protection Modules have been configured.

C. The Protection Modules identified as Inherited in the exhibit have not yet been enabled. Only the Web Reputation and
Application Control Protection Modules have been enabled at this point.

D. The Web Reputation and Application Control Protection Modules have been assigned a different policy that the other
Protection Modules and as a result, are displayed with overrides.

Answer: B

NEW QUESTION # 21
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