A M CCFA-200bEERRRE, % & T, CCFA-200b%
A B RBH1E B E K CrowdStrikess 5

erowosTmine
CrowdStrike Certified

£-Book + PRACTICE TEST é.?’, 591Lab

sarg e

P.S. NewDumps?E Google Drive_E 4> % T 4 # 12026 CrowdStrike CCFA-200b% 5AE & : https/drive.google.com/open?
id=1ZMw6Fuil beQ6g8dGF ackbWFWINcac 1 Uj

CCFA-200b Bt ERAE S B EBNERIBE, AEE4ENEREE CCFA-200b %k . HEFEE — BN NER
Fi B CrowdStrike CCFA-200b &A1 RE, %% 758 T CrowdStrike R BB HREME R . B4 LLIERIERA
DETEERERWERNER. THEEANRE, ERMNEEFIE. BEA—ESEMRHE XL 20 CCFA-
200b E R BT,

CrowdStrike CCFA-200b %58 A4 .

E ] i
¢ Rules Configuration: This domain involves creating custom IOA rules, configuring exclusions to resolve
FRE 1 false positives, managing IOC settings for threat detection, and configuring CID-wide General Settings.

¢ Host Management and Setup: This domain addresses filtering and organizing hosts, disabling detections
THE and understanding their effects, managing Reduced Functionality Mode situations, locating inactive sensors
and their retention, and utilizing relevant management reports.

¢ Dashboards and Reports: This domain covers understanding different sensor report types and their use

FE3 cases, and interpreting various audit logs for tracking platform activities.
e Workflows: This domain focuses on configuring automated workflows that execute predefined actions
FE 4 when specific triggers or conditions are met.
¢ Policy Application: This domain encompasses configuring prevention policies for security posture, sensor
S update policies, RTR audit policies, containment policies with IP exclusions, and managing quarantined
files.

¢ Group Creation: This domain covers assigning endpoints to appropriate groups for policy application and
F&E 6 following best practices for managing host group structures.

¢ User Management: This domain covers determmning appropriate roles for console access, creating and
F&E7 assigning roles with specific permissions, and managing API keys for platform access.
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Fi RE #225
‘Which option allows you to exclude behavioral detections from the detections page?

A. Sensor Visibility Exclusion
B. Machine Learning Exclusion
C. IOC Exclusion

D. IOA Exclusion

ZX: D

R RE RS -
IOA Exclusion says - Stop all behavioral detections and preventions for an IOA that's based on a CrowdStrike-generated
detection.

FRE #226
What best describes what happens to detections in the console after clicking "Disable Detections" for a host from within the Host
Management page?

e A. Preventions will be disabled for the host

¢ B. You cannot disable detections for a host

e (. Existing detections for the host remain, but no new detections will display in the console going forward

¢ D. The detections for the host are removed from the console immediately and no new detections will display in the console
going forward

ZX: D

fRRERR A

The option that best describes what happens to detections in the console after clicking "Disable Detections" for a host from within
the Host Management page is that the detections for the host are removed from the console immediately and no new detections will
display in the console going forward. The "Disable Detections" feature allows you to enable or disable the detection and prevention
capabilities of the Falcon sensor on a specific host. When you disable detections for a host, the sensor will stop sending any
detection or prevention events to the Falcon console, and any existing events for that host will be removed from the console. When
you enable detections for a host, the sensor will resume sending any new detection or prevention events to the Falcon console, but
any previous events for that host will not be restored to the console.

P #227
Which role is required to manage groups and policies in Falcon?

A. Falcon Host Analyst

B. Falcon Host Administrator
C. Falcon Host Security Lead
D. Prevention Hashes Manager

£%: B

i RE S «

The Falcon Host Administrator role is required to manage groups and policies in Falcon. This role allows users to create, edit and
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delete groups and policies, as well as assign them to hosts. The other roles do not have this capability. Reference: [CrowdStrike
Falcon User Guide], page 17.

i RE #228
Using Host setup and management inside the Falcon Console, how can you display sensors in Reduced Functionality Mode (RFM)?

A. From Host management, filter for RFM

B. From Sensor health, sort using the column heading: Sensor status
C. From Host status, filtter for RFM

D. From Sensor status, click on the widget: RFM

EX: D

FRE #229
What are the two automated triggers that cause a Fusion SOAR workflow to run?

A. Event and scheduled triggers
B. Event and action triggers

C. Condition and action triggers
D. Incident and detections triggers

ER: A
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