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o Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
Topic 1 admunistrators in handling and troubleshooting security profile-related challenges.

¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
Topic 2 resolving both local and remote authentication issues.

¢ VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
resolving VPN-related issues. It emphasizes troubleshooting [Psec IKE versions 1 and 2 to ensure secure

Topic 3
ol and reliable commumnication between networks or remote users.
¢ Routing: This part of the exam examines the expertise of Fortinet network and security professionals, in
Topic 4 routing enterprise traffic effectively.

¢ System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security

professionals to diagnose and fix typical system-related problems within Fortinet solutions. It involves
Topic 5 troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing automation stitch concerns, and
detecting resource-related problems using integrated tools.

Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q85-Q90):

NEW QUESTION # 85
Inan FSSO environment, a user is listed as active on FortiGate but cannot browse the internet.
Which factor do you not need to verify as a potential problem?

e A. Whether there is a valid firewall policy

¢ B. The user's group information

¢ C. The connectivity between the collector agent and FortiGate
e D. That the user’s IP address is in the list of active FSSO users

Answer: C

NEW QUESTION # 86
Exhibit.
FGT # diagnose debug rating

Locale : english

: Web-filter
: Enable
: Contract

: Antispam
: Disable

: Virus Outbreak Prevention
: Disable

: https

: 443
: Enable
Default servers : Included

rog Server List (Mon May 1 03:47:52 2023) -=-
Weight RLT WWags TZ FortiGuard-requests Curr Lost Total Lost Updated Time
10 ) =5 262432 0 846 Mon May 03:47: 2023
g o =) 329072 6806 Mon May 1 03:47: 2023
by 75 ) 71638 0 275 Mon May 03:47:43 2023
20 71 -8 36875 92 Mon May 03:47:43 2023
209.22.147.36 20 103 DI -8 34784 1070 Mon May 03:47: 2023
208.91.112.194 20 107 D -8 35170 ) 1533 Mon May 03:47: 2023
0 33728 120 Mon May 03:47: 2023
1 33797 192 Mon May 03:47:43 2023
9 33754 0 145 Mon May [k H g 2023

-5 26410 2 Vi A 1l 03:47: 2023
Refer to the exhibit, which shows the output of a diagnose command.
What can you conclude about the debug output in this scenario?

e A There is a natural correlation between the value in the FortiGuard-requests field and the value in the Weight field.
e B. The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was



121.111.236.179.
e C. FortiGate used 64.26.151.37 as the itial server to validate its contract.
¢ D. Servers with a negative TZ value are less preferred for rating requests.

Answer: A

NEW QUESTION # 87
When investigating FortiGuard connectivity issues, which action is a valid troubleshooting step?

A. Use the FortiGuard real-time debug command to verify rating requests.

B. Verify that DNS requests are being proxied if auto-update tunneling is enabled.
C. Verify management VDOM internet access.

D. Configure a virtual IP to forward port 443 to the FortiGate external IP.

Answer: C

NEW QUESTION # 88
Exhibit.

Refer to the exhibit, which shows a partial output of diagnose hardware aysinfo memory.
Which two statements about the output are true? (Choose two.)

A. The I/O cache, which has 641364 kB of memory allocated to it.

B. The user space has 708880 kB of physical memory that is not used by the system.

C. The value indicated next to the inactive heading represents the currently unused cache page.
D. There are 98908 kB o! memory that will never be used.

Answer: C,D

NEW QUESTION # 89
Exhibit.



Refer to the exhibit, which shows the output of get system ha status.
NGFW-1 and NGFW-2 have been up for a week.
Which two statements about the output are true? (Choose two.)

e A IfFGVM...649 is rebooted. FGVM...650 will become the primary and retain that role, even after FGVM...649 rejoins
the cluster.

e B. Ifa configuration change is made to the primary FortiGate at this time, the secondary will initiate a synchronization reset.

e C. Ifport 7 becomes disconnected on the secondary, both FortiGate devices will elect itself as primary.

e D. Ifno action is taken, the primary FortiGate will leave the cluster because of the current sync status.

Answer: A,C

NEW QUESTION # 90
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