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B #43
Which of'the following best describes the basic concept of "Privacy by Design?"

A. The implementation of privacy protection through system architecture.
B. The integration of a privacy program with all lines of business.

C. The adoption of privacy enhancing technologies.

D. The introduction of business process to identify and assess privacy gaps.

EfE: A

AR :

"Privacy by Design" is a framework that involves embedding privacy protections into the system's architecture from the ground up.
This approach ensures that privacy is considered throughout the entire system development lifecycle. The IAPP documents highlight
that Privacy by Design requires proactive measures to integrate privacy controls directly into technologies and business practices to
prevent privacy issues before they arise, rather than addressing them reactively.

B #44
An organization's customers have suffered a number of data breaches through successful social engineering attacks.
One potential solution to remediate and prevent future occurrences would be to implement which of the following?

A. Differential identifiability.

B. Attribute-based access control.
C. Greater password complexity.
D. Multi-factor authentication.

EM: D
L

Multi-factor authentication. Social engineering attacks often involve tricking individuals into revealing their login credentials.
Implementing multi-factor authentication can help prevent unauthorized access even if an attacker obtains a user's password.

HH #45
What is the main reason the Do Not Track (DNT) header is not acknowledged by more companies?

¢ A The financial penalties for violating DNT guidelines are too high.

¢ B. Most web browsers incorporate the DNT feature.

e C. It has been difficult to solve the technological challenges surrounding DNT.
e D. There is a lack of consensus about what the DNT header should mean.

IEf#: D

TR
Explanation/Reference: https://en.wikipedia.org/wiki/Do Not Track

A #46

Aadhaar is a unique-identity number of 12 digits issued to all Indian residents based on their biometric and demographic data. The
data is collected by the Unique Identification Authority of India. The Aadhaar database contains the Aadhaar number, name, date of
birth, gender and address of over 1 billion individuals.

Which of the following datasets derived from that data would be considered the most de-identified?

A. A count of the day of birth and hash of the person's first initial of their first name.

B. A count of the month of birth and hash of the person's first name.

C. A count of the years of birth and hash of the person' s gender.

D. Account of the century of birth and hash of the last 3 digits of the person's Aadhaar number.



EfE: A

HE #47

SCENARIO

Looking back at your first two years as the Director of Personal Information Protection and Compliance for the Berry Country
Regional Medical Center in Thorn Bay, Ontario, Canada, you see a parade of accomplishments, from developing state-of-the-art
simulation based training for employees on privacy protection to establishing an interactive medical records system that is accessible
by patients as well as by the medical personnel. Now, however, a question you have put off loors large: how do we manage all the
data-not only records produced recently, but those still on hand from years ago? A data flow diagram generated last year shows
multiple servers, databases, and work stations, many of which hold files that have not yet been incorporated into the new records
system. While most of this data is encrypted, its persistence may pose security and compliance concerns. The situation is further
complicated by several long-term studies being conducted by the medical staff using patient information. Having recently reviewed
the major Canadian privacy regulations, you want to make certain that the medical center is observing them

You also recall a recent visit to the Records Storage Section, often termed '"The Dungeon" in the basement of the old hospital next to
the modern facility, where you noticed a multitude of paper records. Some of these were in crates marked by years, medical
condition or alphabetically by patient name, while others were in undifferentiated bundles on shelves and on the floor. The back
shelves of the section housed data tapes and old hard drives that were often unlabeled but appeared to be years old. On your way
out of the dungeon, you noticed just ahead of you a small man in a lab coat who you did not recognize. He carried a batch of folders
under his arm, apparently records he had removed from storage.

‘Which cryptographic standard would be most appropriate for protecting patient credit card information in the records system?

¢ A. Asymmetric Encryption
¢ B. Obfuscation

e C. Hashing

¢ D. Symmetric Encryption

Ef: D

BRI :

To protect patient credit card information in the records system at Berry Country Regional Medical Center, an appropriate
cryptographic standard to use would be option B: Symmetric Encryption.

Symmetric encryption uses a single secret key to encrypt and decrypt data. It is a fast and efficient method of encryption that can
provide strong protection for sensitive data such as credit card nformation when implemented correctly.
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