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Cyberthreat Protection Services: This domain targets Cybersecurity Analysts and covers broad
cybersecurity fundamentals and advanced threat protection capabilities. Candidates must know about
malware protection, intrusion prevention systems, command and control channel detection, deception
technologies, identity threat detection and response, browser isolation, and incident detection and
response.| Data Protection Services
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Access Control Services: This area assesses Security Operations Specialists on implementing access
control mechanisms including cloud app control, URL filtering, file type controls, bandwidth controls, and
segmentation. It also covers Microsoft 365 policies, private application access strategies, and firewall
configurations to protect enterprise resources.
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Platform Services: This section measures skills of Cloud Infrastructure Engineers and focuses on the suite
of Zscaler platform services. Key topics include advanced device posture assessments, TLS mspection
mechanics, and the application of policy frameworks governing internet, private access, and digital
experience services.
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Risk Management: This domain measures skills of Risk Managers and Security Architects in using
Zscaler’s comprehensive risk management suite. Candidates are expected to understand risk capabilities,
dashboards, asset and financial risk insights, vulnerability management, deception tactics, identity
protection, and breach prediction analytics.

fEYZ5

Zscaler Digital Experience: This section evaluates Network Performance Analysts on their knowledge of
Zscaler Digital Experience (ZDX), including understanding the ZDX score, architectural overview, features,
functionalities, and practical use cases to optimize digital user experiences.



https://drive.google.com/open?id=1iC4pKKI-5YVKaiwgeiuzIvpOZW0GzhoG
https://www.passtest.jp/ZDTA-mondaishuu.html

o Zscaler Zero Trust Autormation: This part measures Automation Engineers on their ability to utilize Zscaler
FEY 26 APIs, including the One API framework, for automating zero trust security functions and integrating with
broader enterprise security and orchestration tools.

¢ This section assesses Data Protection Officers on techniques to secure data across motion, SaaS, cloud,
. and endpoints using Zscaler’s Al-driven data discovery and data protection technologies. It involves

FEY 7T . ) . Lo .

securing BYOD environments and understanding risk management to protect sensitive information.

o Identity Services: This section of the exam measures skills of Identity and Access Management Engineers

and covers foundational identity services including authentication and authorization protocols such as
hEY 78 SAML, SCIM, and OIDC. Candidates should understand identity administration tasks and how to
manage policies and audit logs within the Zscaler platform.
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R #111
When filtering user access to certain web destinations what can be a better option, URL or Cloud Application filtering Policies?

¢ A. URL filtering policies provide better access control.

¢ B. Cloud Application policies provide better access control.
¢ C. Both provide the sanme filtering capabilities.

e D. Wherever possible URL policies are recommended.

IEf#: B
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Cloud Application policies offer deeper, application#aware controls, such as granular actions on specific SaaS functions, making
them a superior choice for managing access to modern web apps compared to generic URL filters.

HH #112
Which of the following methods can be used to notify an end-user of a potential DLP violation in Zscaler's Workflow Automation
solution?

¢ A Notifications in MS Teams / Slack
e B. SMS text message.
e C. Automated phone call.

D Twitter post with custom hashtan

IEf#E: A
"

Zscaler's Workflow Automation integrates with collaboration platforms like Microsoft Teams and Slack to send reab#time DLP
violation alerts directly to end#users.
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HA #113
Which of'the following is a key feature of Zscaler Data Protection?

A. Data loss prevention

B. DDoS protection

C. Log analysis

D. Stopping reconnaissance attacks

EfE: A
RN -

Data Protection provides comprehensive Data Loss Prevention (DLP) capabilities, inspecting content in motion to identify, block, or
encrypt sensitive information based on policy.
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‘What mechanism identifies the ZIA Service Edge node that the Zscaler Client Connector should connect to?

A. The PAC file used in the Forwarding Profile

B. The IP ranges included/excluded in the App Profile
C. The PAC file used in the Application Profile

D. The Machine Key used in the Application Profile

Ef#: C
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ThePAC file used in the Application Profileis the mechanism that identifies the ZIA Service Edge node that the Zscaler Client
Connector should connect to. The PAC (Proxy Auto-Configuration) file contains rules that direct client traffic to the appropriate
service edge based on IP ranges, location, or other criteria.

The study guide explains that the Application Profile's PAC file plays a key role in routing client connections to the nearest or optimal
ZIA Service Edge node to ensure efficient traffic forwarding and policy enforcement.

R #115
An admmnistrator would like users to be able to use the corporate instance of'a SaaS application. Which of the following allows an
administrator to make that distinction?

A. URL filtering with SSL inspection
B. Endpoint DLP

C. Out-of-band CASB

D. Cloud application control

IEfE: D
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Cloud application controlis the feature that allows an administrator to distinguish and enforce policies specifically on the corporate
instance of a SaaS application. This enables granular control, allowing users to access the approved corporate SaaS while restricting
access to personal or unauthorized instances. Out-of- band CASB generally provides visibility but does not enforce real-time
distinctions in this context. URL filtering with SSL inspection and Endpoint DLP serve different purposes, such as content nspection
and endpoint data protection, respectively.

The study guide explains that Cloud Application Control policies identify and enforce controls based on SaaS application instances,
providing precise policy enforcement aligned with corporate SaaS usage requirements.
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