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HEE #33
What steps are part of the Key Management workflow when a wireless device is roaming from AP1 to AP2?
(Select two.)

A. The Key Management service then generates R1 keys for AP2's neighbors.

B. The Key Management service receives a list of all AP1 s neighbors from AirMatch.
C. A client associates and authenticates with the AP2 after roaming from AP1

D. AP1 will cache the client's information and send it to the Key Management service
E. The Key Management service receives from ArMatch a list of all AP2's neighbors

HE: AD

oY

Explanation

The correct steps that are part of the Key Management workflow when a wireless device is roaming from AP1 to AP2 are A and
D.

A: AP1 will cache the client's information and send it to the Key Management service. This is true because when a client associates

and authenticates with AP1, AP1 will generate a pairwise master key (PMK) for the client and store it in its cache. AP1 will also
send the PMK and other client information, such as MAC address, VLAN, and SSID, to the Key Management service, which is a
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centralized service that runs on Aruba Mobility Controllers (MCs) or Mobility Master (MM) devices1. The Key Management
service will use this information to facilitate fast roaming for the client.

D: The Key Management service then generates R1 keys for AP2's neighbors. This is true because when the Key Management
service receives the client information from AP1, it will use the PMK to derive RO and R1 keys for the client. RO keys are used to
generate R1 keys, which are used to generate pairwise transient keys (PTKs) for encryption. The Key Management service will
distribute the R1 keys to AP2 and its neighboring APs, which are determined by AirMatch based on RF proximity2. This way, when
the client roams to AP2 or any of its neighbors, it can skip the 802.1X authentication and use the R1 key to quickly generate a PTK
with the new AP3.

B: The Key Management service receives from AirMatch a list of all AP2's neighbors. This is false because the Key Management
service does not receive this information from AirMatch directly. AirMatch is a feature that runs on MCs or MM devices and
optimizes the RF performance of Aruba devices by using machine learning algorithims. AirMatch periodically sends neighbor reports
to all APs, which contain information about their nearby APs based on signal strength and interference. The APs then send these
reports to the Key Management service, which uses them to determine which APs should receive R1 keys for a given client2.

C: The Key Management service receives a list of all AP1 s neighbors from AirMatch. This is false for the same reason as B. The
Key Management service does not receive this information from AirMatch directly, but from the APs that send their neighbor
reports.

E: A client associates and authenticates with the AP2 after roaming from AP1. This is false because a client does not need to
authenticate with AP2 after roaming from AP1 if it has already authenticated with AP1 and received R1 keys from the Key
Management service. The client only needs to associate with AP2 and perform a four-way handshake using the R1 key to generate
a PTK for encryption3. This is called fast roaming or

802.11r roaming, and it reduces the latency and disruption caused by full authentication. 1: ArubaOS 8.7 User Guide 2: ArubaOS
8.7 User Guide 3: ArubaOS 8.7 User Guide : ArubaOS 8.7 User Guide

HE#34
How is Multicast Transmission Optimization implemented in an HPE Aruba wireless network?

A. "The optimal rate for sending multicast frames is based on the highest broadcast rate across all associated clients
B. The optimal rate for sending mutlticast frames is based on the lowest broadcast rate across all associated clients.
C. The optimal rate for sending multicast frames is based on the lowest unicast rate across all associated clients.

D. When this option is enabled the mmnimum default rate for multicast traffic is set to 12 Mbps for 5 GHz

3

m

: C

M.

multicast transmission optimization is a feature that allows the IAP to select the optimal rate for sending broadcast and multicast
frames based on the lowest of unicast rates across all associated clients. When this option is enabled, multicast traffic can be sent at
up to 24 Mbps.

The default rate for sending frames for 2.4 GHz is 1 Mbps and 5.0 GHz is 6 Mbps. This option is disabled by defauilt.

HE #35

Your custorer is interested in hearing more about how roles can help keep consistent policy enforcement in a distributed overlay
fabric.

How would you explain this concept to them?

e A. Group Based Policy ID is applied on egress VTEP after device authentication and policy is enforced on ingress VTEP
B. Role-based policies are tied to [P addresses which have an advantage over IP-based policies and role names are sent
between VTEPs

C. Group Based Policy ID is applied on ingress VTEP after device authentication and policy is enforced on egress VTEP
D. Role-based policies enhance User Based Tunneling across the campus network and the policy traffic is protected with
iPsec

He: C

dY:

This is the correct explanation of how roles can help keep consistent policy enforcement in a distributed overlay fabric. Roles are
used to assign group based policy IDs (GBPs) to devices after they authenticate with ClearPass or a local database. GBPs are then
used to tag the traffic from the devices and send themto the ingress VTEP, which applies the GBP on the VXLAN header. The
egress VTEP then enforces the policy based on the GBP and the destination device.

The other options are incorrect because they either do not describe the correct sequence of events or do not use the correct terms.



EE #36
‘Which method is used to onboard a new UXI in an existing environment with 802 1X authentication? (The sensor has no cellular
connection)

A. Use the UXI app on your smartphone and connect the UXI via Bluetooth

B. Use the CLI via the serial cable and adjust the initial configuration.

C. Connect the new UXI from an already installed one and adjust the initial configuration.
D. Use the Aruba installer app on your smartphone to scan the barcode

HE: A

MY

Explanation

To onboard a new UXI in an existing environment with 802.1X authentication, you need to use the UXI app on your smartphone
and connect the UXI via Bluetooth. The UXI app allows you to scan the QR code on the UXI sensor and configure its network
settings, such as SSID, password, IP address, etc. The Bluetooth connection allows you to communicate with the UXI sensor
without requiring any network access or cellular connection. The other options are incorrect because they either do not use the UXI
app or do not use Bluetooth. References:
httpsy//www.arubanetworks.com/products/network-management-operations/analytics-monitoring/user-experienc
https:/help.centralon-prem.arubanetworks.comv2.5.4/documentation/online _help/content/nms-on-prem/aos-cx/g

AE #37
Refer to the image.

Your custoner is complaining of weak Wi-Fi coverage in their office. They mention that the office on the other side of the hall has
much better signal What is the likely cause of this issue7

A. The AP is using a directional antenna.
B. The AP is configured in Mesh mode
C. The AP is a remote access point.

D. The AP is an outdoor access point.

HE. A

ME:

The likely cause of the issue of weak Wi-Ficoverage in the office is that the AP is using a directional antenna.

A directional antenna is an antenna that radiates or receives radio waves more strongly in one or more directions, creating a focused
beam of signal. A directional antenna can provide better coverage and performance for a specific area, but it can also create dead
zones or weak spots for other areas. The other options are incorrect because they either do not affect the Wi-Fi coverage or do not
match the scenario.

References: https:/www.arubanetworks.conmvtechdocs/ArubaOS 86 Web Help/Content/arubaos-solutions

/wlan-rfirf-fundamentals. htm hitps://www.arubanetworks.comv/techdocs/ArubaOS 86 Web Help/Content
/arubaos-solutions/wlan-rffantennas.htm
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