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AR 238

A company’s SysOps sdministrator deploys 2 public Network Load Balancer (NLB) in front of the
company's web application. The web application does not use any Elastic [P addresses, Usars must
acciess the web application by using the company's demain name, The SysOps administrator nesds to
configure Amazon Route 53 to route traffic to the NLB.

Which solution will meat these requirements MOST cost-effectively?

= A Create a Route 53 AANA record for the NLB,
B Create a Route 53 CNAME mord for tha NLB

eate & Roule 53 allas record for MLE.
D Create & Route 53 CAA m.ord rar IJ'L- ’\E B

AHC

A ez

A company stores sensitive data in an Amazon 53 backet. The company must log all access attempts
to the 53 bucket

The company's risk team must receive immediate notification about any delete eveats.

Which solution will meat these requirements?

» A, Use Amazon CloudWateh Logs for awdit logs.
Use Amazon ClowdWatch alarms with an Amazon Simple Notification Service {Amazon SNS)
notification for the adert system,
= B. Use Amazen CloudWateh Logs for audit Logs.
Launch an Amazon EC2 instance for the alert system.
Fun a cron job on the ECE Instanee cach day to compare the st of the items with the Gst rom
the previows day.
Configrure the cron ]uh I:wultl it motification il an item is missing.
1 v audit logs.
rvice (Amazan SNS) notification for the 53 bucket
(rab

» . Enable

» [r. Enable 53 server access ?ngglng for audit logs.
Launch an Amacon ECZ instance for the alert system,
Run a cron job on the EC2 instance W download the aceess bogs each day and w0 scan fora
DeleteObject event.
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hitps:fdeos. aws.amazancom/Amazon 53 latestiuserguide/notification hkow-to-esenttypis-and-
destinations. html# supported-notification-event - types
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HEE #37

You are creating a correlation rule in Next-Gen SIEM to trigger alerts based on when the event occurred, regardless of when the
event was ingested.

Which event timestamp should you select?

A. @timestamp

B. @ingesttimestamp
C. @systentimestamp
D. @localtimestamp

HE: A

Y.

The correct answer is A. @timestamp .

CrowdStrike LogScale documentation explains that @timestamp is the event timestamp, meaning when the event actually happened,
while (@ingesttimestamp is when the event arrived in LogScale. If you want the rule to fire based on when the event occurred,
regardless of ingestion delay, you should use @timestamp .

Why the other options are incorrect:

D). @ingesttimestamp is specifically the ingest time, not the original event time.

B and C are not the standard event-time fields documented for this use. CrowdStrike's event field documentation centers this
distinction on (@timestamp versus (@ingesttimestamp.

EE #38

As a Next-Gen SIEM Engineer, you are responsible for managing and tuning correlation rules to improve the detection of potential
security incidents. One of your correlation rules is designed to detect multiple failed login attempts that are followed by a successful
login within a short time frame.

Which step would you take to tune this correlation rule to reduce false positives while maintaining its effectiveness?

A. Add a condition to exclude known trusted IP addresses from triggering the rule

B. Remove the condition for a successful login to simplify the rule

C. Decrease the threshold for the number of failed login attempts required to trigger the rule
D. Increase the time window for detecting multiple failed login attempts to capture more data

e A

HE:

The correct answer is B . The best tuning step is to exclude known trusted IP addresses so the rule still detects suspicious sequences
while removing known-benign sources of repeated authentication activity.

CrowdStrike has publicly documented this tuning principle in detection content guidance, noting that to avoid false positives,
organizations may want to exclude certain IP ranges, ASNs, or ISPs froma rule when those sources are expected or trusted. That
directly supports the idea that adding a trusted-IP exclusion reduces noise while preserving the core detection logic.

Why the other options are incorrect:

A would usually increase noise because a larger time window captures more benign failed logins. C would also increase false
positives because lowering the failed-attempt threshold makes the rule easier to trigger. D weakens the original attack logic by
removing the "failed logins followed by success" sequence that makes the rule more specific and meaningfil. Keeping the core
sequence intact while adding exclusions for known benign sources is the most precise tuning approach.

EE #39
Younotice that the format of mcoming logs suddenly changes from JSON format to key-value pairs during log collection.
What action would you take to parse the data correctly?

A. Disable parsing entirely

B. Restart the log collector in debug mode

C. Switch to fleet mode and monitor the logs

D. Use a nulti-source configuration with different parsers per source

He:. D



Y.

The correct answer is A. Use a multi-source configuration with different parsers per source .

CrowdStrike's Falcon LogScale Collector documentation states that parsers can be set for each source . The collector configuration
model also explains that the Sources section defines the source of the data, filters to be applied, and parsers . That means when
diferent log formats are being collected, the correct design is to separate them by source and assign the appropriate parser to each
source.

Why the other options are incorrect:

Switching to fleet mode or monitoring logs does not itself correct parsing logic. Restarting in debug mode may help troubleshoot, but
it does not solve the format mismatch. Disabling parsing would make the data less useful, not more useful. The documented way to
handle parser differences is to apply parsers at the source level.

HEE #40
Which role is most appropriate when a user only needs to view SIEM investigations and dashboards but must not modify content?

A. NG SIEM Security Lead

B. NG SIEM Analyst - Read Only
C. NG SIEM Administrator

D. NG SIEM Analyst

2
m

SH: B

Cr

The least-privilege role for users who only need to view dashboards, searches, and investigation data without making changes is NG
SIEM Analyst - Read Only . This role is designed for visibility without content modification or administrative access. The other roles
provide broader operational or management permissions.

AE #41
Review the log sanple below:
What type of parser should be used to extract fields and values from this log?

A. XML

B. JSON

C. Key-Value
D.CSV

2
m

SH: D

ME:

The sanple log is a comma-delimited record with values separated by commas, and some fields are enclosed in quotes. That
structure matches CSV-style parsing . In CrowdStrike LogScale, parseCsv() is used for delimited logs where fields appear in a
consistent order and are separated by a defined delimiter. This fits the sample shown.

Why the other options are incorrect:

A). XML is incorrect because the log does not use XML tags.

C). JSON is incorrect because the log is not in brace-based key/value JSON format.

D). Key-Value is incorrect because the fields are not expressed as key=value pairs; they are positional comma- separated values
mstead.
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