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Z| &l CCNP Security 300-710 F 2 M ZE X (Q243-Q248):

AE #243
What is the result of specifying of QoS rule that has a rate limit that is greater than the maximum throughput of an interface?

A. Matching traffic is not rate limited.

B. The system rate-limits all traffic.

C. The rate-limiting rule is disabled.

D. The systemrepeatedly generates warnings.

HE: A

Y.

Section: Configuration

Explanation/Reference: https//www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config- guide-
vo2/quality of service qos.pdf

HE #244
Which group within Cisco does the Threat Response team use for threat analysis and research?

A. Cisco Deep Analytics

B. Cisco Talos

C. OpenDNS Group

D. Cisco Network Response

He: B

MH.
Reference:
httpss//www.cisco.comvc/en/us/products/security/threat-response. htmb#~benefits

R #245
Upon detecting a flagrant threat on an endpoint, which two technologies instruct Cisco Identity Services Engine to contain the
infected endpoint either manually or automatically? (Choose two.)

A. Cisco Stealthwatch

B. Cisco AMP

C. Cisco ASR 7200 Series
D. Cisco ASA 5500 Series
E. Cisco FMC

: AC

o2
m

EE #2406
‘Which two conditions must be met to enable high availability between two Cisco FTD devices? (Choose two.)

A. same flash memory size

B. same DHCP/PPoE configuration
C. same host name

D. same NTP configuration

E. same number of interfaces

Y. D,E

Y.

Explanation

https//www.cisco.comvc/en/us/support/docs/security/firepower-management-center/2 1 2699-configure- ftd- high-aConditions In
order to create an HA between 2 FTD devices, these conditions must be met:



Same model

Same version (this applies to FXOS and to FTD - (major (first number), minor (second number), and maintenance (third number)
nmust be equal)) Same number of interfaces Same type of interfaces Both devices as part of same group/domain in FMC Have
identical Network Time Protocol (NTP) configuration Be fully deployed on the FMC without uncommitted changes Be in the same
firewall mode: routed or transparent.

Note that this must be checked on both FTD devices and FMC GUI since there have been cases where the FTDs had the same
mode, but FMC does not reflect this.

Does not have DHCP/Point-to-Point Protocol over Ethernet (PPPoE) configured in any of the interface Different hostname (Fully
Qualified Domain Name (FQDN)) for both chassis. In order to check the chassis hostname navigate to FTD CLI and run this
command

HE #247
An engineer defines a new rule while configuring an Access Control Policy. After deploying the policy, the rule is not working as
expected and the hit counters associated with the rule are showing zero. What is causing this error?

A. An incorrect application signature was used in the rule.

B. The wrong source interface for Snort was selected in the rule.
C. The rule was not enabled after being created.

D. Logging is not enabled for the rule.
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