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FH 2
¢ Infrastructure Security: This domain focuses on securing AWS infrastructure including networks, compute
=A 1 resources, and edge services through secure architectures, protection mechanisis, and hardened
configurations.
¢ Security Foundations and Governance: This domain addresses foundational security practices including
=x 2 poli.cies, compliance frameworks, risk management, security automation, and audit procedures for AWS
environments.

¢ Incident Response: This domain addresses responding to security incidents through automated and manual
=73 strategies, containment, forensic analysis, and recovery procedures to minimize impact and restore
operations.

¢ Identity and Access Management: This domain deals with controlling authentication and authorization
=X 4 through user identity management, role-based access, federation, and implementing least privilege
principles.

e Data Protection: This domain centers on protecting data at rest and in transit through encryption, key
FH5 management, data classification, secure storage, and backup mechanisns.
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AE #84

A company is using Amazon Macie, AWS Firewall Manager, Amazon Inspector, and AWS Shield Advanced in its AWS account.
The company wants to receive alerts if a DDoS attack occurs against the account.

‘Which solution will meet this requirement?

e A Use Amazon Macie to detect an active DDoS event and create Amazon CloudWatch alarms that respond to Macie
findings.

B. Create an Amazon CloudWatch alarm that monitors AWS Shield Advanced metrics for an active DDoS event.

C. Use Amazon Inspector to review resources and invoke Amazon CloudWatch alarns for any resources that are vulnerable
to DDoS attacks.

D. Create an Amazon CloudWatch alarm that monitors AWS Firewall Manager metrics for an active DDoS event.

e B

ME.

AWS Shield Advanced is the AWS-native managed service specifically designed to provide detection, mitigation, and visibility for
Distributed Denial of Service (DDoS) attacks at both the network and application layers. Shield Advanced integrates directly with
Amazon CloudWatch by publishing DDoS-related metrics such as DDoSDetected, AttackVolume, and AttackVector, which can
be monitored using CloudWatch alarms to trigger alerts in near real time. This makes option D the correct and fully supported
solution.

Amazon Macie focuses on discovering and protecting sensitive data (such as PII) in Amazon S3 using machine learning and does not
provide DDoS detection capabilities, making option A incorrect. Amazon Inspector is a vulnerability management service that
assesses EC2 instances, container images, and Lambda finctions for software vulnerabilities and unintended network exposure; it
does not detect live DDoS attacks, so option B is incorrect. AWS Firewall Manager is a centralized management service for
configuring AWS WAF, Shield Advanced, and security groups across accounts, but it does not emit native DDoS detection metrics
for alerting, which eliminates option C.

According to AWS Security Specialty documentation, the recommended best practice for DDoS detection and alerting is to enable
AWS Shield Advanced and configure Amazon CloudWatch alarms on Shield metrics, optionally integrating with Amazon SN'S for
notifications and AWS Incident Manager for response automation.

HEE #85
Notify when IAM roles are modified.



A. Use CloudWatch subscription filters.

B. Use EventBridge with CloudTrail events.
C. Use Amazon Detective.

D. Use CloudWatch metric filters.

He: B
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EventBridge natively consumes CloudTrail management events and provides near-real-time notifications.

EHE #86

A company has a large fleet of Amazon Linux 2 Amazon EC2 instances that run an application processing sensitive data.
Compliance requirements include no exposed management ports, full session logging, and authentication through AWS 1AM Identity
Center. DevOps engineers occasionally need access for troubleshooting, hich solution will provide remote access while meeting
these requirements?

A. Grant access to the EC2 serial console and allow IAM role access.

B. Assign an EC2 instance role that allows access to AWS Systems Manager. Create an IAM policy that grants access to
Systems Manager Session Manager and assign it to an IAM Identity Center role.

C. Use Systems Manager Automation to temporarily open remote access ports.

D. Enable EC2 Instance Connect and configure security groups accordingly.

HY:. B

MY

AWS Systens Manager Session Manager provides secure, auditable shell access to EC2 instances without opening inbound ports.
According to AWS Certified Security - Specialty guidance, Session Manager records all session activity to CloudWatch Logs or
Amazon S3 and integrates with JAM Identity Center for centralized authentication.

This solution meets all requirements: no exposed ports, full audit logging, and identity-based access control. EC2 Instance Connect
and serial console access do not integrate with Identity Center and may expose management paths.

HE #87

A company has an encrypted Amazon Aurora DB cluster in the us-east-1 Region. The DB cluster is encrypted with an AWS Key
Management Service (AWS KMS) customer managed key. To meet compliance requirements, the company needs to copy a DB
snapshot to the us-west-1 Region. However, when the company tries to copy the snapshot to us-west-1, the company cannot
access the key that was used to encrypt the original database. What should the company do to set up the snapshot in us-west-1 with
proper encryption?

e A Create a new customer managed key inus-west- 1. Use this new key to encrypt the snapshot in us-west-1.

¢ B. Create an IAM policy that allows access to the customer managed key in us-east-1. Specify am:awskms:us-west-1:* as
the principal.

e C. Use AWS Secrets Manager to store the customer managed key in us-west-1 as a secret. Use this secret to encrypt the
snapshot in us-west-1.

e D. Create an IAM policy that allows access to the customer managed key in us-east- 1. Specify arn:aws:rds:us-west-1:* as
the principal.

HE: A

Y.

AWS Key Management Service (KMS) customer managed keys are regional resources.

According to the AWS Certified Security - Specialty Official Study Guide and KMS documentation, a KMS key created in one
AWS Region cannot be used directly in another Region. When copying an encrypted Amazon Aurora DB snapshot across Regions,
the destination Region must have access to a KMS key that exists in that Region.

Because the original KMS key resides in us-east-1, it cannot be accessed or referenced in us- west- 1. The correct and supported
approach is to create a new customer managed KMS key in us-west- 1 and specify that key when performing the cross-Region
snapshot copy. Amazon RDS automatically decrypts the snapshot using the source Region key and re-encrypts it using the
destination Regjon key during the copy process.



EE #88

A company is implementing new compliance requirements to meet customer needs. According to the new requirements, the
company must not use any Amazon RDS DB instances or DB clusters that lack encryption of the underlying storage. The company
needs a solution that will generate an email alert when an unencrypted DB instance or DB cluster is created. The solution also must
terminate the unencrypted DB instance or DB cluster.

‘Which solution will meet these requirements in the MOST operationally efficient manner?

¢ A Create an AWS Config managed rule to detect unencrypted RDS storage. Configure a manual remediation action to
invoke an AWS Lambda function. Configure the Lambda function to publish messages to an Amazon Simple Notification
Service (Amazon SNS) topic and to delete the unencrypted resource.

¢ B. Create an Amazon EventBridge rule that evaluates RDS event patterns and is initiated by the creation of DB instances or
DB clusters. Configure the rule to invoke an AWS Lambda function. Configure the Lambda finction to publish messages to
an Amazon Simple Notification Service (Amazon SNS) topic and to delete the unencrypted resource.

¢ (. Create an Amazon EventBridge rule that evaluates RDS event patterns and is initiated by the creation of DB instances or
DB clusters. Configure the rule to publish messages to an Amazon Simple Notification Service (Amazon SNS) topic that
includes an AWS Lambda function and an email delivery target as subscribers. Configure the Lambda function to delete the
unencrypted resource.

¢ D. Create an AWS Config managed rule to detect unencrypted RDS storage. Configure an automatic remediation action to
publish messages to an Amazon Simple Notification Service (Amazon SNS) topic that includes an AWS Lambda function
and an email delivery target as subscribers. Configure the Lambda function to delete the unencrypted resource.

He: D

Y.

AWS Config provides managed rules that continuously evaluate resource configurations against compliance requirements. The AWS
Certified Security - Specialty documentation highlights AWS Config managed rules as the preferred mechanism for enforcing
configuration compliance at scale. The managed rule for encrypted RDS storage automatically detects DB instances and clusters that
are created without encryption enabled.

By configuring automatic remediation, AWS Config can immediately invoke corrective actions without manual intervention.
Integrating remediation with an Amazon SNS topic enables automated email notifications, while an AWS Lambda fimction can
termmate the nonconpliant resource. This creates a fully automated detect-alert-remediate workflow.

Option B requires manual remediation, which increases operational effort and delays enforcement. Options C and D rely on Amazon
EventBridge, which evaluates events rather than configuration state and does not provide continuous compliance monitoring, AWS
Config is explicitly designed for configuration compliance and governance use cases.

This solution aligns with AWS governance best practices by combining continuous monitoring, automated remediation, and
centralized alerting with mmnimal operational overhead.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS Config Managed Rules

AWS Config Automatic Remediation
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