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Fortinet FCSS_EFW_AD-7.6 Exam Syllabus Topics:

Topic Details

¢ Routing: This section of the exam measures the skills of'a Network Infrastructure Engineer and covers the
. implementation of dynamic routing protocols for enterprise network traffic management. It includes

Topic 1 configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

¢ System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizng VLANs and VDOM technologies to meet specific organizational
requirements.

Topic 2
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¢ Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of

Topic 3 . . . . .
P distributed Fortinet security infrastructures across enterprise environments.

¢ VPN: This section of the exam measures the skills ofa VPN Solutions Engineer and covers the

implementation of various virtual private network technologies. It includes configuring IPsec VPN using
Topic 4 IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

o Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL

Topic 5 ¢ SSH inspection, combining web filtering and application control mechanisims, integrating intrusion

prevention systens, and utilizing the Internet Service Database to create layered security protections for

organizational networks.

Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q59-Q64):

NEW QUESTION # 59
While configuring the BGP protocol, an admmistrator applies the set network-import-check disable command under config network.
‘What will FortiGate do as a result of this command?

A. FortiGate will advertise all the prefixes in the BGP network table to its BGP neighbor, even if it is not in the routing table.
B. FortiGate will not advertise the prefixes, if it is not in the routing table.

C. FortiGate will not advertise any imported routes received from one BGP neighbor to another.

D. FortiGate will advertise only the corresponding prefixes in the BGP network table to its BGP neighbor, even if it is not in
the routing table.

Answer: A

Explanation:

The command set network-import-check disable under config network in FortiGate BGP configuration allows FortiGate to advertise
a prefix even if it is not present in the routing table.

This means FortiGate will advertise all the prefixes in the BGP network table to its BGP neighbor, even if those prefixes are not
currently in the routing table. The default behavior without this command is to advertise only those prefixes that are in the routing
table.

NEW QUESTION # 60
What does the command set forward-domain <domain D> in a transparent VDOM interface do?

A. Tt configures the interface to prioritize traffic based on the domain ID, enhancing quality of service for specified VLANS.
B. It restricts the interface to managing traffic only from the specified VLAN, effectively segregating network traffic.

C. It isolates traffic within a specific VLAN by assigning a broadcast domain to an interface based on the VLAN ID.

D. It assigns a unique domain ID to the interface, allowing it to operate across multiple VLANs within the same VDOM.

Answer: C

NEW QUESTION # 61
Refer to the exhibit, which shows a revision history window in the FortiManager device layer.
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The IT team is trying to identify the administrator responsible for the most recent update in the FortiGate device database.
‘Which conclusion can you draw about this scenario?

¢ A Find the user in the FortiManager system logs and use the type=script command to find the administrator user in the user
field.

¢ B. To identify the user who created the event, check it on the Configuration and Installation widget on FortiGate within the
FortiManager device layer.

e C. The user script_manager is an API user from the Fortinet Developer Network (FDN) retrieving a configuration.

e D. This retrieved process was automatically triggered by a Remote FortiGate Directly (via CLI) script.

Answer: A

Explanation:

The Configuration Revision History window in FortiManager shows that the most recent configuration change (ID 10) was created
by script manager with the action Retrieved.

Since script_manager is a systemtlevel script execution user, the IT teamneeds to find who actually triggered this script. This can be
done by:

# Checking the FortiManager system logs for script execution events.

# Using the type=script filter to locate the administrator associated with the script execution.

NEW QUESTION # 62
Why do the firewall policy and reinstall preview show different address names during installation?

A. Address mismatch
B. Object corruption
C. Policy conflict

D. Per-device mapping

Answer: D

Explanation:

FortiManager uses a feature called per-device mapping (also referred to as dynamic mapping) to manage environments where
different FortiGate devices require different values for the same object name. For example, an address object named " LAN " might
represent 172.16.0.0/24 on one device and 192.168.0.0/24 on another.

‘When an admmistrator views the policy package in the FortiManager GUI, they see the common object name used across the
ADOM. However, the reinstall preview generates the actual CLI commands that will be pushed to the specific FortiGate unit. This
preview reflects the specific mapped value or name defined for that individual device, which is why the names or values may appear
different from the generic policy view.

NEW QUESTION # 63
Refer to the exhibit, which shows the ADVPN network topology and partial BGP configuration.
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Hub $ config router bgp
set as 65100
set router-id 172.16<{1.1
config neighbor-group
edit "advpn"
set remoteras 65100

end

config neighbor-range
edit 1
end

config network

- @

end

Which two parameters must an admmistrator configure in the config neighbor range for spokes shown in the exhibit? (Choose two.)

e A set max-neighbor-num 2

e B. set neighbor-group advpn

e (. set route-reflector-client enable

e D. set prefix 172.16.1.0 255.255.255.0

Answer: B,D

Explanation:

In the given ADVPN (Auto-Discovery VPN) topology, BGP is being used to dynamically establish routes between spokes. The
neighbor-range configuration is crucial for simplifying BGP peer setup by automatically assigning neighbors based on their IP range.
set neighbor-group advpn

* The neighbor-group parameter is used to apply pre-defined settings (such as AS number) to dynamically discovered BGP
neighbors.

* The advpn neighbor-group is already defined in the configuration, and assigning it to the neighbor-range ensures consistent BGP
settings for all spoke neighbors.



set prefix 172.16.1.0 255.255.255.0

* This command allows dynamic BGP peer discovery by defining a range of potential neighbor IPs (172.16.1.1 - 172.16.1.255).
* Since each spoke has a unique /32 TP within this subnet, this ensures that any spoke within the 172.16.1.0/24 range can
automatically establish a BGP session with the hub.

NEW QUESTION # 64
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