Latest Managing-Cloud-Security Test Guide Professional
Questions Pool Only at TrainingDumps

WGU Course C838 - Managing Cloud Security Exam
Q&As (Latest Update 2023){1000+ Questions answered)

Which phase of the cloud data life cycle allows both read and process functions to

be performed?

& Create

Archive

C Store

D Share - correct answers 1A

Which phase of the cloud data security life eyele typically occurs simultaneously

with creation?

A Share
B Store
Clse

D Destroy - correct answers <8
Which phase of the cloud data life cycle uses content delivery notworks?

A Destroy
B Archive
C Share

D Creale - correct answers —-C
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WGU Managing Cloud Security (JY02) Sample Questions (Q164-Q169):

NEW QUESTION # 164
What is the definition of transportable as it relates to cloud contract design requirements?

A. Able to be archived quickly

B. Able to be moved to another vendor

C. Available to be accessed by mobile devices
D. Available in a proprietary format

Answer: B

Explanation:

In cloud contract design, transportable means that data, applications, or services are able to be moved to another vendor. Managing
Cloud principles explain that transportability supports exit strategies, reduces vendor lock-in risk, and enables business continuity.
Transportable solutions rely on standardized data formats, documented APIs, and interoperable architectures.

Contracts often include provisions ensuring custommers can retrieve data in usable formats and migrate workloads if needed.

Access by mobile devices, proprietary formats, or rapid archiving do not address vendor independence.

Therefore, the correct definition of transportable is the ability to move to another vendor.

NEW QUESTION # 165

An engineer needs to create segmentation using the built-in tools provided by the company's cloud provider.

The InfoSec team has given the engineer directions to limit traffic using a security group between two cloud deployments in the
organization. Which mechanisms should the engineer use to create this segmentation?

A. Unique identifiers and protocols
B. MAC addresses and protocols
C. Definitions and protocols

D. Ports and protocols

Answer: D

Explanation:

Cloudsecurity groupstypically filter traffic based onports and protocols. By allowing or denying specific port/protocol combinations,
engineers can control communication between deployments. For example, permitting HTTPS (TCP port 443) while blocking other
ports enforces segmentation.

MAC addresses are not used in cloud-level segmentation because they apply to physical networks. Unique identifiers and definitions
are not practical mechanisms for traffic filtering,

Using ports and protocols aligns with the principle of least privilege by ensuring that only necessary communication pathways exist.
In multi-deployment or hybrid cloud setups, this reduces the attack surface and prevents lateral movement by malicious actors.
Security groups thereby provide logical network segmentation without requiring physical infrastructure changes.

NEW QUESTION # 166
In most redundant array of independent disks (RAID) configurations, data is stored across different disks.
‘Which method of storing data is described?

A. Archiving

B. Mapping
C. Crypto-shredding

D. Striping
Answer: D
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Explanation:

The method described isstriping, which is a technique used in RAID configurations to improve performance and distribute risk.
Striping involves splitting data into smaller segments and writing those segments across muiltiple disks simultaneously. For example, if
a file is divided into four parts, each part is written to a separate disk in the RAID array.

This parallelism enhances input/output (1/0) performance because multiple drives can be accessed at once. It also provides resilience
depending on the RAID level. While striping by itself (RAID 0) increases performance but not redundancy, when combined with
mirroring or parity (e.g., RAID 5 or RAID 10), it offers both speed and fault tolerance.

The purpose of striping in the data management context is to optimize how data is stored, accessed, and protected. It is
fundamentally different from archiving, mapping, or crypto-shredding, as those serve different objectives (long-term storage, logical
placement, or secure deletion). Striping is central to high-performance storage systems and supports availability in mission-critical
environments.

NEW QUESTION # 167
Which cloud platform detection and analysis methodology can be performed to determine whether other similar instances were
potentially exposed during the same attack?

A. Examining network flows

B. Examining configuration data
C. Reviewing application logs
D. Reviewing log data

Answer: B

Explanation:

Examining configuration data is the appropriate methodology to determine whether other similar instances were potentially exposed
during the same attack. Managing Cloud principles explain that configuration analysis identifies shared settings, permissions, or
misconfigurations across cloud resources.

By reviewing configuration data, security teams can identify patterns such as overly permissive access controls, shared credentials, or
mnsecure tenplates that may affect multiple instances. This helps assess blast radius and identify additional affected systens.
Application logs and network flows help investigate specific events, while generalized log review focuses on activity. Configuration
analysis uniquely identifies systemic exposure. Therefore, examining configuration data is the correct answer.

NEW QUESTION # 168
Which security issue may occur when application programming interfaces (APIs) without sufficient validation are used in cloud
services?

A. Inefficient bandwidth utilization
B. Data breach

C. Crypto-shredding

D. Perimeter security breach

Answer: B

Explanation:

A data breach may occur when APIs lack sufficient validation in cloud services. Managing Cloud documentation explains that APIs
often serve as primary access points to cloud applications and data.

Without proper input validation, authentication, and authorization checks, APIs can be exploited to access sensitive data, bypass
controls, or manipulate backend services. Attackers may iject malicious requests or abuse poorly secured endpoints to extract or
alter data.

Inefficient bandwidth usage is a performance issue, perimeter breaches mnvolve network defenses, and crypto- shredding is a data
destruction technique. Therefore, data breach is the correct answer.

NEW QUESTION # 169
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