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Answer: A E.H

Explanation:

These three options represent valid audit trails for control 5.7, as they are aligned with the control's requirements and objectives.
According to the web search results from my predefined tool, control 5.7 requires organisations to collect and analyse information
relating to information security threats and use that information to take mitigation actions12. The control also specifies that threat
ntelligence should be relevant, perceptive, contextual, and actionable, and that it should be used to prevent, detect, or respond to
threats34. Therefore, the auditor should verify how the organisation collects, analyses, and produces threat intelligence, how it uses
threat intelligence to protect its information assets, and how it monitors and evaluates the effectiveness of its threat intelligence
arrangements. The other options are not valid audit trails, as they are either irrelevant, incorrect, or incomplete. For example:

* The task of producing threat intelligence is not assigned to the organisation's internal audit team, but to the person or team
responsible for the ISMS, such as the information security manager or the information security committee5 .

* The organisation's risk assessment process does not begin with effective threat intelligence, but with the identification of the
context, scope, and objectives of the ISMS . Threat intelligence is an input for the risk identification and analysis, but not the starting
point of the risk assessment process.

* Speaking to top management to make sure all staff are aware of the importance of reporting threats is not sufficient to audit the
control, as it does not address how the organisation collects, analyses, and produces threat intelligence, nor how it uses it to take
mitigation actions. The auditor should also speak to the staff involved in the threat intelligence process, and review the relevant
docurments and records.

* Checking that the organisation has a fully documented threat intelligence process is not enough to audit the control, as it does not
verify the implementation and effectiveness of the process. The auditor should also observe the process in action, and examine the
outputs and outcomes of the process.

* Determining whether internal and external sources of information are used in the production of threat intelligence is a partial audit
trail, as it only covers one aspect of the control. The auditor should also assess the quality, reliability, and relevance of the sources,
and how the information is analysed and used.
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Answer: D,E

Explanation:

In the context of a third-party certification audit, the management responsibilities of the audit team leader in managing the audit and
the audit team include adopting a risk-based approach to planning the audit and establishing contact with the auditee. A risk-based
approach to planning the audit means that the team leader should consider the risks and opportunities that may affect the
achieverment of the audit objectives, the scope and criteria, the audit methods and techniques, the allocation of resources and the
assignment of tasks to the audit team members. Establishing contact with the auditee means that the team leader should commumicate
with the auditee before, during and after the audit, to confirm the audit arrangements, to obtain relevant information, to address any
issues or concerns, to provide feedback and to report the audit results and conclusions. References: = ISO 19011:2022, clauses
6.4.1 and 6.4.2; PECB Candidate Handbook ISO 27001 Lead Auditor, pages 24 and 25.
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Answer: C

Explanation:

Comprehensive and Detailed In-Depth

Managerial controls (also called administrative controls) include policies, procedures, and processes to ensure effective security
governance. These controls include training, internal audits, security awareness programs, and management reviews. These align with
ISO/IEC 270012022 Annex A Control A.5.2 (Information Security Roles and Responsibilities) and A.5.3 (Segregation of Duties).
B . Organizational structure controls relate to segregation of duties and job rotations, making them structural controls rather than
purely managerial,
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Answer: B,F,G

Explanation:

Leaving the cabinet unlocked while the technician is on a lunch break exposes the client's equipment and data to potential physical
security risks, such as theft, damage, or tampering. This is a violation of the ISO/IEC 27001:2022 requirements for physical entry
(control 7.2) and physical security monitoring (control 7.4), which aim to prevent unauthorized access to information processing



facilities and assets. Therefore, the appropriate actions for the auditor are:

Raise an opportunity for improvement (OFT) suggesting that the cabinet doors are locked whenever clients leave their suites, even if
they ntend to return within a short time. This would enhance the security of the client's equipment and data, and reduce the likelihood
of security incidents.

Review the CCTV records to ensure that only the client has accessed the cabinet since it was last confirmed as locked. This would
verify the ntegrity and availability of the client's equipment and data, and identify any possible unauthorized access or interference.
With the permission of the guide, speak to the customer to confirm that they are in the process of swapping out a drive. This would
validate the reason for leaving the cabinet unlocked, and assess the impact and risk of the activity on the client's information security.
Reference:

ISO/IEC 270012022, clause 7.2, Physical entry

ISO/IEC 2700122022, clause 7.4, Physical security monitoring

PECB Candidate Handbook ISO 27001 Lead Auditor, page 19, Audit Process

PECB Candidate Handbook ISO 27001 Lead Auditor, page 21, Audit Findings
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Answer: B,F

Explanation:

ISO/IEC 27001 focuses on the core principles of the CIA triad:

* Confidentiality: Ensuring nformation is accessible only to authorized individuals.

* Integrity: Maintaining the accuracy and completeness of mformation, protecting it from unauthorized modification.

* Availability: Information should be accessible to authorized users when needed (this is also important, but not one of the choices in
this specific question).

Reference:

* ISO/IEC 270012022, Section 4.2 (Understanding the needs and expectations of nterested parties): This section highlights the
importance of determining relevant interested parties and their requirements related to information security, which includes addressing
confidentiality, integrity, and availability.
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