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An enployee receives an email from their internet service provider asking for their bank account number and password.
‘Which cybersecurity threat is this?

e A. Distributed Denial of Service
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¢ B. Spamming
e C. Ransomware

e D. Phishing
EfE: D
R -

The difference between spam and phishing is that, while they both may be inbox-clogging nuisances, only one (phishing) is actively
aiming to steal login credentials and other sensitive data. Spam is a tactic for hawking goods and services by sending unsolicited
emails to bulk lists

H #103

Your team is publishing research results and needs to make large amounts of data available to other researchers within the
professional community and the public at minimum cost.

How should you host the data?

A. Host the data on-premises. and set up a Cloud Interconnect connection to allow access to the data.
B. Use a Cloud Storage bucket and set up a Cloud Interconnect connection to allow access to the data.
C. Use a Cloud Storage bucket and provide Signed URLs for the data files.

D. Use a Cloud Storage bucket and enable "Requester Pays.'

Ef#: D

A -

Enabling Requester Pays is usefil, for exanple, if you have a lot of data you want to make available to users, but you don't want to
be charged for their access to that data.

Reference link- https/cloud.google.convstorage/docs/requester-pays
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With respect to the Core Feature of Standby Instances of Cloud SQL which one of the options is correct.?

¢ A The standby instance is used in high availability to replace the primary instance when failover occurs.
The standby instance appears in the Google Cloud Console but does not get billed. When failover occurs, connections to the
primary instance need to be manually transferred to the standby instance.

¢ B. The standby instance is used in high availability to replace the primary instance when failover occurs.
The standby instance appears in the Google Cloud Console but does not get billed. When failover occurs, connections to the
primary instance are automatically transferred to the standby instance.

e (. The standby instance is used in high availability to replace the primary instance when failover occurs.
The standby instance doesn't appear in the Google Cloud Console. When failover occurs, connections to the primary instance
are automati-cally transferred to the standby instance.

e D. None of the Above.

EfE: C
i
Explanation

The standby instance is used in high availability to replace the primary instance when failover occurs. The standby instance doesn't
appear in the Google Cloud Console. When failover occurs, connections to the primary instance are automatically transferred to the
standby mstance.

Cloud SQL Key Terms:

Cloud SQL instance

A Cloud SQL instance corresponds to one virtual machine (VM). The VM includes the database instance and accompanying
software containers to keep the database instance up and running,

Database instance

A database instance is the set of software and files that operate the databases: MySQL, PostgreSQL or SQL Server.

High availability

Cloud SQL instances using high availability (HA) provide greater reliability than non-HA instances.

HA in Cloud SQL works by having two synchronized nstances: a primary instance and a standby instance.

Each instance has exactly one VM. Each instance is in a different zone in the same region.



Failover

A failover is when Cloud SQL switches serving from the original primary instance to the standby instance.

Autofailover is a mechanism that automatically triggers failover when a Cloud SQL instance didn't issue a heartbeat in the previous
mterval

Standby instances

The standby instance is used in high availability to replace the primary instance when failover occurs. The standby instance doesn't
appear in the Google Cloud Console. When failover occurs, connections to the primary instance are automatically transferred to the
standby instance.

Clone

When you clone a Cloud SQL instance, you create a new instance that is a copy of the source instance, but is completely
independent. After cloning is complete, changes to the source instance are not reflected in the clone, and changes in the clone are not
reflected in the source instance.

Replication

Replication is the ability to create copies of'a Cloud SQL instance or an on-premises database, and offload work to the copies. The
main reason for using replication is to scale the use of data in a database without degrading performance on the primary instance.
Read replica

The read replica is an exact copy of the primary instance. Data and other changes on the primary instance are updated in almost real
time on the read replica. Send your write transactions to the primary instance, and your read requests to the read replica. The read
replica processes queries, read requests, and analytics traffic, thus reducing the load on the primary instance.

Source server

Replication copies transactions from a primary instance to one or more read replicas. The primary instance is also called the source
server. The source server can be a Cloud SQL primary instance, or a server outside of Google Cloud, such as an on-premises
server or a server running in a different cloud. Ifthe source server is outside of Google Cloud, we call it Replication from an external
server.

Cloud SQL Auth proxy client

The Cloud SQL Auth proxy client is open source software maintained by Cloud SQL. It connects to a companion process, the
Cloud SQL Auth proxy server, running on your Cloud SQL instance. You run the Cloud SQL Auth proxy client on your own
servers. The Cloud SQL Auth proxy client can be used to establish a secure SSL/TLS connection to the database instance, and/or
to avoid having to open the firewall.

Authentication is done through Identity and Access Management (IAM).

R #105
An organization is concerned about their cloud costs. They want to be informed when their spending exceeds a specific threshold,

rather than waiting to see their bill at the end of the month. What should the organization do?

e A. Use historical cost data to predict future overspend.
¢ B. Pause virtual machines during non-business hours.

e C. Adjust project resource quota policies.

e D. Configure a budget threshold rule and alert.

IEfE: D

AR

The correct answer is A. Configure a budget threshold rule and alert. Here's why:

Context of the Questio n : The organization wants to be informed when their cloud spending exceeds a specific threshold to manage
costs proactively rather than finding out at the end of the month.

Google Cloud Product Relevance:

Google Cloud offers a budget and alerting feature in the Cloud Billing platform. Organizations can set up a budget for their cloud
expenditures and create threshold alerts that notify them when spending reaches a specified percentage of the budget (e.g., 50%,
90%, or 100%).

This feature helps organizations monitor their cloud costs in real-time and take action to prevent overspending, ensuring better
financial management and cost optimization.

Why Not Other Options:

B . Pause virtual machines during non-business hours: This action could save costs but does not provide an alert mechanism based
on budget thresholds.

C . Adjust project resource quota policies: Adjusting resource quotas can limit resource use but does not provide cost monitoring or
alerting capabilities.

D . Use historical cost data to predict future overspend: While historical data can help with budgeting and forecasting, it does not
provide real-time alerts for current spending.

Google Cloud Digital Leader Reference:



Refer to Google Cloud's Budget and alerts documentation for more details on configuring budget alerts.

HH #106
An organization wants to search hundreds of scanned documents for key information like dates, names, and other specific words.
Why should the organization use application programming interfaces (APIs)?

A. To transform the documents into unstructured data.

B. To replace the scanned documents with an online survey

C. To ingest data in real time and encrypt unmatched words

D. To create digital versions of the documents and locate key information

EfE: A
BN -

The text from the PDF/scanned documents/images gets converted into JSON (unstructured file) which will be further used for
search.
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