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Topic Details

¢ Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.

Topic 1

¢ Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the

Topic 2
ope SD-WAN infrastructure.

¢ SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,

Topic 3 .. . . - s .
P routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.
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NEW QUESTION # 40
Refer to the exhibit.
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An administrator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to configure the source and
destination part of the rule looks as shown in the exhibit. The GUI page shows no option to configure an application as the

destination of the SD-WAN rule Why?

A. Youmust enable the feature on the CLL

B. You nwst enable the feature first using the GUI menu System > Feature Visibility.

C. FortiGate allows the configuration of applications as the destination of SD-WAN rules only on the CLI.
D. You cannot use applications as the destination when FortiGate is used for a DIA setup.

Answer: B

NEW QUESTION # 41
Refer to the exhibit. You configure SD-WAN on a standalone FortiGate device. You want to create an SD-WAN rule that steers
Facebook and Linkedin traffic through the less costly internet link. The FortiGate GUI page appears as shown in the exhibit.
‘What should you do to set Facebook and LinkedIn as destinations?

Settings  Info

Name Social_app

status ECAGHEN © Disabled

Source

; x
Address  EBLAN-net

F::RTINET

User group
Destination

Address +

Internet sefvice +

Outgoing Interfaces

Interface selection strategy (@ Manual

Manually assign outgoing members.

e A Install a license to allow applications as destinations of SD-WAN rules.
¢ B. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.



¢ C. Enable the applications as destinations of the SD-WAN rule feature visibility.
o D. In the Internet service field, select Facebook and LinkedIn.

Answer: D

Explanation:

In an SD-WAN rule, you can steer application traffic by using Internet Service Database (ISDB) entries. Facebook and LinkedIn
are predefined ISDB objects in FortiGate, so the correct way is to select them in the Internet service field under Destination. This
ensures that all traffic to these applications is matched and routed through the chosen (less costly) link.

NEW QUESTION # 42
Refer to the exhibits.



SD-WAN service details —

traanchl fgt # diagncse sys sdwan serviced

Service(l): Address Mode (IPV4) flaga=0x4200 use-shoertcut-sla use-shorteout
Tie break: cf
Shortcut priority: 2
Gen(2), I0S(0x0/0x0), Protoceol(0): src(1->65535):dst(1->655835), Mode (manual)
Membezs(2):
1: Seq_nu=(l portl underlay), alive, selected
2: Seq _num(2 portl underlayl, alive, selected
Application Control(3): Microsofz,Portal (41469,0) Salesforce(16920,0) Collaborazion(d,28)
Src address(l):
10.0.1.0-10.0.1.258

Service (2): Address Mode (IFV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(2), TCS(0x0/0x0), Protocol(0): #zc(1->65535) :dst(1->65535), Mode(manual)
Mexbezs(l):
1: Seq_num(2 portl underlay), alive, selected
Appiication Control(d): Facebook(15832,0) linkedin(l16331,0) Game(0,8)
Szc address(l):

10.0.1.0-10.0.1.245%

branchl_fgt # diagnose sys sdwan internet-service-app-ctrl-list
List App Ctxl Database Entry(IPvd) in Kernel:

Max App Crtrl Size=32768 Num App Ctrl Eacry=é

Microsolf.Portal (41469 2B): IP=184.27.181.201 € 443
MSH.Game (16135 8): IP=13.107.246.36 € 443

Selesforce (16920 2%): IP=23.205.255.92 € 443
GoToMeeting (16354 28): IP=23.205.106.86 € 443
GoToMeeting (16354 20): IP=23,212.349.144 6 492
Facebook (15832 23): IP=31.13.80.36 6 442

branchl_fgt & get router info routing-table sll

n FortiAnalyzer
Application Security Event List SD WAN Rule Name Destination Intertace S
RGoloMeeting A port2 APP Count o
$ColoMeécting  am 2 Critical-DIA porti Leved satiis
§GoloMenting  am 2 Critical-DIA port1 - General
GGCoToMeeting e 2 Critical-DIA port1 1y 0000000083
Session I 769
$GoloMeeting e 2 Critical- DIA portl Yran Display =
$ColoMeeting  wr 2 Critical-DIA porti Virtual Domain st
$GoloMecting  ww 2 port2 - Source
@$GoloMeeting  ww 2 port2 Comaley Reserved
Device ID FGYMO1TM22000077
Device Name tranch]_fgt
w 1001.101
Interface oY
Interface Role ndcheed
NAT @ 192209
NAT Port 51042
Port S1042
Source 10.01.101
UEBA Endpoiet 10 1025
UEBA User 1D 3
- Destnation
Commtry Unfted States
End User ID 3
Frdpoiet 10 101
Hont Mame WA GOACITE TN LOM
L W 21212248208
» Intevlscr port?

An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information
shown in the first exhibit. After generating GoToMeeting test traffic, the administrator examined the corresponding traffic log on
FortiAnalyzer, which is shown in the second exhibit.

The administrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.

‘Which two reasons explain why some log messages show that the traffic matched the implicit SD-WAN rule?

(Choose two.)

e A FortiGate could not refresh the routing information on the session after the application was detected.




¢ B. Full SSL inspection is not enabled on the matching firewall policy.
e C. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting
e D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: C,D

NEW QUESTION # 43
When you use the command diagnose sys session list, how do you identify the sessions that correspond to traffic steered according
to SD-WAN rules?

A. You identify sessions steered according to SD-WAN rules with the data sdwan_service id.
B. You identify sessions steered according to SD-WAN rules with the data vwl mbr_seq.

C. You identify sessions steered according to SD-WAN rules with the flag vwl.

D. You cannot identify SD-WAN sessions. You must use the sdwar. session filter.

Answer: A

NEW QUESTION # 44
Refer to the exhibits.



= Network Properties
Service

= |dentity
Device ID
Device Name

= Type
Sub Type
Type

= Alerts

Level

= General

Log Description
Log ID

Message
Sequence Number

Critical-DIA

FGVMO01TM22000077
branch1_fgt

sdwan
event

notice

SDWAN status

0113022923
Service prioritized by performance metric will be redirected in sequence order
21

Virtual Domain root
= Others

Date 2024-12-12

Date/Time 2024-12-12 09:09:30

Destination End User ID 3

Destination Endpoint ID 3

Device Time 2024-12-12 09:09:30

Device Time Zone -0800

Event Time 1734023370180275742

Event Type Service

Metric latency

Service ID 1

Time 09:09:30

UEBA Endpoint ID 3

S i ERTINET
SD-WAN member status

branchl_ fgt # diagnose sys sdwan member
Member (1) : transport-group:

gateway: 15%2.2.0.2, source

0, intérface: portl,
192.2,%9.1, priority: 1 1024, weight: 0

priority:

flags=0x0,

10 1024, weight: 0

e r mrroup: 0AAnterface: port2, flags=0x0,
ateway: 2 B3, Om, sourcerd%2.2.0.9,




SD-WAN rule configuration

config serwvice
edit 1

set name “Critical-DIA”
set mode priority
set src “LAN-net”
set internet-séxvice enable
set internet-—service-app-ctrl 41469 16920
set internet-service-app-ctrl-category 28
set health-check “Corp HC"
setpriority-members 1 2

The exhibits show an SD-WAN event log, the member status, and the SD-WAN rule configuration.
‘Which two conclusions can you draw from the information shown? (Choose two.)

A. Port2 has a lower latency than portl.

B. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.

C. The admmistrator configured the service ID 1 with the highest priority member for port2.
D. FortiGate updated the outgoing interface list on the rule so it prefers port2.

Answer: A,D

Explanation:

The SD-WAN rule (config service edit 1) is configured with set mode priority. This means the rule selects the best interface based
on a defined performance metric, as opposed to a simple static priority or SLA. The event log (image 41cfb5.png) shows Metric
latency and Message Service prioritized by performance metric will be redirected in sequence order. This indicates that the rule is
using latency to determine the preferred member.

Given that the log message is about a change, and the most logical reason for a change in a priority mode is that a different member
is now the best performer, it implies that the latency on port2 has become lower than that on portl.

The log message Service prioritized by performance metric will be redirected in sequence order confirms that FortiGate is changing
the member being used for this service. Because the mode is priority, FortiGate dynamically selects the member that currently meets
the best performance criteria, which in this case is latency. The log implies a new member has been selected as the most optimal, and
with the default configuration, the members are sorted based on their performance, so the outgoing interface list is effectively updated
to prefer the new best-performing member (port2).

NEW QUESTION # 45

The FCSS - SD-WAN 7.4 Architect (FCSS_SDW_AR-7.4) certification examination is an essential component of professional
development, and passing this Fortinet FCSS SDW_AR-7.4 test can increase career options and a rise in salary. Nonetheless,
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