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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) 258 CCSK A B RE (Q134-Q139):

R #134
Which type of Al workload typically requires large data sets and substantial computing resources?

e A Inference

e B. Training

e C. Data Preparation
e D. Evaluation

IEf#: B
e

Among Al workloads, Trainingrequires themost computational power and data resources.
Why Al Training is Computationally Intensive?
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Large datasets:

Al models (e.g., deep leamning, neural networks)require millions or billions of labeled data points.

Training involvesprocessing massive amounts of structured/unstructured data.

High computational power:

Training deep learning modelsinvolves runningmultiple passes (epochs) over data, adjusting weights, and optimizing parameters.
Requiresspecialized hardwarelikeGPUs (Graphics Processing Units), TPUs (Tensor Processing Units), andHPC (High-Performance
Computing).

Long training times:

Al model training can takedays, weeks, or even monthsdepending on complexity.

Cloud platforms offerdistributed computing (multi-GPU training, parallel processing, auto-scaling).

Cloud Al Training Benefits:

Cloud providers (AWS, Azure, GCP) offer ML training serviceswithon-demand scalable compute instances.
Supportsframeworks like TensorFlow, PyTorch, and Scikit-learn.

This aligns with:

CCSK V5 - Security Guidance v4.0, Domain 14 (Related Technologies - Al and ML Security) Cloud Al Security Risks and Al
Data Governance (CCM - Al Security Controls)

HM #135
Which of the following is not one of the categories of risks as defined i, ENISA (European Network and Information Security
Agency) document on Security risk and recommendation?

e A Legal Risk

¢ B. Policy and organisational risk
e C. Technical Risk

¢ D. Environmental Risk

Ef: D

BRI :
Environmental Risk are not defined as a category in the ENISA document however. all the other three are defined as categories.

M #136
Which of the following is one of the five essential characteristics of cloud computing as defined by NIST?

A. Hybrid clouds

B. Measured service

C. Multi-tenancy

D. Nation-state boundaries
E. Unlimited bandwidth

IEf#: B

R #137
In a cloud environment, what does the Shared Security Responsibility Model primarily aim to define?

A. The relationships between IaaS, PaaS, and SaaS providers

B. The division of security responsibilities between cloud providers and customers
C. The compliance with geographical data residency and sovereignty

D. The guidance for the cloud compliance framework

IEfE: B
R B«

The Shared Security Responsibility Model clarifies which security responsibilities are managed by the CSP and which by the CSC,
based on the service model. Reference: [CCSK Study Guide, Domain 1 - Cloud Security Models][source 16].



HA #138
‘Which of'the following is a primary purpose of establishing cloud risk registries?

A. To monitor real-lime cloud performance

B. To manage and update cloud account credentials

C. Identify and manage risks associated with cloud services
D. In order to establish cloud service level agreements

Ef#: C

TR

A cloud risk registry is primarily used to identify and manage risks associated with cloud services. It serves as a tool for
documenting, tracking, and assessing potential risks to the organization that arise from using cloud services. This includes risks
related to security, compliance, availability, and performance. The risk registry helps organizations prioritize and mitigate these risks
effectively to ensure the security and resilience of their cloud infrastructure.

Establishing SLAs is related to cloud contract management but not the primary purpose of a risk registry.

Monttoring real-time cloud performance is a performance monitoring task, not the focus of a risk registry.

Managing cloud account credentials is an aspect of identity and access management, not related to risk registries.

B #139
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