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LLEL

¢ Platform Solutions, Services, and Tools: This section measures the expertise of security engneers and

platform administrators in Palo Alto Networks NGFW and Prisma SASE products. It involves creating
security and NAT policies, configuring Cloud-Delivered Security Services (CDSS) such as security
profiles, User-ID and App-ID, decryption, and monitoring. It also covers the application of CDSS for IoT
security, Enterprise Data Loss Prevention, SaaS Security, SD-WAN, GlobalProtect, Advanced WildFire,
Threat Prevention, URL Filtering, and DNS security. Furthermore, it includes aligning AIOps with best
practices through administration, dashboards, and Best Practice Assessments.

FRE2

Network Security Fundamentals: This section of the exam measures skills of network security engineers
and covers key concepts such as application layer inspection for Strata and SASE products, differentiating
between slow and fast path packet inspection, and the use of decryption methods including SSL. Forward
Proxy, SSL Inbound Inspection, SSH Proxy, and scenarios where no decryption is applied. It also
includes applying network hardening techniques like Content-I1D, Zero Trust principles, User-1D (including
Cloud Identity Engine), Device-ID, and network zoning to enhance security on Strata and SASE
platforns.

FE3

Connectivity and Security: This part measures the skills of network engineers and security analysts in
maintaining and configuring network security across on-premises, cloud, and hybrid environments. It
covers network segmentation, security and network policies, monitoring, logging, and certificate
management. It also includes maintaining connectivity and security for remote users through remote access
solutions, network segmentation, security policy tuning, monitoring, logging, and certificate usage to ensure
secure and reliable remote connections.
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¢ NGFW and SASE Solution Functionality: This part assesses the knowledge of firewall administrators and
network architects on the functions of various Palo Alto Networks firewalls including Cloud NGFWs, PA-
Series, CN-Series, and VM-Series. It covers perimeter and core security, zone security and segmentation,
high availability, security and NAT policy implementation, as well as monitoring and logging. Additionally, it
FE 4 includes the finctionality of Prisma SD-WAN with WAN optimization, path and NAT policies, zone-
based firewall, and monitoring, plus Prisma Access features such as remote user and network
configuration, application access, policy enforcement, and logging. It also evaluates options for managing
Strata and SASE solutions through Panorama and Strata Cloud Manager.

¢ Infrastructure Management and CDSS: This section tests the abilities of security operations specialists and
mnfrastructure managers in maintaining and configuring Cloud-Delivered Security Services (CDSS) including
security policies, profiles, and updates. It includes managing IoT security with device IDs and monitoring,
TS as well as Enterprise Data Loss Prevention and SaaS Security focusing on data encryption, access control,
and logging, It also covers maintenance and configuration of Strata Cloud Manager and Panorama for
network security environments including supported products, device addition, reporting, and configuration
managenment.
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& #56
How do zones enhance security in a Palo Alto NGFW deployment?

A. By enforcing loggng for all interfaces

B. By limiting the need for SSL decryption

C. By segmenting traffic and enabling granular policy enforcement
D. By creating dynamic routing paths

ER: C

SRR

Zones in a Palo Alto NGFW are central to network segmentation, allowing administrators to define how traffic flows between
different parts of the network. Security policies are enforced based on the source and destination zones, enabling precise control and
reducing the attack surface by restricting unnecessary communication between network segments. This approach enhances security
by allowing granular policy enforcement tied to logical network segments rather than just interfaces or IP addresses, making it more
difficult for threats to move laterally within the environment.

PR #57
Which two features are available in Strata Cloud Manager (SCM)? (Choose two)

A. Centralized decryption key generation

B. GlobalProtect Portal Hosting

C. Real-time logging and visualization

D. AlOps-driven security best practice recommendations

ZX: CD
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i RE R «

Real-time logging and visualization: SCM provides centralized visibility with real-time insights into network activities, threats, user
behavior, and logs through interactive dashboards and reporting.

AlOps-driven security best practice recommendations: SCM leverages Al-powered analysis to provide best practice
recommendations, proactive threat detection, policy anomaly resolution, and operational health insights to improve security posture.

il /8 #58
What is a necessary step for creation of a custom Prisma Access report on Strata Cloud Manager (SCM)?

A. Configure a dashboard.
B. Open a support ticket.

C. Set up Cloud Identity Engine.
D. Generate a PDF summary report.

ER: A

i RE B -

To create custom Prisma Access reports withnSCM, you first configure adashboardthat aggregates the relevant logs and analytics.
This allows you to define the data points you want to include.

"Dashboards in SCM can be customized to include Prisma Access data sources, enabling you to create and generate reports that
meet specific business and security requirerents.” (Source: SCM Dashboards and Reporting) Once configured, you can export the
dashboard as acustom report.

"Use the dashboard's data visualization to create custom reports for Prisma Access, which can be exported as PDFs for
distribution." (Source: SCM Report Customization)

F 8 #59
Which action optimizes user experience across a segmented network architecture and implements the most effective method to
maintain secure connectivity between branch and campus locations?

A. Configure all branch and campus firewalls to use a single shared broadcast domain.

B. Implement SD-WAN to route all traffic based on network performance metrics and use zone protection profiles.
C. Establish site-to-site tunnels on each branch and campus firewall and have individual VLANS for each department.
D. Configure a single campus firewall to handle the routing of all branch traffic.

E%: B

fRRERR A

SD-WANSsolutionsoptimize application experienceand provide secure, dynamic connectivity across distributed locations by
leveraging real-time path metrics (latency, jitter, loss).

"By implementing SD-WAN, traffic is routed mtelligently based on real-time network performance metrics.

Zone protection profiles ensure security while maximizing application performance." (Source: SD-WAN Architecture) Key
advantage:

Secure connectivity and best user experience across campuses and branches.

& #60

Which zone is available for use in Prisma Access?

A. Interzone

B. Intrazone

C. Clientless VPN
D. DMZ

BE: A

fE R A«

In Prisma Access, the interzone security policy rule is available and plays a crucial role in controlling traffic between zones.

You can configure an interzone rule to control traffic that flows between different zones in Prisma Access, enabling granular security
policy enforcement.



This ensures comprehensive control of traffic crossing security boundaries in the cloud-delivered architecture.
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