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Cortex XSOAR: SOAR Engineer

What does “installed” status mean for content that & refated 8o anftem that is listed in the
harketplace?

a) Dne or more asseckated integrations are in active use.
b} One o mare assoclated content clements ane in attive use,
€l The content has been downloaded for use on Ehe local system,

ol The content is configured for use, bt might be enabled or disabled. cosrect answerc) The content has
b diwimilodsded for use on the local system.

What rwst you do to modify the code for an integration that you have downloaded from the
Marketplace?

a) ek to duplicate the inbegratian
b elick the exdit loon and enter the admin password
c} click 1o download the integration and give it a nitw name

dl click the wiew loon, click Save Yiersion, and give the code 3 new name comect angwera) click 1o
dupilicate the integration

What happens if you configure an integration with insccurate credentials and elick Done?
a) The instla! operational stabus is sef io "Disabled.”

bl A pepup dialeg prompas you Tor new eredentials.

c) A fallure message appears at the bottom of the farm,

d] The system creabes a new instance of the integration, carrect answerd| The system creabes a new
Instare of the integraticn,

What happens if you click Disable for an integration?
a) The integration code i remaved fram the syitem.
L} Thee Marketplace no longer feports relied content dependencies

c} The instance of the integration and your eon iguratian infermation are retained.
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Palo Alto Networks XSOAR-Engineer Exam Syllabus Topics:

Section ’ Weight ’ Objectives
- System setup and administration
1. Engine deployment planning
2. System maintenance and troubleshooting
Planning, Installation, and Maintenance 14% 3. Integration instance configuration and troubleshooting

4. Authentication and authorization configuration
5. Marketplace pack installation and updates
6. Dev/prod environment management



https://drive.google.com/open?id=1eBC3ELBgBr_7RlFjvYujyE3KnKMJ__lx
https://www.goshiken.com/Palo-Alto-Networks/XSOAR-Engineer-mondaishu.html

- Threat intel and indicator management

1. External threat intel sharing

2. Indicator exclusions management

3. Indicator creation and configuration

4. Indicator relationships

5. Threat ntelligence features

6. Indicator enrichment and reliability scoring

Threat Intelligence Management 18%

- Automation and workflow design

1. Task types and flow control

2. Filters and transformers

3. Job creation and management

4. Built-ins, commands, and scripts

5. Playbook tasks (input/output/results)

6. Playbook debugger usage

7. Automation script development (Python/JavaScript)
8. Context data manipulation

9. Sub-playbooks (inputs/outputs/looping)

Playbook Development 30%

- Incident and indicator lifecycle design

1. Playbooks, SLAs, and incident types

2. Preprocessing and postprocessing fmctions
3. Fields and layouts configuration

4. List configuration and management

5. Classifiers and mappers

6. Incident creation methods

Use Case Planning and Development 22%

- Operational incident handling

¢ 1. Incident states and actions
Incident Interactions and Reporting 16% e 2. War Room operations

e 3. Incident relationships

e 4. Dashboards and reporting
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Palo Alto Networks XSOAR Engineer 58 € XSOAR-Engineer & B ¥ &8
(Q54-Q59):

H #54
Which two actions will group similar incidents that share a common root cause or represent different aspects of a larger problem?
(Choose two.).

A. Relate Incidents.

B. Add Child Incidents.
C. Merge Incidents.

D. Join Incidents.
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The XSOAR Incident Relationships model provides multiple ways to connect related incidents for correlation and hierarchical
investigation. The Admin Guide details howRelate Incidentscreates a logical link between two or more incidents, identifying them as
connected without altering their internal data. This is commonly used when incidents share a common threat, indicator, or root cause.
Join Incidentsallows analysts to group multiple incidents under a single parent investigation while keeping them technically separate.
Joined incidents appear together in correlation views and analytics dashboards, enabling SOC tears to assess broader attack
patterns. Jomning does not merge content or overwrite fields; it simply binds multiple incidents under a shared investigative umbrella.
"Add Child Incidents" (option B) is used for parent-child hierarchical workflows, not grouping related violations. "Merge Incidents"
(option D) consolidates muiltiple incidents into one and deletes the originals, which is not the intended function for grouping related
but distinct events.

HM #55

An engineer notices that playbooks only start once the user clicks the 'investigate' button and he/she would like the playbook to start
automatically.

How can this be implemented?

A. Add the !startinvestigation automation to the beginning of the playbook
B. Select 'Run playbook automatically' from the integration settings

C. Select 'Run playbook automatically' from the incident type settings

D. Add the playbook to the integration's settings

H
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B #56
‘Which command adds or updates a description to an incident that can be used within widgets?
Which command adds or updates a description to an incident that can be used within widgets?.

A. IsetIncident description="This is an updated description.".

B. !setIncident description=This is an updated description.

C. !Set key-"description" value-This is an updated description.

D. !Set key="description" value="This is an updated description.".

EfE: A

fiR .-

The !setIncident command is the documented method for updating incident fields programmatically in Cortex XSOAR. The Admin
Guide states that the syntax requires proper quoting for parameters, especially when assigning descriptive text that may include
spaces. The correct syntax is:

IsetIncident description="some text"

This updates the built-in description field at the incident level and allows widgets, dashboards, and reports to use the updated
description because XSOAR widgets can read incident fields directly. OptionAuses correct syntax with quotes included.
Option B incorrectly uses !Set, which modifiescontext keys, not incident fields. Option C is invalid due to incorrect parameter
formatting (hyphens instead of equals signs). Option D omits quotation marks, causing parsing errors in cases where the value
includes spaces, verbs, or punctuation.

Thus, the only correct and fully documented method to update an incident's description so that it is available to widgets isA:

n-n

IsetIncident description="...

B #57
In Cortex XSOAR multi tenant setup, when content from a development server is pushed to the remote repository, where in the
production server can the updates be found?

A. Main Account
B. Tenants

C. Marketplace
D. Agent tools



IEf#: B

R -
Reference: https://docs-cortex.paloaltonetworks.com/t/Cortex- XSOAR/6.6/Cortex- XSOAR-Multi- Tenant- Guide/Configure-a-
Remote-Repository-on-the-Main- Account

HM #58
Based on the image below, which key from the context points to the string GOGL?.

Palo Alto XSOAR incident context de\tﬁo
m pa\‘oaﬂrwof‘“s:"
v "Whois":
& IIIPII:
v [O]

dSI\A

wcountry_code":

v "network":

"name": 'GOGL'

A. Whois.IP.entities.

B. Whois.IP.[0].network.name.
C. Whois.IP.asn_registry.entities.
D. Whois.IP.network.name.
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