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B #95
Which emerging standards are relevant to evidence collection and provenance in DevSecOps?

(Choose two)

e A COBITS

e B.ISO 27001

e C.SOC2 Typell

e D. NIST Cybersecurity Framework

EME: B. C

H #96
How do incident management tools enhance DevSecOps practices?
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A. By delaying incident response to align with scheduled audits

B. By facilitating rapid detection, response, and recovery from operational issues
C. By allowing incidents to escalate before resolution

D. By reducing the need for monitoring and logging tools

IEf#: B

B #97
The continuous compliance DevSecOps pipeline collects information on all checks and scans and stores the output in the

A. Pipeline Log

B. Evidence Locker

C. Tekton Definitions
D. Source Repositories

IEf#: B

HM #98
In the context of DevSecOps, which of the following best describes the role of a Vulnerability Advisor during the testing phase?

A. Tt provides insights into potential security weaknesses.
B. It handles customer service inquiries.

C. It facilitates team meetings.

D. It conducts market research.

Ef: A

B #99
Your company has been experiencing delays in product release due to manual security checks at the end of the development
process. How can DevSecOps help improve this situation?

A. Assigning security testing to a separate team outside of development
B. Automating security testing and integrating it into the development cycle
C. Delaying all security checks to post-production

D. Removing security checks from the CI/CD pipeline

EfE: B
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