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B #141
As part of an e-discovery process, an employee needs to identify all documents that contain a specific phrase.

Which type of discovery method should the enployee use to identify these documents?

e A. Content-based

e B. Label-based

e C. Location-based
e D. Metadata-based

EfE: A

fEEHL -

Content-based discoverymvolves searching within the actual text or binary content of documents to find matches for keywords,
phrases, or patterns. In e-discovery, when the requirement is to locate documents containing a specific phrase, searching based on
content is the most direct and reliable method.

Other approaches, such as metadata-based discovery, only examine properties like creation date or author, which do not reveal the
presence of specific text. Label-based discovery relies on pre-applied classification labels, which may not always be accurate.
Location-based discovery limits searches to folders or storage locations but does not guarantee relevance.

Content-based discovery provides completeness in legal and regulatory mvestigations. It ensures that no relevant documents are
overlooked simply because of inconsistent labeling or metadata, thus supporting compliance and defensibility in court proceedings.

R #142
Which strategy provides the highest overall cost savings for an organization implementing a business continuity and disaster recovery

(BCDR) plan?

¢ A. Migrate local backups to tape.
¢ B. Move all services to the cloud.
e C. Implement cross-site replication.
e D. Deploy a hot cloud site.

EfE: B

R

Moving all services to the cloud provides the highest overall cost savings for organizations implementing BCDR. Managing Cloud
guidance explains that cloud-based services reduce capital expenditures, eliminate the need for secondary physical data centers, and
leverage on-demand scalability.

Cloud platforms offer built-in redundancy, geographic distribution, and autormated recovery capabilities that significantly lower the
cost of maintaining separate disaster recovery infrastructure. Pay-as-you-go pricing ensures organizations only pay for resources
when needed, firther reducing operational expenses.

Hot sites and cross-site replication incur ongoing costs, while tape backups offer lower cost but do not support rapid recovery.
Therefore, migrating services to the cloud delivers the most comprehensive cost savings.

HR #143
‘Which cloud storage design is based on a hierarchical system?

e A Fie
e B. Object
e C.Block
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e D. Database
IFf#E: A

R -

File storage is based on a hierarchical system Managing Cloud principles explain that file storage organizes data using directories
and subdirectories, forming a tree- like structure familiar to traditional file systers.

This hierarchy allows users and applications to navigate folders and files using paths. File storage is commonly used for shared file
systems, home directories, and content repositories that require structured organization.

Block storage organizes data into fixed-size blocks without hierarchy, object storage uses flat addressing with metadata, and
databases use structured tables. Therefore, file storage is the correct answer.

H #144
Which strategy will reduce the impact of risk in the business continuity and disaster recovery planning process?

e A. Insurance
e B. Acceptance
e C. Avoidance
¢ D. Mitigation

Ef#E: D

A -

Risk mitigation reduces the impact of risk within BCDR planning. Managing Cloud principles explain that mitigation nvolves
implementing controls and safeguards to lessen the likelihood or severity of adverse events.

Exanmples include redundancy, backups, failover mechanisms, and monitoring. These measures do not eliminate risk but significantly
reduce operational disruption and data loss when incidents occur.

Insurance transfers financial risk, avoidance eliminates activities, and acceptance acknowledges risk without action. Therefore,
mitigation is the correct strategy for reducing impact.

HR #145
Which phase in secure application design and development includes threat modeling?

A. Design
B. Training
C. Develop
D. Define

EE: A

L2

Threat modeling is performed during the Design phase of secure application development. Managing Cloud guidance explains that
threat modeling evaluates application architecture, data flows, trust boundaries, and attack surfaces before development begins.
By identifying threats early, security controls can be built directly into the application design rather than added later. This reduces
vulnerabilities and lowers remediation costs.

The define phase establishes requirements, traning builds skills, and development focuses on coding.

Therefore, the design phase is the correct answer.
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