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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q22-Q27):
NEW QUESTION # 22 
Google Cloud network services offer vast functionality and inter-connectivity between the cloud and on- premises networks.
Which three additional functions does FortiGate offer when deployed in Google Cloud to complement the native services offered by
Google Cloud? (Choose three.)

A. OSPF over IPSec
B. SSL VPN
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C. SSL inspection
D. Secure SD-WAN with application visibility
E. Web filtering

Answer: B,C,D

Explanation:
FortiGate provides SSL VPN capabilities for secure remote access.
It offers SSL inspection to decrypt and inspect encrypted traffic for threats.
FortiGate supports Secure SD-WAN with deep application visibility and control, enhancing network performance and security
beyond native Google Cloud services.

NEW QUESTION # 23 
Your organization has decided to deploy a Fortinet web application firewall (WAF) in Google Cloud.
Why would the organization choose FotiWeb Cloud over FortiWeb VM?

A. Because the organization requires a WAF with SSL offloading and load balancing
B. Because the organization requires a fully managed WAF solution
C. Because the organization requires advanced bot detection and mitigation
D. Because the organization requires a WAF with highly customizable WAF rules and settings

Answer: B

Explanation:
FortiWeb Cloud is a fully managed web application firewall service, ideal for organizations seeking a cloud- native, hands-off WAF
deployment without the need to manage virtual appliances.

NEW QUESTION # 24 
An organization is deploying an active-passive high availability (HA) cluster using passthrough load balancers in Google Cloud.
What is a critical factor for ensuring successful HA formation, failover, and traffic flow?

A. There can be more than two cluster members.
B. VDOM exceptions must be configured.
C. Unicast FortiGate Clustering Protocol (FGCP) must be used.
D. Incoming traffic must be source NATed to ensure traffic flow symmetry.

Answer: D

Explanation:
Source NAT ensures that traffic is symmetric by keeping the source IP consistent, which is critical for proper failover and session
synchronization in an active-passive HA cluster using passthrough load balancers.

NEW QUESTION # 25 
An organization decided to decommission a deployed FortiWeb instance on Google Cloud.
What is the most efficient way to delete the FortiWeb instance and all of its dependent resources?

A. Visit Google Cloud Marketplace and unsubscribe from FortiWeb pay-as-you-go.
B. Use Google Cloud Deployment Manager to delete the FortiWeb deployment.
C. Use Google Cloud Solutions to delete the FortiWeb deployment.
D. Delete the FortiWeb instance manually in the Compute Engine portal.

Answer: B

Explanation:
Google Cloud Deployment Manager manages the lifecycle of deployments and their dependent resources, enabling efficient and
clean deletion of FortiWeb instances and all associated resources in one operation.



NEW QUESTION # 26 
A cloud administrator is tasked with protecting web applications hosted in Google Cloud.
Which three cloud offerings can the administrator use to accomplish the task? (Choose three.)

A. Google Cloud IAM
B. Google Cloud Armor
C. FortiWeb Cloud
D. FortiWeb VM
E. Google Cloud Run

Answer: B,C,D

Explanation:
FortiWeb VM is a web application firewall (WAF) deployed on Google Cloud to protect web apps.
Google Cloud Armor provides DDoS and application-level protection.
FortiWeb Cloud offers cloud-native WAF services to protect applications hosted in Google Cloud.

NEW QUESTION # 27
......
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