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B #96

Create Object Store

Obiject Store Details

Object Store Name

AN

Ciustor

Please Select

A user is logged into Prism Central and has been tasked with creating a new object store.
What could be the cause no clusters are being listed?

A. Only the local Prism Element Admin can create object stores.
B. Access was granted to Prism Element less than 5 minutes ago.
C. Only the local Prism Central Admin can create object stores.
D. Prism Element was registered to Prism Central only 1 hour ago.

Ef#: B
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According to the Nutanix Unified Storage Administration (NUSA) course, specifically in the module

"Deploying and Configuring Nutanix Objects," theObject Store creationprocess within Prism Central depends on theregistration and
access synchronizationbetween Prism Central and Prism Element. The documentation explicitly states:

"When Prism Central is first connected to a Prism Element cluster, there may be a delay of up to 15 minutes for the access control
and cluster data to fully synchronize. During this time, certain cluster resources may not appear when attempting to create new object
stores." This statement confirns that if the access was granted to Prism Elementless than 5 minutes ago, the cluster will not yet be
visible in the "Cluster" drop-down list. This delay in synchronization is the reason for the empty cluster list in the interface.

* Option Ais incorrect because Prism Central administrators, not just local Prism Element admins, have the authority to create object
stores.

* Option Bis incorrect because the delay is not tied to the 1-hour registration time, but rather the few minutes required for initial
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synchronization.

* Option Cis incorrect because the Prism Element admin role is not a prerequisite for this task within Prism Central.
Reference:

Nutanix Unified Storage Administration (NUSA) course - Module: Deploying and Configuring Nutanix Objects - Section:
Synchronization and Cluster Visibility in Prism Central.

Nutanix Unified Storage (NCP-US) Study Guide - Topic: Object Store Creation Requirements and Synchronization Delays.
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Refer to the exhibit.

Target name:
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An admmistrator is trying to add a Nutanix Volume Group (VG) over iSCSI for storage to a Windows VM, but receives the error
as shown in the exhibit.
‘What is a likely reason for this error?

A. The Windows login authentication is incorrect.

B. There is already a VG connected on that client.
C. The Windows IP address is not in the whitelist.
D. The CHAP authentication configured is incorrect.

Ef#: D
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Comprehensive and Detailed Explanation from Nutanix Unified Storage (NCP-US) and the Nutanix Unified Storage Administration
(NUSA) course documents:

In the Nutanix environment, Volume Groups (VGs)are used to present block storage to guest operating systens via iSCSI targets.
These VGs are managed through Prism and can be configured with security features such asCHAP (Challenge-Handshake
Authentication Protocol)to ensure secure connections.

Here's the detailed breakdown:

* Authentication Failure Context:The error message shown in the exhibit-"Authentication Failure"

-occurs during the iSCSI target logon phase when the mitiator (in this case, the Windows VM) attempts to authenticate to the
Nutanix VG target. Nutanix Volume Groups can be configured to require CHAP authentication. Ifthe iISCSI initiator's CHAP
username and secret do not match the target's configuration, authentication will fail, and the target will reject the logn attenpt.

* Why CHAP is the likely cause:The exhibit clearly shows the authentication failure occurring at the Log On to Targetstep of the
iSCSI Initiator Properties. In the NCP-US and NUSA course materials, CHAP authentication is specifically covered as a method to



secure iSCSI sessions, and it is the most common cause for anauthentication errorat this stage:

"If CHAP authentication is enabled on the target, the initiator must provide the correct CHAP username and secret. Failure to do so
results in an authentication error during the login phase."

* Elimnating other options:

* Windows login authentication:This is not related to iSCSI target login. Windows login credentials are separate from iSCSI CHAP
authentication.

* TP address whitelisting;While Nutanix allows whitelisting of initiator IPs for security, a misconfigured whitelist would typically result
in aconnection refusalerror, not anauthentication failureerror.

* Already connected VG:Having a VG already connected would result in aresource in useor connection refusedmessage, not an
authentication failure.

* Additional Course Details:The NUSA course materials emphasize that CHAP can be configured for Nutanix Volume Groups
either at creation or by modifying the VG's settings. It's important to ensure that the Windows iSCSI initiator has matching CHAP
credentials configured under the Advancedbutton in the iISCSI Initiator Properties.

* Best Practice Reminder:When configuring Volume Groups, the recommended approach is to document the CHAP credentials and
validate them in the iSCSI initiator settings to prevent this type of error.

In conclusion, theauthentication failureseen in the exhibit is directly related toCHAP authentication misconfigurationon either the
Nutanix VG target or the Windows iSCSI initiator. Verifying and synchronizing the CHAP username and secret will resolve the
issue.
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After configuring Smart DR, an admmistrator observes that a policy in the Policies tab is not visible within Prism Central (PC).
What is the likely cause of this issue?

A. The mitial replication has not completed.

B. The administrator is logged into PC with a local account rather than an AD account.
C. The share permissions include more than one local user.

D. Port 7515 is not opened between the source and recovery networks.

iFf@E: D

fEEL:

Smart DR requires port 7515 (TCP) for commumication between source/target clusters and Prism Central. If blocked:

* Policies fail to synchronize with PC.

* Policies become "mvisible" in the UL

Other options are unrelated:

* A: Share permissions don't affect policy visibility.

* B: Initial replication progress appears in Ul even if incomplete.

* C: AD/local login affects permissions, not policy discovery.

Reference:Nutanix Smart DR Administration Guide:

"Ensure port 7515 is open between Prism Central, source cluster, and target cluster. Blocking this port prevents policy metadata
from appearing in PC."(Chapter: "Troubleshooting Smart DR") Nutanix Unified Storage (NCP-US) Study Material:
"Connectivity issues on port 7515 are the primary cause of missing Smart DR policies in Prism Central." (Section: "Smart DR
Deployment Requirements'")

R #99
What is the default password expiry for the machine account used to integrate Nutanix Files with Active Directory?

A. 60 days
B. 30 days
C. 0 days

D. 90 days

IEf: C

R -

The default password expiry for the machine account used to integrate Nutanix Files with Active Directory is

0 days, meaning the password does not expire by default. When Nutanix Files is integrated with Active Directory (AD) for
authentication and authorization, a machine account is created in AD to facilitate communication between the Nutanix Files file server
and the AD domain. This machine account is used for tasks such as SMB share authentication and permission management.



According to theNutanix Unified Storage Admnistration (NUSA)course, 'The machine account created for Nutanix Files integration
with Active Directory has a default password expiry of 0 days, meaning the password does not expire unless explicitly configured in
the AD policy." This ensures that the integration remains stable without requiring frequent password updates, which could disrupt file
share access.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide confirms that "Nutanix Files machine accounts are
configured with a non-expiring password (0 days) by default to maintain continuous AD integration." However, administrators can
override this by applying a custom AD group policy to enforce password expiry, but this is not the default behavior.

The other options (30 days, 60 days, 90 days) do not reflect the default setting for Nutanix Files machine accounts, as the system s
designed to avoid automatic password expiry to ensure uninterrupted operation.

References:

Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Active Directory integration and machine
account configuration." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 2: Configure and Utilize
Nutanix Unified Storage, Subtopic: "Nutanix Files AD integration and machine account settings." Nutanix Documentation
(https//www.nutanix.com), Nutanix Files Administration Guide: "Configuring Active Directory for Nutanix Files."
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Question:

The administrator creates an S3 bucket as the backup target. While creating the Nutanix Objects endpoint to the newly created S3
bucket, the following error is observed:

"Method Not Allowed: An object from the object-lock enabled bucket can not be modified or deleted unless the retention period is
elapsed." What is the most likely cause?

e A. Write Once Ready Many (WORM) is enabled on the S3 bucket.

¢ B. Object-Level permissions are incorrect for GET, HEAD, and PUT bucket-level permissions.
e C. The API key is not configured correctly.

¢ D. The S3 bucket name is incorrect.

Ef: A

R

The error message explicitly references anobject-lock enabled bucketand restrictions onmodifying/deleting objects. This points
directly to theWORM (Write Once Read Many)feature being enabled on the S3 bucket.

WORM (Object Lock):

* Object Lock (also called WORM)prevents objects from being deleted or modifiedfor a retention period set by the bucket's
policy.

* The error states:

"An object from the object-lock enabled bucket can not be modified or deleted unless the retention period is elapsed.”

* This directly matches the behavior of an S3 bucket withWORM retention.

The other options:

* A. Bucket name incorrect: Would result in a "NoSuchBucket" or "Not Found" error, not "Method Not Allowed."

* C. Object-Level permissions: Insufficient permissions would cause "Access Denied" or "Forbidden," not WORM-specific errors.
* D. API key misconfiguration: Would typically produce authentication errors ("SignatureDoesNotMatch," etc.), not a WORM
policy restriction.

The NUSA course discusses WORM behavior:

"If WORM is enabled on a bucket, objects cannot be deleted or modified until the retention period expires.

Attempting to do so will generate 'Method Not Allowed' errors."

Thus, the error here is directly caused byWORM retention(Object Lock) being active on the S3 bucket.
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