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I RE #120
What impact does network segmentation have on preventing the delivery of malicious payloads?
Response:

A. Tt eliminates the risk of payload delivery entirely.

B. It restricts movement within the network, limiting the spread of delivered payloads.
C. It requires attackers to physically access the network.

D. It increases bandwidth for legitimate network traffic.
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R #121
What are essential components of a Kerberos-based authentication system in Active Directory?
Response:

A. Access Control List (ACL)

B. Ticket Granting Ticket (TGT)

C. Security Account Manager (SAM)
D. Key Distribution Center (KDC)

EX: BD

i RE #122
Which of the following should be a focus area when reviewing the effectiveness of controls after adversary emulation?
Response:

A. Public relations impact

B. Number of emulations that can be performed in a day

C. Tine it takes to detect and respond to the emulation activities
D. Cost analysis of the tools used

ZR: C

R RE #123
Which tool is commonly used during the reconnaissance phase to scan for open ports and services on a network?
Response:

A. Wireshark
B. Nessus
C. Nmap
D. Burp Suite

ER: C

PR #124
Which of'the following can prevent lateral movement using stolen credentials in an enterprise network?
Response:

e A. Antivirus software

e B. Mult-factor authentication (MFA)
e C. Firewalls

¢ D. Intrusion detection systems

Z%: B
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