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R #122
Which phase of the hacking cycle nvolves gathering detailed information about target systems and services?

e A. Enumeration

¢ B. Covering Tracks
e C. Reconnaissance

e D. Maintaining Access

IEf#E: A

B #123
Which of the following statements about SQL injection attacks is true?

A. They are only successful on outdated database systemns.

B. They can reveal sensitive data from the database.

C. They require the attacker to have direct access to the database server.
D. They can only be executed via GET requests.
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IEf#: B

HH #124
‘Which countermeasure can mitigate the risk of a rogue access point?

A. Tmplementing WPS

B. Disabling DHCP on the router

C. Using VPNSs over wireless networks

D. Conducting regular wireless network audits

R
®

: D

HM #125
Which phase of penetration testing involves gathering information about the target?

A. Reconnaissance
B. Exploitation

C. Reporting

D. Post-exploitation

Ef: A

M #126
What is the primary goal of social engineering attacks?

A. To crack passwords using brute force techniques

B. To manipulate individuals into divulging confidential information
C. To physically damage the system infrastructure

D. To exploit vulnerabilities in network protocols

IEf#: B

B #127
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