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HM #127

A company has applications that run on Amazon EC2 instances in a VPC One of the applications needs to call the Amazon S3 API
to store and read objects. According to the company's security regulations, no traffic from the applications is allowed to travel
across the internet. Which solution will meet these requirements?

e A Create an S3 bucket in a private subnet.

¢ B. Configure a NAT gateway in the same subnet as the EC2 instances
e C. Configure an S3 gateway endpoint.

e D. Create an S3 bucket in the same AWS Region as the EC2 instances.

Ef#: C

A -

VPC Endpoint for S3: A gateway endpoint for Amazon S3 enables you to privately connect your VPC to S3 without requiring an
internet gateway, NAT device, VPN connection, or AWS Direct Connect connection.

Configuration Steps:

In the VPC console, navigate to "Endpoints” and create a new endpoint.

Select the service name for S3 (com.amazonaws.region.s3).

Choose the VPC and the subnets where your EC2 instances are running,

Update the route tables for the selected subnets to include a route pointing to the endpoint.

Security Compliance: By configuring an S3 gateway endpoint, all traffic between the VPC and S3 stays within the AWS network,
complying with the company's security regulations to avoid internet traversal

R #128

A company has applications that run in an organization in AWS Organizations. The company outsources operational support of the
applications. The company needs to provide access for the external support engineers without compromising security. The external
support engineers need access to the AWS Management Console. The external support engineers also need operating system
access to the company's fleet of Amazon EC2 instances that run Amazon Linux in private subnets. Which solution will meet these
requirements MOST securely?

¢ A Create a bastion host in a public subnet. Set up the bastion host security group to allow access from only the external
engineers' IP address ranges Ensure that all instances have a security group that allows SSH access from the bastion host.
Prowvide each external support engineer an SSH key pair to log in to the application instances. Provide local account IAM
user credentials to the engineers for console access.

e B. Confirm that all instances have a security group that allows SSH access only from the external support engineers source IP
address ranges. Provide local IAM user credentials in each AWS account to the external support engineers for console
access. Provide each external support engineer an SSH key pair to log in to the application instances.

e C. Confirmthat AWS Systems Manager Agent {SSM Agent) is installed on all instances. Assign an instance profile with the
necessary policy to connect to Systems Manager. Use Systems Manager Session Manager to provide local I[AM user
credentials in each AWS account to the external support engineers for console access.

e D. Confirmthat AWS Systems Manager Agent (SSM Agent) is installed on all instances. Assign an instance profile with the
necessary policy to connect to Systems Manager. Use AWS TAM IdentityCenter to provide the external support engineers
console access. Use Systerms Manager Session Manager to assign the required permissions.

IEf#: D

A -
This solution provides the most secure access for external support engineers with the least exposure to potential security risks.


https://www.jptestking.com/SAA-C03-exam.html

AWS Systerns Manager (SSM) and Session Manager: Systens Manager Session Manager allows secure and auditable access to
EC2 nstances without the need to open inbound SSH ports or manage SSH keys. This reduces the attack surface significantly. The
SSM Agent must be installed and configured on all instances, and the instances must have an instance profile with the necessary
TAM permissions to connect to Systers Manager.

IAM Identity Center: IAM Identity Center provides centralized management of access to the AWS Management Console for
external support engineers. By using IAM Identity Center, youcan control console access securely and ensure that external engineers
have the appropriate permissions based on their roles.

Why Not Other Options?

Option B (Local IAM user credentials): This approach is less secure because it involves managing local IAM user credentials and
does not leverage the centralized management and security benefits of [AM Identity Center.

Option C (Security group with SSH access): Allowing SSH access opens up the infrastructure to potential security risks, even when
restricted by IP addresses. It also requires managing SSH keys, which can be cumbersome and less secure.

Option D (Bastion host): While a bastion host can secure SSH access, 1t still requires managing SSH keys and opening ports. This
approach is less secure and more operationally intensive compared to using Session Manager.

HM #129

A company is hosting a web application from an Amazon S3 bucket. The application uses Amazon Cognito as an identity provider
lo authenticate users and return a JSON Web Token (JWT) that provides access to protected resources that am restored in another
S3 bucket.

Upon deployment of the application, users report errors and are unable to access the protected content. A solutions architect must
resolve this issue by providing proper permissions so that users can access the protected content.

‘Which solution meets these requirements?

¢ A. Update the S3 ACL to allow the application to access the protected content

¢ B. Update the Amazon Cognito pool to use custom attribute mappings within tie Identity pool and grant users the proper
permissions to access the protected content

¢ C. Redeploy the application to Amazon 33 to prevent eventually consistent reads m the S3 bucket from affecting the ability of
users to access the protected content.

¢ D. Update the Amazon Cognito identity pool to assume the proper IAM role for access to the protected consent.

Ef#: A

R #130

A company needs to run a critical data processing workload that uses a Python script every night. The workload takes 1 hour to
finish.

‘Which solution will meet these requirements MOST cost-effectively?

¢ A. Deploy an Amazon Elastic Container Service (Amazon ECS) cluster with the Amazon EC2 launch type. Schedule the job
to run once every night.

¢ B. Create an Amazon EC2 On-Demand Instance that runs Amazon Linux. Migrate the Python script to the instance. Use a
cron job to schedule the script. Create an AWS Lambda finction to start and stop the instance once every night.

e C. Create an AWS Lambda function that uses the existing Python code. Configure Amazon EventBridge to nvoke the
function once every night.

e D. Deploy an Amazon Elastic Container Service (Amazon ECS) cluster with the AWS Fargate launch type. Use the Fargate
Spot capacity provider. Schedule the job to run once every night.

IEfE: D

AR -

AWS Fargate with Spot capacity is the most cost-effective and serverless container option for short- duration jobs that are flexible
on start time. Since the job is not latency-critical and runs nightly, it is a good candidate for Fargate Spot, which can offer up to 70%
cost savings over On-Demand pricing,

The job runs for 1 hour, which exceeds the AWS Lambda maximum execution time (15 minutes). Therefore, Lambda is not suitable.
EC2-based solutions involve higher operational overhead and cost, making Fargate Spot the best low-cost, low-maintenance
solution.

HR #131



A company's web application is running on Amazon EC2 instances behind an Application Load Balancer. The company recently
changed its policy, which now requires the application to be accessed from one specific country only.
‘Which configuration will meet this requirement?

A. Configure AWS WAF on the Application Load Balancer ina VPC.

B. Configure the security group on the Application Load Balancer.

C. Configure the security group for the EC2 instances.

D. Configure the network ACL for the subnet that contains the EC2 instances.

EfE: A
fEE N -

Explanation
https:/aws.amazon.convabout-aws/whats-new/2017/10/aws-waf-now-supports-geographic-match/
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