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Branchl # show system sdwan
config system sdwan
set status enable
set load-balance-mode source-dest-ip-based
config zone
edit "internet"

next

edit "overlay"

nexc

aend
config members

adit 1

set interface "wanl”
set zone "internet"

next

edit 2
set interface "wanZ"

set zone "internet”

next

edit 3
set interface "vpnl-net"
==t zone "overlay"

next

edit 4
set interface "vpnZ-mpls"”
set zone "overlay”

nexc

end
config service

end
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Fortinet NSE 8 - Recertification Exam Sample Questions (Q167-Q172):

NEW QUESTION # 167

The FortiGate is an [Psec VPN hub. A VPN spoke protecting subnet 192.168.222.0/24 has successfully brought up a tunnel with
the FortiGate.

This remote network is present in the FortiGate routing table as shown in the exhibit.

Which statement is true?
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Exhibit >4

config wvpn ipsec phasel-interface
edit "BranchOffice"

set type dynamic

set interface "wanl”™

#et mode aggressive

set proposal 3des—-shal aeslZ8-shal

soelt peertype one
set peerid "BO D2356"
nmet pasksecret ENC oo o

next ‘ o
L

F@ATINET |, .5

config wvpn ipsec %ﬁiﬂ‘\ﬁﬁ:fdﬂ&
edit “BranchOffice |

smet phasel "BranchOffice”

set p:opg_.s&_‘".‘l.‘!,‘.'ideu-nhal aeslZ8-ashal
next
end

# get router info routing database | grep
192.168.222.0

g8 4> 192.168.222.0/24 [L/0] is directly connected,
Branchoffice 0, [0/0]

e A This subnet was learned during quick-mode negotiation and was dynamically injected into the routing table.
e B. The route in the exhibit is bound to "BranchOffice 0" which is a tunnel other than "BranchOffice".
e C. The FortiGate administrator configured this subnet as a locally connected subnet on the
"BranchOftice" phasel interface.
e D. The FortiGate administrator configured a static route for 192.168.222.0/24.

Answer: A

NEW QUESTION # 168
Refer to the CLI output:

FortiWeb Security Service:

2022-01-03

Lest Update Time: 2022-02-17 Method: Scheduled
Signature Build Number-0.00177

FortiWeb Antivirus Service:

2022-01-03

Last Update Time: 2022-02-17 Method:) Scheduled
Regular Virus Database Version-42.00885
Extended Virus bRatabase Version-42.00814
FortiWeb IP Repwutation Service:

2022-01—-03

Last Update Time: 2022-02-17 Method: Scheduled
Signature Build Number-3.00315

System files MD5SUM: 5660BDO9FA1F6C86ESA31B2A139045F17

CLI files MD5SUM: 71BF2063156790&536W

Given the information shown in the output, which two statements are correct? (Choose two.)

e A Attackers can be blocked before they target the servers behind the FortiWeb



B. Reputation from blacklisted IP addresses from DHCP or PPPoE pools can be restored
C. AnIP address that was previously used by an attacker will always be blocked

D. The IP Reputation feature has been manually updated

E. Geographical IP policies are enabled and evaluated after local techniques

Answer: A,B

Explanation:

The CLI output shown in the exhibit indicates that FortiWeb has enabled IP Reputation feature with local techniques enabled and
geographical IP policies enabled after local techniques (set geoip-policy-order after-local). IP Reputation feature is a feature that
allows FortiWeb to block or allow traffic based on the reputation score of IP addresses, which reflects their past malicious activities
or behaviors. Local techniques are methods that FortiWeb uses to dynamically update its own blacklist based on its own detection
of attacks or violations from IP addresses (such as signature matches, rate limiting, etc.). Geographical IP policies are rules that
FortiWeb uses to block or allow traffic based on the geographical location of TP addresses (such as country, region, city, etc.).
Therefore, based on the output, one correct statement is that attackers can be blocked before they target the servers behind the
FortiWeb. This is because FortiWeb can use IP Reputation feature to block traffic from IP addresses that have a low reputation
score or belong to a blacklisted location, which prevents them from reaching the servers and launching attacks.

Another correct statement is that reputation from blacklisted [P addresses from DHCP or PPPoE pools can be restored. This is
because FortiWeb can use local techniques to remove IP addresses fromits own blacklist if they stop sending malicious traffic for a
certain period of time (set local-techniques-expire-time), which allows them to regain their reputation and access the servers. This is
useful for IP addresses that are dynamically assigned by DHCP or PPPoE and may change frequently.

Fortinet compiles a reputation for each public IP address. Clients will have poor reputations if they have been participating in
attacks, willingly or otherwise. Because blacklisting innocent clients is equally undesirable, Fortinet also restores the reputations of
clients that improve their behavior.

This is crucial when an infected computer is cleaned, or n DHCP or PPPoE pools where an innocent client receives an IP address
that was previously leased by an attacker.

NEW QUESTION # 169

Refer to the exhibit. You are deploying a FortiGate 6000F. The device should be directly connected to a switch. In the future, a new
hardware module providing higher speed will be installed in the switch, and the connection to the FortiGate must be moved to this
higher-speed port.

You must ensure that the nitial FortiGate interface connected to the switch does not affect any other port when the new module is
installed and the new port speed is defined.

How should the initial connection be made?
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e A. Connect the switch on any interface between ports 1 to 4
¢ B. Connect the switch on any interface between ports 21 to 24
e (. Connect the switch on any interface between ports 5 to 8



e D. Connect the switch on any interface between ports 25 to 28
Answer: D

Explanation:

6000F has 6 interface groups:

1to4-5t08-9t012-13t016- 171020 - 21 to 24.

This means the only way to be sure the initial connection does not affect the rest is 25-28.

NEW QUESTION # 170

Refer to the exhibit.
'WB (HC-Combo) # show

:onfig server-policy health
edit "HC-Combo"
config health-list
edit 1
set type tcp-half-open
next
F::RTIEERT 2
set type http
set mxl-path /index.html
set match-type response-code

next
edit 3
set type icmp
next
end
next
[Sala

You created a custom health-check for your FortiWeb deployment.
Given the output shown in the exhibit, which statement is true?

A. The FortiWeb must receive an RST packet from the server.

B. The FortiWeb must match the hash value of the page index.html.

C. The FortiWeb must receive an HTTP 200 response code from the server.
D. The FortiWeb must receive an [ICMP Echo Request from the server.

Answer: C

NEW QUESTION # 171
Refer to the exhibit.



FG2 # show router ospf
config router ospf
set default-information-originate always
set router-id 2.2.2.2
config area
edit 0.0.0.0

next

end

config ospf-interface
adit “P1O™

set interface "portlQ"
set network-type broadcast
next
end
config network
edit 10
get ‘prefix 192.168.10.0 255.2959.299.0
next

end
- ] mstribute "connected"
FisprimeET

config redistribute "static"
end
end

A customer is using dynamic routing to exchange the default route between two FortiGate devices using OSPFv2. The output of the
get router info ospf neighborcommand shows that the neighbor is up, but the default route does not appear in the routing neighbor
shown below.

FG1 # gEt==f& o ospf neighbor

OSPF process 0O:
Neighbor ID Prnil State Dead Time
Address Interface
2 i 1 Full/ — 00:00:38
192.168.10.2 portlO

According to the exhibit, what is causing the problem?

A. A prefix for the default route is missing.

B. There is an OSPF mnterface network-type mismatch.

C. FG2 is within the wrong OSPF area.

D. OSPF requires the redistribution of connected networks.

Answer: B



NEW QUESTION # 172
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