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Microsoft Endpoint Administrator Sample Questions (Q168-Q173):

NEW QUESTION # 168

You have an Azure AD tenant named contoso.com that contains the devices shown in the following table.

AH devices contain an app named App1 and are enrolled in Microsoft Intune.

You need to prevent users from copying data from App1 and pasting the data into other apps.

‘Which type of policy and how many policies should you create in Intune? To answer, select the appropriate options in the answer
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area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Policy type: App protection policy Minimum number of policies: 1 Comprehensive Explanation of Correct Answer Only: The correct
answer is app protection policy because it allows you to customize the settings of apps for iOS/iPadOS or Android devicesl. One
of the settings you can configure is Restrict cut, copy, and paste between other apps, which lets you prevent users from copying data
from App1 and pasting the data into other apps2. You only need one policy to apply this setting to all devices that have Appl
installed1.

References: 1: App configuration policies for Microsoft Intune | Microsoft Learn
httpsy/lear.microsoft.com/en-us/menvintune/apps/app-configuration-policies-overview 2: Troubleshoot restricting cut, copy, and
paste between applications - Intune | Microsoft Learn
https:/leam.microsoft.conven-us/troubleshoot/menvintune/app-protection-policies/troubleshoot-cut-copy-paste

NEW QUESTION # 169
Youuse Windows Admin Center to remotely administer computers that run Windows 10.
When comnecting to Windows Admin Center, you receive the message shown in the following exhibit.

Youneed to prevent the message from appearing when you connect to Windows Admin Center.
To which certificate store should you import the certificate?

o A Trusted Root Certification Authorities
e B. Client Authentication Issuers
e C. Personal

Answer: A

NEW QUESTION # 170

You have SOO Windows 10 devices enrolled in Microsoft Intune.

You plan to use Exploit protection in Microsoft Intune to enable the following system settings on the devices:

* Data Execution Prevention (DEP)

* Force randomization for images (Mandatory ASIR)

You need to configure a Windows 10 device that will be used to create a template file.

Which protection areas on the device should you configure in the Windows Security app before you create the template file? To
answer, drag the appropriate protection areas to the correct settings. Each protection area may be used once, more than once, or
not at all. Youmay need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Explott protection is a feature that helps protect against malware that uses exploits to infect devices and spread. Exploit protection
consists of many mitigations that can be applied to either the operating system or individual apps1.

To configure a Windows 10 device that will be used to create a template file for Exploit protection, you need to configure the
following protection areas on the device in the Windows Security app:

* DEP: Device security. Data Execution Prevention (DEP) is a mitigation that prevents code from running in memory regions marked
as non-executable. You can enable DEP system-wide or for specific apps in the Device security section of the Windows Security
appl.

* Mandatory ASLR: App & browser control. Force randomization for images (Mandatory ASLR) is a mitigation that randomizes
the location of executable images in memory, making it harder for attackers to predict where to inject code. You can enable
Mandatory ASLR system-wide or for specific apps in the App & browser control section of the Windows Security app1.

NEW QUESTION # 171



You have a Microsoft 365 subscription.

You plan to enable Microsoft Intune enroliment for the following types of devices:

* Existing Windows 11 devices managed by using Configuration Manager

* Personal i0S devices

The solution must minimize user disruption.

‘Which enroliment method should you use for each device type? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

httpsy/lear.microsoft.com/en-us/menyconfigmgr/comanage/overview

for co-management

httpsy/lear.microsoft.com/en-us/menvintune/enroliment/ios-user-enroliment-supported-actions iOS user enroliment for BYOD

NEW QUESTION # 172

You have 200 computers that run Windows 10. The computers are joined to Azure AD and enrolled in Microsoft Intune. You need
to set a custom image as the wallpaper and sign-in screen.

Which two settings should you configure in the Device restrictions configuration profile? To answer, select the appropriate settings in
the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 173
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