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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q102-Q107):

NEW QUESTION # 102
Refer to the exhibit.
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Which element in this email is an indicator of attack?

A. IP Address: 202.142.155.218
B. subject: "Service Credit Card"
C. content-Type: multipart/mixed
D. attachment: "Card-Refund"

Answer: D

Explanation:

According to the Cisco Certified CyberOps Associate guide (Chapter 5 - Identifying Attack Methods), attachments in emails-
especially with file extensions like.xIsm-are high-risk indicators when analyzing suspicious or phishing emails. Malicious actors often
use macro-enabled Excel files (.xIsm) as a payload delivery mechanism for malware or other exploits. These attachments are
typically disguised as legitimate content such as refunds or invoices to trick the recipient into opening them.

The presence of'Card Refind 18 6913.xlsm'is a stronglndicator of Compromise (IoC), as.xlsmfiles can contain VBA macros
capable of executing malicious code. This matches exactly with exanples provided in the study material discussing how macro-
based payloads are delivered and recognized.

Hence,option Cis the most direct indicator of attack in this email.

NEW QUESTION # 103
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e A. hexadecimal
e B. JavaScript
e (. Base64

e D. ascii85

Answer: C

Explanation:
The string in the exhibit is a classic example of Base64 encoding, Base64 is used to encode binary data into ASCII characters,
making it suitable for transmitting data over media that are designed to deal with textual data. It typically ends with one or two equal

signs=(padding), which this string does. This format is commonly seen in obfuscated payloads or malware commumications in the
wild.

NEW QUESTION # 104

A security team receives reports of multiple files causing suspicious activity on users' workstations. The file attempted to access
highly confidential information in a centralized file server. Which two actions should be taken by a security analyst to evaluate the file
in a sandbox? (Choose two.)

A. Inspect processes.

B. Inspect file type.

C. Inspect file hash.

D. Inspect PE header.

E. Inspect registry entries

Answer: A,C

Explanation:
Explanation/Reference: https:/medium.conV@Flying_glasses/top-5-ways-to-detect-malicious-file-manually- d02744f7c43a

NEW QUESTION # 105

A security team needs to prevent a remote code execution vulnerability. The vulnerability can be exploited only by sending '${ string
in the HTTP request. WAF rule is blocking '${', but system engineers detect that attackers are executing commands on the host
anyway. Which action should the security team recommend?

A. Block incoming web traffic.

B. Enable URL decoding on WAF.

C. Add two WAF rules to block 'S' and '{' characters separately.
D. Deploy antimalware solution.




Answer: B

Explanation:

When Web Application Firewalls (WAFs) are configured to block specific patterns (like${), attackers may bypass this using URL
encoding (e.g.,%24%7B). In such cases, the WAF must decode these patterns before applying matching rules. EnablingURL
decodingensures the WAF recognizes encoded payloads and applies protections appropriately. This is a recommended hardening
strategy against bypass techniques for command injection and remote code execution.

Reference: Cisco CyberOps v1.2 Guide, Chapter on WAFs and Input Validation Techniques.

NEW QUESTION # 106

A security team detected an above-average amount of inbound tcp/135 connection attempts from unidentified senders. The security
team is responding based on their incident response playbook. Which two elements are part of the eradication phase for this
incident? (Choose two.)

A. data and workload isolation
B. anti-malware software

C. enterprise block listing solution
D. centralized user management
E. intrusion prevention system

Answer: D.E

Explanation:

The eradication phase in incident response nvolveselimnating the root cause of the incidentand strengthening defenses to prevent
reoccurrence. In this case:

* Intrusion Prevention System (D): Adding new rules to the IPS to detect and block malicious activity on TCP/135 is a direct
eradication step to remove the threat's entry point and prevent future attacks.

* Centralized User Management (C): Hardening user accounts, removing unnecessary permissions, and applying tighter
authentication/authorization measures helps eliminate the possibility that threat actors could exploit weak or mismanaged accounts to
continue accessing the system

Althoughanti-malware software (A)andenterprise block listing (E)are valuable, themost direct eradication stepshere specifically
mnvolve managing network access (via IPS) and strengthening user controls (via centralized user management), especially when
TCP/135 (MSRPC endpoint mapper) can be used to enumerate services and potentially access vulnerable endpoints remotely.
This aligns with best practices outlined in incident response frameworks (such as the NIST SP 800-61 and referenced resources),
which emphasizeclosing the exploited entry points(in this case, TCP/135) and removing any lingering access pointsthrough user
management and network control enhancements.

Reference:

CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter: Understanding the Incident Response Process, Eradication
Phase, page 105-106.

External Reference: "The Core Phases of Incident Response - Remediation,” Cipher blog [1].

External Reference: "Service Overview and Network Port Requirements," Microsoft documentation [2].

NEW QUESTION # 107
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