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Linux Foundation KCSA Exam Syllabus Topics:

Topic Details

Topic 1

Kubernetes Cluster Component Security: This section of the exam measures the skills of a Kubernetes
Administrator and focuses on securing the core components that make up a Kubernetes cluster. It
encompasses the security configuration and potential vulnerabilities of essential parts such as the API
server, etcd, kubelet, container runtime, and networking elements, ensuring each component is hardened
against attacks.

Topic 2

Overview of Cloud Native Security: This section of the exam measures the skills of a Cloud Security
Architect and covers the foundational security principles of cloud-native environments. It includes an
understanding of the 4Cs security model, the shared responsibility model for cloud infrastructure, common
security controls and compliance frameworks, and techniques for isolating resources and securing artifacts
like container images and application code.

Topic 3

Kubernetes Threat Model: This section of the exam measures the skills of a Cloud Security Architect and
involves identifying and mitigating potential threats to a Kubernetes cluster. It requires understanding
common attack vectors like privilege escalation, denial of service, malicious code execution, and network-
based attacks, as well as strategies to protect sensitive data and prevent an attacker from gaining
persistence within the environment.
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Topic 4

Kubernetes Security Fundamentals: This section of the exam measures the skills of a Kubernetes
Administrator and covers the primary security mechanisms within Kubernetes. This includes implementing
pod security standards and admissions, configuring robust authentication and authorization systems like
RBAC, managing secrets properly, and using network policies and audit logging to enforce isolation and
monitor cluster activity.
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As the old saying goes, Rome was not built in a day. For many people, it’s no panic passing the KCSA exam in a short time. Luckily
enough，as a professional company in the field of KCSA practice questions ,our products will revolutionize the issue. The KCSA
Study Materials that our professionals are compiling which contain the most accurate questions and answers will effectively solve the
problems you may encounter in preparing for the KCSA exam.

Linux Foundation Kubernetes and Cloud Native Security Associate Sample
Questions (Q27-Q32):
NEW QUESTION # 27 
In a cluster that contains Nodes withmultiple container runtimesinstalled, how can a Pod be configured to be created on a specific
runtime?

A. By specifying the container runtime in the Pod's YAML file.
B. By setting the container runtime as an environment variable in the Pod.
C. By using a command-line flag when creating the Pod.
D. By modifying the Docker daemon configuration.

Answer: A

Explanation:
* Kubernetes supportsmultiple container runtimeson a node via theRuntimeClassresource.
* To select a runtime, you specify the runtimeClassName field in thePod's YAML manifest. Example:
* apiVersion: v1
* kind: Pod
* metadata:
* name: example
* spec:
* runtimeClassName: gvisor
* containers:
* - name: app
* image: nginx
* Incorrect options:
* (A) You cannot specify container runtime through a kubectl command-line flag.
* (B) Modifying the Docker daemon config does not direct Kubernetes Pods to a runtime.
* (C) Environment variables inside a Pod spec do not control container runtimes.
References:
Kubernetes Documentation - RuntimeClass
CNCF Security Whitepaper - Workload isolation via different runtimes (e.g., gVisor, Kata) for enhanced security.

NEW QUESTION # 28 
Which of the following represents a baseline security measure for containers?

A. Run containers as the root user.
B. Configuring a static IP for each container.
C. Configuring persistent storage for containers.
D. Implementing access control to restrict container access.
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Answer: D

Explanation:
* Access control (RBAC, least privilege, user restrictions)is abaseline container security best practice.
* Exact extract (Kubernetes Pod Security Standards - Baseline):
* "The baseline profile is designed to prevent known privilege escalations. It prohibits running privileged containers or containers as
root."
* Other options clarified:
* B: Static IPs not a security measure.
* C: Persistent storage is functionality, not security.
* D: Running as root is explicitlyinsecure.
References:
Kubernetes Docs - Pod Security Standards (Baseline): https://kubernetes.io/docs/concepts/security/pod- security-standards/

NEW QUESTION # 29 
Which label should be added to the Namespace to block any privileged Pods from being created in that Namespace?

A. pod.security.kubernetes.io/privileged: false
B. privileged: false
C. pod-security.kubernetes.io/enforce: baseline
D. privileged: true

Answer: C

Explanation:
* KubernetesPod Security Admission (PSA)enforcesPod Security Standardsby applying labels on Namespaces.
* Exact extract (Kubernetes Docs - Pod Security Admission):
* "You can label a namespace with pod-security.kubernetes.io/enforce: baseline to enforce the Baseline policy."
* Thebaselineprofile explicitly disallowsprivileged podsand other unsafe features.
* Why others are wrong:
* A & D: These labels do not exist in Kubernetes.
* B: Setting privileged: true would allow privileged pods, not block them.
References:
Kubernetes Docs - Pod Security Admission: https://kubernetes.io/docs/concepts/security/pod-security- admission/ Kubernetes
Docs - Pod Security Standards: https://kubernetes.io/docs/concepts/security/pod-security- standards/

NEW QUESTION # 30 
What is a multi-stage build?

A. A build process that involves multiple containers running simultaneously to speed up the image creation.
B. A build process that involves multiple repositories for storing container images.
C. A build process that involves multiple stages of image creation, allowing for smaller, optimized images.
D. A build process that involves multiple developers collaborating on building an image.

Answer: C

Explanation:
* Multi-stage buildsare a Docker/Kaniko feature that allows building images in multiple stages # final image contains only runtime
artifacts, not build tools.
* This reducesimage size, attack surface, and security risks.
* Exact extract (Docker Docs):
* "Multi-stage builds allow you to use multiple FROM statements in a Dockerfile. You can copy artifacts from one stage to another,
resulting in smaller, optimized images."
* Clarifications:
* A: Collaboration is not the definition.
* B: Multiple repositories # multi-stage builds.
* C: Build concurrency # multi-stage builds.
References:
Docker Docs - Multi-Stage Builds: https://docs.docker.com/develop/develop-images/multistage-build/



NEW QUESTION # 31 
In which order are thevalidating and mutating admission controllersrun while the Kubernetes API server processes a request?

A. Mutating admission controllers run before validating admission controllers.
B. The order of execution varies and is determined by the cluster configuration.
C. Validating admission controllers run before mutating admission controllers.
D. Validating and mutating admission controllers run simultaneously.

Answer: A

Explanation:
* Theadmission control flowin Kubernetes:
* Mutating admission controllersrun first and can modify incoming requests.
* Validating admission controllersrun after mutations to ensure the final object complies with policies.
* This ensures policies validate thefinal, mutated object.
References:
Kubernetes Documentation - Admission Controllers
CNCF Security Whitepaper - Admission control workflow.
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