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iR #556

A company's Internet connection is commonly saturated during business hours, affecting Internet availability.
The company requires all Internet traffic to be business related.

After analyzing the traffic over a period of a few hours, the security administrator observes the following;
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Protocol Usage “ 1%
TCP/SSL 324Gb 85%
TCP/HTTP |37Gb 10%
UDP/DNS 10Gb 3%
Other 8GB 2%

The majority of the [P addresses associated with the TCP/SSL traffic resolve to CDNSs.
‘Which of the following should the admmnistrator recommend for the CDN traffic to meet the corporate security requirements?

K

=

o

A. Further nvestigate the traffic using a sanctioned MITM proxy.
B. Confirm the use of the CDN by monitoring NetFlow data

C. Block outbound SSL traffic to prevent data exfiltration.

D. Implement an IPS to drop packets associated with the CDN.

: C

R #557

A company is implementing a new secure identity application, given the following requirements:
- The cryptographic secrets used in the application must never be

exposed to users or the OS

- The application must work on mobile devices.

- The application must work with the company's badge reader system

Which of'the following mobile device specifications are required for this design? (Choose two.)

A. Secure element
B. UEFI

C. Bionetrics

D. HSM

E. SEAndroid
F.NFC

ZX: CF

R 8 #558
The Chief information Officer (CIO) of a large bank, which uses muiltiple third-party organizations to deliver a service, is concerned
about the handling and security of customer data by the parties. Which of'the following should be implemented to BEST manage the

risk?

A. Establish a team using members from first line risk, the business unit, and vendor management to assess only design
security controls of all suppliers. Store findings from the reviews in a database for all other business units and risk teams to
reference.

B. Establish a review committee that assesses the importance of suppliers and ranks them according to contract renewals. At
the time of contract renewal, incorporate designs and operational controls into the contracts and a right-to-audit clause.
Regularly assess the supplier's post-contract renewal with a dedicated risk management team.

C. Establish a governance program that rates suppliers based on their access to data, the type of data, and how they access
the data Assign key controls that are reviewed and managed based on the supplier's rating. Report finding units that rely on
the suppliers and the various risk teams.

D. Establish an audit program that regularly reviews all suppliers regardless of the data they access, how they access the data,
and the type of data, Review all design and operational controls based on best practice standard and report the finding back
to upper management.

ER: C

fE R A«

A governance program that rates suppliers based on their access to data, the type of data, and how they access the data is the best
way to manage the risk of handling and security of customer data by third parties. This allows the company to assign key controls
that are reviewed and managed based on the supplier's rating and report findings to the relevant units and risk teas. Verified



Reference: httpsy//www.comptia.org/training/books/casp-cas-004-study-guide , httpss//www.isaca.org/resources/isaca-
JjournaVissues/2018/volume- 1/third-party-risk-management
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A software company is developing an application in which data must be encrypted with a cipher that requires the following:
* Initialization vector

* Low latency

* Suitable for streaming

Which of'the following ciphers should the company use?

A. Cipher feedback

B. Cipher block chaining message authentication code
C. Cipher block chaining

D. Electronic codebook

ER: A

fE R -

Explanation

Cipher feedback (CFB) is a mode of operation for block ciphers that allows them to encrypt streaming data.

CFB uses an mitialization vector (IV) and a block cipher to generate a keystream that is XORed with the plaintext to produce the
ciphertext. CFB has low latency because it can encrypt each byte or bit of plaintext as soon as it arrives, without waiting for a full
block. CFB is suitable for streaming data because it does not require padding or block synchronization.

B: Cipher block chaining message authentication code (CBC-MAC) is a mode of operation for block ciphers that provides both
encryption and authentication. CBC-MAC uses an IV and a block cipher to encrypt the plaintext and generate a MAC value that is
appended to the ciphertext. CBC-MAC has high latency because it requires the entire message to be processed before generating
the MAC value. CBC-MAC is not suitable for streaming data because it requires padding and block synchronization.

C: Cipher block chaming (CBC) is a mode of operation for block ciphers that provides encryption only. CBC uses an IV and a
block cipher to encrypt each block of plaintext by XORing it with the previous ciphertext block. CBC has high latency because it
requires a full block of plaintext before encryption. CBC is not suitable for streaming data because it requires padding and block
synchronization.

D: Electronic codebook (ECB) is a mode of operation for block ciphers that provides encryption only. ECB uses a block cipher to
encrypt each block of plaintext independently. ECB has low latency because it can encrypt each block of plaintext as soon as it
arrives. However, ECB is not suitable for streaming data because it requires padding and block synchronization. Moreover, ECB is
insecure because it does not use an IV and produces identical ciphertext blocks for identical plaintext blocks.

R #560

A software company is developing an application in which data must be encrypted with a cipher that requires the following:
* Initialization vector

* Low latency

* Suitable for streaming

Which of'the following ciphers should the company use?

A. Cipher feedback

B. Cipher block chaining message authentication code
C. Cipher block chaining

D. Electronic codebook

BER: A

fE R A«

Cipher feedback (CFB) is a mode of operation for block ciphers that allows them to encrypt streaming data.

CFB uses an initialization vector (I'V) and a block cipher to generate a keystream that is XORed with the plaintext to produce the
ciphertext. CFB has low latency because it can encrypt each byte or bit of plaintext as soon as it arrives, without waiting for a full
block. CFB is suitable for streaming data because it does not require padding or block synchronization.

B: Cipher block chaining message authentication code (CBC-MAC) is a mode of operation for block ciphers that provides both
encryption and authentication. CBC-MAC uses an IV and a block cipher to encrypt the plaintext and generate a MAC value that is
appended to the ciphertext. CBC-MAC has high latency because it requires the entire message to be processed before generating
the MAC value. CBC-MAC is not suitable for streaming data because it requires padding and block synchronization.



C: Cipher block chaining (CBC) is a mode of operation for block ciphers that provides encryption only. CBC uses an IV and a
block cipher to encrypt each block of plaintext by XORing it with the previous ciphertext block. CBC has high latency because it
requires a full block of plaintext before encryption. CBC is not suitable for streaming data because it requires padding and block
synchronization.

D: Electronic codebook (ECB) is a mode of operation for block ciphers that provides encryption only. ECB uses a block cipher to
encrypt each block of plaintext independently. ECB has low latency because it can encrypt each block of plaintext as soon as it
arrives. However, ECB is not suitable for streaming data because it requires padding and block synchronization. Moreover, ECB is
insecure because it does not use an IV and produces identical ciphertext blocks for identical plaintext blocks.
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