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Machine-learning based solutions present a privacy risk because?

e A The decision-making process used by the solution is not documented.
e B. The solution may contain inherent bias from the developers.
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¢ (. Training data used during the training phase is compromised.
¢ D. Machine-learning solutions introduce more vulnerabilities than other software.
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Machine-learning solutions present a privacy risk primarily because the training data used during the training phase may contain
sensitive information. If'this data is compromised, it can lead to privacy breaches.

Machine-learning models can also inadvertently memorize and reproduce sensitive data from the training set.
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Which of these actions is NOT generally part of the responsibility of an IT or software engineer?

A. Inplementing multi- factor authentication.

B. Building privacy controls into the organization's IT systens or software.
C. Certifying compliance with security and privacy law.

D. Providing feedback on privacy policies.
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Providing feedback on privacy policies (A): While not the primary role, IT or software engineers often provide technical insights and
feedback on privacy policies to ensure they are implementable within the organization's systens. Reference: IAPP CIPT Body of
Knowledge.

Implementing multi- factor authentication (B): IT or software engineers are typically responsible for the implementation of security
measures such as multi-factor authentication to protect systens and data.

Reference: IAPP CIPT Body of Knowledge.

Certifying compliance with security and privacy law (C): Certifying compliance is usually the responsibility of compliance officers or
legal teanrs, not IT or software engineers. IT staff may support compliance activities, but certification is not their direct responsibility.
Reference: IAPP CIPT Body of Knowledge.

Building privacy controls into the organization's IT systems or software (D): IT or software engineers are directly involved in
embedding privacy controls into systens and applications as part of privacy by design and default. Reference: IAPP CIPT Body of
Knowledge.
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An EU marketing company is planning to make use of personal data captured to make automated decisions based on profiling, In
some cases, processing and automated decisions may have a legal effect on individuals, such as credit worthiness.

When evaluating the implementation of systems making automated decisions, in which situation would the company have to
accommodate an individual's right NOT to be subject to such processing to ensure compliance under the General Data Protection
Regulation (GDPR)?

A. When there is no human intervention or influence in the decision-making process.

B. When the individual has given explicit consent to such processing and suitable safeguards exist.

C. When the decision is necessary for entering into a contract and the individual can contest the decision.
D. When an individual's legal status or rights are not affected by the decision.

BE: A

PR #199
What tactic does pharming use to achieve its goal?

A. It modifies the user's Hosts file.

B. It generates a malicious instant message.
C. It creates a false display advertisement.
D. It encrypts files on a user's computer.
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Explanation/Reference: https://inspiredelearning. convblog/phishing-vs-pharming-whats-difference/
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When releasing aggregates, what must be performed to magnitude data to ensure privacy?

¢ A Top coding.

¢ B. Noise addition.

e C. Value swapping.
¢ D. Basic rounding.

EX: B
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To ensure privacy when releasing aggregated data, adding noise to the data is a common and effective technique. Noise addition
involves introducing random data to the dataset, which helps to obscure individual entries and prevent re-identification. This method
maintains the utility of the dataset while protecting the privacy of individuals whose data is included.

Reference:

IAPP Certification Textbooks: "De-identification Techniques" discuss the application of noise addition (also known as differential
privacy) as a method to protect individual privacy in aggregated data.
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