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H #697
The BEST indication of a change in risk that may negatively impact an organization is an increase in the number of:

e A alerts triggered by the security information and event management (SIEM) solution.
¢ B. malware infections detected by the organization's anti-virus software.
e C. security incidents reported by staff to the information security team
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¢ D. events logged by the intrusion detection system (IDS).

IEf: C

I #698
‘When evaluating vendors for sensitive data processing, which of the following should be the FIRST step to ensure the correct level
of information security is provided?

A. Review third-party reports of potential vendors.

B. Include information security criteria as part of vendor selection.
C. Include information security clauses in the vendor contract.

D. Develop metrics for vendor performance.

Ef#: A

M #699
Which of the following is an advantage of a centralized information security organizational structure?

A. Tt is easier to manage and control.

B. It provides a faster turnaround for security requests.
C. It is more responsive to business unit needs.

D. It is easier to promote security awareness.

Ef: A

fEEL:

Section: INFORMATION SECURITY GOVERNANCE

Explanation:

It is easier to manage and control a centralized structure. Promoting security awareness is an advantage of decentralization.
Decentralization allows you to use field security personnel as security missionaries or ambassadors to spread the security awareness
message. Decentralized operations allow security administrators to be more responsive. Being close to the business allows
decentralized security administrators to achieve a faster turnaround than that achieved in a centralized operation.

B #700
The BEST way to ensure that frequently encountered incidents are reflected in the user security awareness training program is to

include:

A. results of exit interviews.

B. previous training sessions.

C. responses to security questionnaires.
D. exanples of help desk requests.

1IEf#: D

AR -

The best way to ensure that frequently encountered incidents are reflected in the user security awareness training programis to
include examples of help desk requests. Help desk requests are requests for assistance or support from users who encounter
problens or issues related to nformation security, such as password resets, malware infections, phishing emails, unauthorized
access, data loss, or system errors. Help desk requests can provide valuable insights into the types, frequencies, and impacts of the
mcidents that affect the users, as well as the users' knowledge, skills, and behaviors regarding information security. By including
examples of help desk requests in the user security awareness training program, the information security manager can achieve the
following benefits12:

Increase the relevance and effectiveness of the training content: By using real-life scenarios and cases that the users have experienced
or witnessed, the information security manager can make the training content more relevant, engaging, and applicable to the users'
needs and situations. The information security manager can also use the examples of help desk requests to illustrate the
consequences and costs of the incidents, and to highlight the best practices and solutions to prevent or resolve them. This can help
the users to understand the importance and value of nformation security, and to improve their knowledge, skills, and attitudes
accordingly.



Identify and address the gaps and weaknesses in the training program: By analyzing the patterns and trends of the help desk
requests, the information security manager can identify and address the gaps and weaknesses in the existing training program, such as
outdated or inaccurate information, insufficient or ineffective coverage of topics, or lack of feedback or evaluation. The information
security manager can also use the examples of help desk requests to measure and monitor the impact and outcomes of the training
program, such as changes in the number, type, or severity of the incidents, or changes in the users' satisfaction, performance, or
behavior.

Enhance the communication and collaboration with the users and the help desk staff: By including examples of help desk requests in
the user security awareness training program, the information security manager can enhance the communication and collaboration
with the users and the help desk staff; who are the key stakeholders and partners in information security. The information security
manager can use the examples of help desk requests to solicit feedback, suggestions, or questions from the users and the help desk
staff, and to provide them with timely and relevant information, guidance, or support. The information security manager can also use
the examples of help desk requests to recognize and appreciate the efforts and contributions of the users and the help desk staffin
reporting, responding, or resolving the incidents, and to encourage and motivate them to continue their involverment and participation
in information security.

The other options are not the best way to ensure that frequently encountered incidents are reflected in the user security awareness
training program, as they are less reliable, relevant, or effective sources of information. Results of exit interviews are feedback from
employees who are leaving the organization, and they may not reflect the current or future incidents that the remaining or new
employees may face. Previous training sessions are records of the past training activities, and they may not capture the changes or
updates in the information security environment, threats, or requirements. Responses to security questionnaires are answers to
predefined questions or surveys, and they may not cover all the possible or emerging incidents that the users may encounter or
experiencel2. Reference = Information Security Awareness Training: Best Practices - Infosec Resources, How to Create an
Effective Security Awareness Training Program - Infosec Resources, Security Awareness Training: How to Build a Successful
Program - ISACA, Security Awareness Training: How to Educate Your Employees - ISACA

R #701
Ifan organization considers taking legal action on a security incident, the information security manager should focus PRIMARILY
on:

A. disconnecting all IT equipment involved.
B. reconstructing the sequence of events.
C. obtaining evidence as soon as possible.
D. preserving the integrity of the evidence.

IEf#: D

fi .-

Explanation

The integrity of evidence should be kept, following the appropriate forensic techniques to obtain the evidence and a chain of custody
procedure to maintain the evidence (in order to be accepted in a court of law). All other options are pan of the nvestigative
procedure, but they are not as important as preserving the integrity of the evidence.

HR #702
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