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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q66-Q71):
NEW QUESTION # 66 
Which two elements must be configured to activate Gateway Firewall rules on a Tier-1 gateway?
(Choose two)
Response:

A. Define rule section in Gateway Policy
B. Attach segments or networks to the Tier-1 gateway
C. Configure local disk encryption policies
D. Assign an EVC mode to the cluster
E. Enable Distributed IDS on vCenter

Answer: A,B

NEW QUESTION # 67 
What is required to enable IDPS functionality in NSX?
Response:

A. Install NSX on vSAN witness appliances
B. Deploy Distributed IDPS sensors on ESXi hosts
C. Enable Transparent Packet Forwarding on vCenter
D. Enable service chaining with third-party antivirus

Answer: B

NEW QUESTION # 68 
Which three user roles or privileges can be assigned in NSX Manager to implement RBAC for firewall operations?
(Choose three)
Response:

A. Auditor
B. Security Admin
C. NSX Cloud Consumption Role
D. Network Engineer
E. Backup Administrator

Answer: A,B,D

NEW QUESTION # 69 
Which two data sources does NSX use for malware detection and correlation?
(Choose two)
Response:

A. Threat Intelligence Feeds
B. ESXi host names
C. NSX Certificate Store
D. File reputation databases
E. vMotion history logs

Answer: A,D

NEW QUESTION # 70 
Which three best practices enhance malware detection accuracy in an NSX-powered private cloud?



(Choose three)
Response:
Regularly update threat intelligence subscriptions

A. Integrate NSX alerts with SIEM tools
B. Apply malware prevention profiles based on workload sensitivity
C. Disable behavioral analysis to improve performance
D. Enable logging for all DNS traffic only

Answer: A,C,D

NEW QUESTION # 71
......
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