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Microsoft MS-102 Exam Syllabus Topics:

Topic

Details

Topic 1

Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

Topic 2

Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

Topic 3

Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for
Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of
Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

Topic 4

Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Microsoft 365 Administrator Sample Questions (Q37-Q42):

NEW QUESTION # 37

Your company has a hybrid deployment of Microsoft 365.

An on-premises user named Userl is synced to Azure AD.

Azire AD Connect is configured as shown in the following exhibit
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.

NOTE: Each correct selection is worth one point.
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Answer Area

Microsoft

Usért [answer choice].

cannot chande her fassword from any Microsoft portals ¥
caninof change her password from any Microsoft portals

/€& change her password by using self-service password reset feature only
| €an change her password from the Microsoft 365 admin center only

If the password for User1 is changed in Active Directory, | the password hash will be synchronized to Azure AD b
(CU SV gL LD Bl the password hash will be synchronized to Azure AD
| @ new randomly generated password will be assigned to User1
the password hash in Azure AD will be unchanged

Answer:

Explanation:

cannot change her password from any Microsoft portals
dan chahge TieT password By Tsingsen-Tervile password Tedet feature only
can change her password from the Microsoft 365 admin center only

If the password for User1 is changed in Active Directory, | the password hash will be synchronized to Azure AD
[CLETE X I B the password hash will be synchronized to Azure AD
a new randomly generated password will be assigned to Userl
the password hash in Azure AD will be unchanged

Explanation:
Answer Area
User1 [answer choice]. cannot change her password from any Microsoft portals v
If the password for User1 is changed in Active Directory, ' the'password hash will be synchronized to Azure AD v
[answ ice). . f
NEW QUESTION # 38

You have a Microsoft 365 ES subscription that contains a Microsoft SharePoint site named Sitel. You need to perform the following
tasks:

* Create a sensitive info type named SIT1 based on a regular expression.

* Add a watermark to all new docurments that are matched by SITTI.

‘Which two settings should you use in the Microsoft Purview conpliance portal? To answer, select the appropriate settings in the
answer area.

NOTE: Each correct selection is worth one point.
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Explanation:
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NEW QUESTION # 39

DRAG DROP

You have a Microsoft 365 ES subscription that contains two groups named Group1 and Group?2.
You need to ensure that each group can perform the tasks shown in the following table.



Group Task

Group1 Manage service requests.
Purchase new services. C-Om

Manage subscn%me
Monitor,

Group2 g

dg users and groups.

pdate password expiration polices.

The solution must use the principle of least privilege.

‘Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
{oles

{’Biling Administrator =D Mic rQs OfF

Global Administrator S
Group2: | Role

e, T JNpaRe == = R ——

PHelpdesk Administrator

‘License Administrator

‘Service Support Administrator

P User Administrator

Answer:

Explanation:
Roles Answer Area
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Roles Ansvoor Area

B Nl al Wl B G

Billing Administrator inp]'—_' lElIlmg Administrator

| Global Administrator
. Group2: User Administrator

| Helpdesk Administrator

| License Administrator
| Service Support Administrator |

| User Administrator

Box 1: Billing admin

manage service request

Purchase new services

Etc.

Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin

User admin

Assign the User admin role to users who need to do the following for all users:

- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health

Reference:

httpsz/leam.microsoft. conven-us/microsoft-365/admin/add-users/about-admin-roles

NEW QUESTION # 40
You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic NOTE Each correct selection is worth one point.
Answer Area

fUsen) creates a teomumiiicicsof] \ghep Il =« (ariswer cholcel

eLar
wlaned for s month

retained for one year

flUser acds a channel in Microsoft Teams. the event is [answer cholee]

retained for 90 days

retaned for one year

Answer:

Explanation:

Arswer Area

flieer acds 2 channal in Microsoft Teams, the event is [answer cholce]

Explanation:

if User2 adds 3 channel in Microsoft Teams. the event is [answer choilce]

NEW QUESTION # 41



You have a Microsoft 365 ES subscription that contains two users named Adminl and Admin2.
All users are assigned a Microsoft 365 Enterprise ES license and auditing is turned on.
You create the audit retention policy shown in the exhibit. (Click the tab.)

New audit retention policy X

Hame =

Palicy1

Description

Record Types

AzureActiveDirectory -

Activities

Added user, Deleted user, Reset user password, Changed oS8 p¥Ssword, Changed user kcense, ..(T) -

Users:

Admini

Difopons * Ne. ~ L4
s saicrosoft
& Moniths

1 Year

Pricrity =
100

After Policyl is created, the following actions are performed:

Adminl creates a user named Userl.

Admmn?2 creates a user named User2.

How long will the audit events for the creation of Userl and User2 be retained? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

User1: v

0 days
30 days
90 days
180 days
365 days

Vyser2 v

0 days
30 days
90 days
180 days
365 days

Answer:

Explanation:



Useri: v

0 days
30days _
90 days |
180 days™
365 days

User2 Mitregp

0 days
30 days
90 days

365days !

Explanation

User1: v

0 days
30 days
90 days
180 days
365 days

User2: v

0 days
30 days
90 days
180 days
365 days

Reference:
httpsz/docs.microsoft.comven-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

NEW QUESTION # 42
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