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Palo Alto Networks Certified Network Security Administrator 35X PCNSA
B (Q29-Q34):

HM #29
What two authentication methods on the Palo Alto Networks firewalls support authentication and authorization for role-based
access control? (Choose two.)

o A Kerberos
o B. TACACS+
e C.SAML
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e D.LDAP
Eﬁ: B\ C

RN -

The administrative accounts are defined on an external SAML, TACACS+, or RADIUS server.

The server perforns both authentication and authorization. For authorization, you define Vendor- Specific Attributes (VSAs) on the
TACACS+ or RADIUS server, or SAML attributes on the SAML server. PAN-OS maps the attributes to administrator roles,
access domains, user groups, and virtual systenrs that you define on the firewall.

httpsz/docs.paloaltonetworks.com/pan-0s/9- 1/pan-os-admin/firewall-administration/manage- firewall-administrators/administrative-
authentication.html

HM #30
Given the topology, which zone type should zone A and zone B to be configured with?

A. Tap

B. Layer2

C. Layer3

D. Virtual Wire

EfE: C

HM #31
For the firewall to use Active Directory to authenticate users, which Server Profile is required in the Authentication Profile?

A. LDAP

B. TACACS+
C. SAML

D. RADIUS

EfE: A

B #32
Which action can be performed when grouping rules by group tags?

A. Edit Selected Rule(s)

B. Apply Tag to the Selected Rule(s)
C. Tag Selected Rule(s)

D. Delete Tagged Rule(s)

EfE: C

AR :

When grouping rules by group tags, the action that can be performed is to tag selected rule(s). This action allows you to assign one
or more tags to the selected rules, which will group them together and display them under the corresponding tag group. You can use
tags to organize and visually distinguish your rules based on different criteria, such as finction, location, or priorityl. References:
View Rules by Tag Group, Use Tags to Group and Visually Distinguish Objects, Certifications - Palo Alto Networks, Palo Alto
Networks Certified Network Security Administrator (PAN-OS 10.0) or [Palo Alto Networks Certified Network Security
Administrator (PAN-OS 10.0)].

R #33
Which definition describes the guiding principle of the zero-trust architecture?

e A never trust, never connect
e B. trust, but verity
e (. never trust, always verify



e D. always connect and verify
EfE: C
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