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Microsoft Azure Security Technologies Sample Questions (Q432-Q437):

NEW QUESTION # 432

Your company plans to create separate subscriptions for each department. Each subscription will be
associated to the same Azure Active Directory (Azure AD) tenant.

Youneed to configure each subscription to have the same role assignments.

What should you use?

A. Azure Policy

B. Azure Blueprints

C. Azre Security Center

D. Azure AD Privileged Identity Management (PIM)

Answer: D
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Explanation:

Explanation/Reference:

Explanation:

The Azure AD Privileged Identity Management (PIM) service also allows Privileged Role Admnistrators to
make permanent admin role assignments.

References:
httpsz/docs.microsoft.conven-us/azure/active-directory/privileged-identity-management/pim- how-to-add-
role-to-user

NEW QUESTION # 433
You have the Azure virtual networks shown in the following table.
Name Location ﬁhnﬁgro <11 Peered network
VNET1 East US Subnet1 VNET?2
VNET2 West US Subnet?, Subnet3 | VNET1
VNET4 East US Subnet4 None

You have the Azure virtual machines shown in the following table.

Application Network ity " Public IP
security group group (N5G) Conn £ address
VM1 ASG1 NSG1 Subnetl No

VM2 ASG2 NSGI Subnet2 No
VM3 - % . SG1 Subnet3 Yes
VM4 AS ICrOS@WSGL Subnet4 Yes

The firewalls on all the virtual machines allow ping traffic.

NSGl is configured as shown in the following exhibit.

Inbound security rules

Priority Name ‘Port Protocol Source Destination Action
110 4 Allow_RDP — M ICIS Oft Any o Allow
130 Rulel _Any Any 9 ASG1 Any @ Allow
140 Rule2 Any Any 7 ASG2 Vi —Any o Allow
150 Rule3 Any Any U- A;;S; - Any o Allow
160 4 Rule4 Any An); & ;ny Any o Deny
65000  AllowVnetinBound ;«n_y 4 —Any VirtualNetwork VirtualNetwork @ Allow
65001 AIlowAzureLoadBaﬁlr:... Any Any AzureLoadBalancer Any o Allow
65500  DenyAllinBound Any  Any Any Any o Deny
Outbound security rules

Priority Name Port Protocol Source GO Destination Action
!'Tw' ork

65000  AllowVnetOutBound Any  Any {e&l VirtualNetwork = Allow -

65001  AllowinternetOutBou... Any Awﬂ Any Allow -
icrosof
65500 DenyAllOQutBound e@ ny Any L e D

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



statements| CrOsoft
test.

VM1 can ping VM3 successfully.

com
VM2 can ping VM4 suc e{.«'é:p.‘aw ay

VM3 can be accessed by using Remote Desktop from the internet.

Answer:

Explanation:

Statementst= M ICkeBOTt e hid
VM1 can ping VM3 successfully. ' 101

VM2 can ping VM4 successfully. D

VM3 can be accessed by using Remote Desktop from the internet. " <1
Explanation
Statements
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

VM3 can be accessed by using Refdiote Desktof fomecitérnet. (]|

Box 1: Yes

VM1 and VM3 are on peered VNets. The firewall rules with a source of ASG1 and ASG2 allow 'any' traffic on 'any' protocol so
pings are allowed between VM1 and VM3.

Box 2:No

VM2 and VM4 are on separate VNets and the VNets are not peered. Therefore, the pings would have to go over the Internet.
VM4 does have a public IP and the firewall allows pings. However, for VM2 to be able to ping VM4, VM2 would also need a
public IP address. In Azure, pings don't go out through the default gateway as they would in a physical network. For an Azire VM
to ping external IPs, the VM must have a public IP address assigned to it.

Box 3: Yes

VM3 has a public IP address and the firewall allows traffic on port 3389.

NEW QUESTION # 434
You have an Azure subscription that contains the virtual machines shown in the following table.
Name Operating system

VM1 Windows Server 2019

VM2 Windows Server 2022

VM3 Server Core installatiomof Windows Server 2022

VM4 Windows Serven2022 configured with an Locked] pet t

You are configuring Microsoft Defender for Servers.
You plan to enable adaptive application controls to create an allowlist of known-safe apps on the virtual machines. Which virtual
machines support the use of adaptive application controls?

A. VM2 and VM4 only
B. VM1 and VM2 only
C. VM2 and VM3 only
D. VM1, VM2, VM3, and VM4



Answer: D

NEW QUESTION # 435

You have been tasked with applying conditional access policies for your company's current Azure Active Directory (Azure AD).
The process involves assessing the risk events and risk levels.

‘Which of the following is the risk level that should be configured for users that have leaked credentials?

A. Low
B. Medium
C. None

D. High
Answer: D

Explanation:
These six types of events are categorized in to 3 levels of risks - High, Medium & Low:
Table Description automatically generated

Sign-in Activity Risk Level

Users with leaked credentials | _High

Sign-ins from anonymous IP Medium
addresses

|
L

Impossible travel to atypical " Medium

locations

.Sign-ins from infectedydevices | Medium

Sigl\r{!i!wg:ll:cgn$ggj:resses with Low

suspicious activity

| Sign-ins from unfamiliar locations | Medium

Reference:
http//www.rebeladmin.cony2018/09/step-step- guide-configure-risk- based-azure-conditional-access-policies/

NEW QUESTION # 436

You have an Azure subscription that contains an Azure web app named Appl.

You plan to configure a Conditional Access policy for Appl. The solution must meet the following requirements:

* Only allow access to Appl from Windows devices.

* Only allow devices that are marked as compliant to access Appl.

‘Which Conditional Access policy settings should you configure? To answer, drag the appropriate settings to the correct
requirements. Each setting may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

NOTE: Each correct selection is worth one point.

Policy settings - Answer Area Micr SOft

[ Cloud apps or actions J Only allowiaccess toppl frorrglindows devices:
Conditions

i ‘ Only.allow devices that are marked as compliant to
[ Grant ‘ access App1:

| Session

Answer:



Explanation:
Policy settings Answer Area

Only allow access to App1 from Windows devices: | Conditions

Only allow devices that are marked as compliant to
access App1: | Conditions

Explanation:

A w
Policy settings I Answer frca
—_ (

.C‘OUC’ apps or actions | Only alléwsaccess to App1 from Windows devices: | Conditions

| Conditions |

B Only allow devices that are marked as compliant to

c . | Condition:
Grant | access App1: | Londitions
[Session |
- on
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