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B #246
How are the following categorized?
Backdoor account access Hijacked processes Lateral movement

Port scanning

e A, admission controllers
e B. models

e C. incidents

e D. audits

EfE: C
Wi

The activities listed (Backdoor account access, Hijacked processes, Lateral movement, Port scanning) are categorized as incidents
(option B). Incidents represent security events or patterns of activity that indicate potential security breaches or malicious behavior
within the environment. Prisma Cloud identifies and classifies such activities as incidents to highlight significant security concerns that
require investigation and potential remediation. This categorization helps security teams prioritize their response efforts, focusing on
activities that pose a real threat to the integrity and security of the cloud environment. By distinguishing incidents from other types of
security findings, Prisma Cloud enables more effective incident response and threat management processes.


https://www.passtest.jp/CloudSec-Pro-mondaishuu.html
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HH #247
Which two CI/CD plugins are supported by Prisma Cloud as part of its Code Security? (Choose two.)

e A. Checkov

e B. CircleCI

o C. IntelkiJ

e D. Visual Studio Code

iEﬁ: A\ B

TR

https/live.paloaltonetworks.com/tS/blogs/what-is-changing- for-ci-cd-plugins/ba-p/461676 Prisma Cloud has announced changes to
its CI/CD plugins due to the acquisition of Bridgecrew1. The existing [aC functionality in Prisma Cloud will be replaced by a Prisma
"cloud code security" (CCS) module that delivers Bridgecrew integration in Prisma Cloud1. As part of this change, several CI/CD
plugins that Prisma Cloud currently uses will either be replaced or modified1.

According to the information from the link, both Checkov and CircleCI are listed as integrations that will switch to the Prisma "cloud
code security" (CCS) modulel. Checkov is an open-source command-line interface (CLI) utility that includes more than 750
predefined policies and supports custom policies1. CircleCl is a continuous integration and continuous delivery platforml.

M #248
Which RQL query will help create a custom identity and access management (1AM) policy to alert on Lambda finctions that have
permission to terminate EC2 instances?

¢ A iam from cloud.resource where cloud.type equals 'AWS' AND cloud.resource.type equals 'lambda fimction' AND
cloud.service.name = 'ec2' AND action.name equals 'ec2:Terminatelnstances'

¢ B. config from iam where dest.cloud.type ='AWS' AND source.cloud.service.name = 'ec2’ AND source.
cloud.resource.type = "instance’ AND dest.cloud.service.name = 'lambda’ AND action.name = 'ec2:
Termmatelnstances'

¢ C. config from iam where dest.cloud.type ='AWS' AND source.cloud.service.name = 'lambda’ AND
source.cloud.resource.type = "fimction’ AND dest.cloud.service.name = 'ec2' AND action.name = 'ec2:Terminatelnstances

¢ D. iam from cloud.resource where dest.cloud.type ='AWS' AND source.cloud.service.name = 'lambda’ AND
source.cloud.resource.type = 'function' AND dest.cloud.service.name = 'ec2' AND action.name
="ec2:Termmatelnstances'

\

EfE: C

B #249
Where can Defender debug logs be viewed? (Choose two.)

e A /var/lib/twistlock/log/defender.log

¢ B. /var/lib/twistlock/defender.log

e (. Fromthe Console, Manage > Defenders > Manage > Defenders. Select the Defender from the deployed Defenders list,
then click Actions > Logs

¢ D. Fromthe Console, Manage > Defenders > Deploy > Defenders. Select the Defender from the deployed Defenders list,
then click Actions > Logs

EM: AL C

AR :

In Prisma Cloud, Defender debug logs are essential for troubleshooting and understanding the Defender’s operational behavior. The
logs can be accessed through two primary methods:

A). The first method (B) involves using the Prisma Cloud Console's user interface. By navigating to Manage > Defenders > Manage
> Defenders, administrators can select a deployed Defender from the list and access its logs by clicking Actions > Logs. This
method provides a convenient way to view logs directly from the Console without the need to access the Defender host directly.

D). The second method (D) involves accessing the logs directly fiom the file system of the host where the Defender is deployed. The
correct path for the Defender logs is /var/lib/twistlock/log/defender.log. This method is useful for situations where direct access to the
host is available, and it allows for more in-depth troubleshooting by examining the raw log files.



Options A and C are incorrect because the paths and navigation steps provided do not accurately reflect the structure and
functionality of Prisma Cloud's logging system

H A #250
A Prisma Cloud Administrator onboarded an AWS cloud account with agentless scanning enabled successfully to Prisma Cloud.
Which item requires deploying defenders to be able to inspect the risk on the onboarded AWS account?

A. Host compliances risks
B. Container runtime risks
C. Host vulnerability risks
D. Container vulnerability risks

Ef#: B

fEEH -

While agentless scanning in Prisma Cloud can effectively assess various risks in cloud environments, including host compliance and
vulnerabilities, it does not extend to container runtime risks. To inspect risks associated with container runtimes, such as real-time
threat detection, behavioral monitoring, and deep visibility into container activity, deploying Prisma Cloud Defenders is necessary.
These Defenders are lightweight agents that provide an additional layer of security by monitoring containerized applications in real-
time, thereby offering comprehensive protection against threats that may arise during the runtime phase of containers.
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