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HEE #35
‘Which security feature is available in the free mode of Microsoft Defender for Cloud?

A. just-in-time (JIT) VM access to Azure virtual machines
B. vulnerability scanning of virtual machines

C. threat protection alerts

D. secure score

(1]
m
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AR #36
Select the answer that correctly completes the sentence.

HH-

ME.

Explanation:

authorization

In the context of Microsoft identity and access management, when users attempt to access an application or a service, authorization
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is what controls their level of access. This concept is clearly defined in Microsoft's Security, Compliance, and Identity (SCI) learning
paths, particularly in SC-900 and SC-300 certifications.

From Microsoft SCI training materials:

"Authentication is the process of verifying the identity of a user, while authorization is the process of determining what resources a
user can access and what actions they are permitted to perform." In more detail:

* Authentication confirms who you are (e.g,, verifying credentials through Azure AD, MFA).

* Authorization decides what you can do (e.g,, access to files, roles, permissions in an app or service).

SCI documentation explains:

"Once authentication is successful, authorization policies are applied to determine whether the authenticated user is allowed to access
the requested resource and at what level." This principle is implemented using role-based access control (RBAC) in Microsoft Azure
and Microsoft 365 environments. For example, even if a user successfully logs into the Microsoft 365 portal (authentication), their
ability to manage Exchange Online settings or view compliance data depends on their assigned roles (authorization).

EE #37

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

He-

yy,

Section: Describe the Capabilities of Microsoft Compliance Solutions

Explanation:

Box 1: No

Box 2: Yes

Leaked Credentials indicates that the user's valid credentials have been leaked.

Box 3: Yes

Multi-Factor Authentication can be required based on conditions, one of which is user risk.

Reference:
httpsz/docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
httpsz/docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity- protection-risks
https’//docs.microsoft.comven-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

EE #38
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

He:

M.

EE #39
What is a function of Conditional Access session controls?

A. enforcing device compliance

B. enable limited experiences, such as blocking download of sensitive information
C. enforcing client app compliance

D. prompting nulti-factor authentication (MFA)

He:. D

Y.

Conditional Access session controls enable user app access and sessions to be monitored and controlled in real time based on
access and session policies.

Based on this definition, the best answer for your question is B. enable limited experiences, such as blocking download of sensitive



mformation.
https//learn.microsoft.conven-us/azure/active-directory/conditional-access/concept-conditional-access-session
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