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A company runs a stateless application that is hosted on an Amazon EC2 instance. Users are reporting performance issues. A
SysOps administrator reviews the Amazon CloudWatch metrics for the application and notices that the instance's CPU utilization
frequently reaches 90% during business hours.

What is the MOST operationally efficient solution that will improve the application's responsiveness?

e A. Configure CloudWatch logging on the EC2 instance.
Configure a CloudWatch alarm for CPU utilization to alert the SysOps administrator when CPU utilization goes above 90%.
¢ B. Configure an AWS Client VPN connection to allow the application users to connect directly to the EC2 instance private
IP address to reduce latency.
e C. Create a CloudWatch alarm that activates when the EC2 instance's CPU utilization goes above
80%.
Configure the alarmto invoke an AWS Lambda finction that vertically scales the instance.
e D. Create an Auto Scaling group, and assign it to an Application Load Balancer.
Configure a target tracking scaling policy that is based on the average CPU utilization of the Auto Scaling group.
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https7/docs.aws.amazon.convautoscaling/ec2/userguide/as-scaling-target-tracking. html
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A company has an Amazon RDS DB instance. The company wants to implement a caching service while maintaining high
availability.

‘Which combination of actions will meet these requirements? (Choose two.)

A. Add Auto Discovery to the data store.

B. Create an Amazon ElastiCache for Memcached data store.
C. Enable Multi-threading for the data store.

D. Create an Amazon ElastiCache for Redis data store.

E. Enable Multi-AZ for the data store.

IE%: D\ E
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To implement a caching service while maintaining high availability for an Amazon RDS DB instance, the combination of Amazon
ElastiCache for Redis and enabling Multi- AZ for the data store will meet these requirements.

* Create an Amazon ElastiCache for Redis Data Store:

* Redis is an in-memory data structure store that can be used as a database, cache, and message broker. It provides high availability
through its replication feature.

* Go to the ElastiCache console.

* Choose "Create" and select "Redis."

* Configure the Redis cluster with the required parameters.

* Enable Multi- AZ for the Data Store:

* Multi- AZ deployment provides enhanced availability and durability for Redis. In case of a failure, it automatically fails over to the
replica node.

* During the creation of the Redis cluster, enable Multi- AZ.

* This ensures that there is a standby replica in another Availability Zone, providing high availability.

References:

* Amazon ElastiCache for Redis

* ElastiCache for Redis Multi-AZ
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A development team recently deployed a new version of a web application to production. After the release penetration testing
revealed a cross-site scripting vulnerability that could expose user data.

Which AWS service will mitigate this issue?

¢ A FElastic Load Balancing
e B. AWS Shield Standard
¢ C. Amazon Cognito

e D. AWS WAF
EfE: D
RN -

AWS WAF (Web Application Firewall) helps protect web applications from common web exploits that could affect availability,
compromise security, or consume excessive resources. It can be used to mitigate cross-site scripting (XSS) vulnerabilities.

* Set Up AWS WAF:

* Open the AWS WAF console at AWS WAF Console.

* Create a new Web ACL.

* Add Rules for Protection:

* Add managed rules that include protection against common vulnerabilities, including XSS.

* AWS provides managed rule groups, such as the AWS Managed Rules for Common Vulnerabilities and Exposures (CVE) which
include protections against XSS.

* Associate WAF with the Application:

* Associate the Web ACL with the resources you want to protect (e.g., CloudFront distribution, Application Load Balancer).
References:

* AWS WAF

* AWS WAF Managed Rules
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A SysOps admnistrator uses AWS Systems Manager Session Manager to connect to instances After the SysOps administrator
launches a new Amazon EC2 mstance the EC2 instance does not appear in the Session Manager list of systerns that are available for
connection. The SysOps administrator verities that Systems Manager Agent is installed updated and running on the EC2 instance
What is the reason for this issue?

A. The EC2 mstance does not have an attached IAM role that allows Session Manager to connect to the EC2 instance.
B. The EC2 instance ID has not been entered into the Session Manager configuration

C. The SysOps admmnistrator does not have access to the key pair that is required for connection

D. The SysOps administrator has not attached a security group to the EC2 instance to allow SSH on port

22.
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Ifan EC2 instance does not appear in the Systems Manager Session Manager list, it is likely because the instance does not have an
attached IAM role that allows Session Manager to connect.

* Attach IAM Role with Necessary Permissions:

* Ensure the EC2 instance has an [AM role attached with the AmazonSSMManagedInstanceCore policy.

* Steps to Attach IAM Role:

* Open the EC2 console, select the instance, and choose "Actions" -> "Instance Settings" ->

* "Attach/Replace IAM Role."

* Select or create an IAM role with the necessary permissions for Session Manager.

* Permissions for Session Manager:

* The AmazonSSMManagedInstanceCore policy provides the required permissions for the Systems Manager agent to interact with
the Systens Manager service.

References:

* Session Manager Prerequisites

* Attach an IAM Role to an Instance
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A company uses AWS Organizations to manage multiple AWS accounts. The company's SysOps team has been using a manual
process to create and manage 1 AM roles. The team requires an automated solution to create and manage the necessary 1 AM roles
for multiple AWS accounts.

What is the MOST operationally efficient solution that meets these requirements?

¢ A Create AWS CloudFormation templates. Reuse the templates to create the necessary 1AM roles in each of the AWS
accounts.

¢ B. Use AWS Resource Access Manager with AWS Organizations to deploy and manage shared resources across the AWS
accounts.

e C. Use AWS Directory Service with AWS Organizations to automatically associate the necessary 1 AM roles with Microsoft
Active Directory users.

¢ D. Use AWS CloudFormation StackSets with AWS Organizations to deploy and manage 1AM roles for the AWS accounts.

Ef#: D
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To automate the creation and management of [AM roles for multiple AWS accounts in an AWS Organization, using AWS
CloudFormation StackSets is the most operationally efficient solution.

* AWS CloudFormation StackSets:

* AWS CloudFormation StackSets extends the functionality of stacks by enabling you to create, update, or delete stacks across
multiple AWS accounts and regions with a single operation.

* Using StackSets with AWS Organizations:

* Create a CloudFormation template that defines the necessary IAM roles.

* Use StackSets to deploy the template across multiple AWS accounts in your organization.

AWS CloudFormation StackSets

Creating IAM Roles with CloudFormation
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