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Topic Details

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous Vvisibility into performance and security.

Topic 1

¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights

data security practices in OCL. It tests knowledge of using the Key Management Service for encryption
Topic 2 keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Topic 3

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q14-Q19):

NEW QUESTION # 14

"A business has a hybrid cloud infrastructure with Oracle Linux instances running in OCI and on-premises.
They want to reduce the amount of bandwidth used when patching systems.

‘Which component of OS Management Hub can help to reduce the bandwidth usage for patching?

A. Profiles"

B. Dynamic groups

C. Management stations
D. Management agents

Answer: A

NEW QUESTION # 15

Challenge 1 - Task 1

Integrate TLS Certificate Issued by the OCI Certificates Service with Load Balancer You are a cloud engineer at a tech company
that is migrating its services to Oracle Cloud Infrastructure (OCI). You are required to set up secure communication for your web
application using OCI's Certificate service. You need to create a Certificate Authority (CA), issue a TLS/SSL server certificate, and
configure a load balancer to use this certificate to ensure encrypted traffic between clients and the backend servers.

Review the architecture diagram, which outlines the resources you'll need to address the requirement.
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To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

OCI Vault to store the secret required by the program, which is created in the root compartment as PBI_Vault SP Task 1: Create
and Configure a Virtual Cloud Network (VCN) Create a Virtual Cloud Network (VCN) namedPBT-CERT-VCN-01with the
following specifications:

* VCN with a CIDR block 0f 10.0.0.0/16

* Subnet 1 (Conmpute Instance):

* Name:Compute-Subnet-PBT-CERT

* CIDR Block:10.0.1.0/24

Subnet 2 (Load Balancer):

* Name:LB-Subnet-PBT-CERT-SNET-02

* CIDR Block:10.0.2.0/24

Internet Gatewayfor external connectivity

Route table and security lists:

* Security List namedPBT-CERT-CS-SL~01for Subnet 1 (Compute-Subnet-PBT-CERT) to allow SSH (port 22) traffic

* Security List namedPBT-CERT-LB-SL-01for Subnet 2 (LB-Subnet-PBT-CERT) to allow HTTPS (port 443) traffic

"Enter the OCID of'the created VCN in the text box below.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Challenge 1: Integrate TLS Certificate Issued by the OCI Certificates Service with Load Balancer Task 1: Create and Configure a
Virtual Cloud Network (VCN) Step 1: Create the Virtual Cloud Network (VCN)

* Log in to the OCI Console.



* Navigate toNetworking>Virtual Cloud Networks.

* ClickCreate Virtual Cloud Network.

* SelectVCN with Internet Connectivity(to include an Internet Gateway by defauilt).
* Enter the following details:

* Name: PBT-CERT-VCN-01

* Compartment: Select your assigned compartment.

* VCN CIDR Block: 10.0.0.0/16

* Leave other settings as default (e.g., create a new public subnet and route table).
* ClickCreate Virtual Cloud Network. Wait for the VCN to be created.

Step 2: Create Subnet 1 (Conpute-Subnet-PBT-CERT)

* Inthe VCN details page for PBT-CERT-VCN-01, clickSubnetsunderResources.
* ClickCreate Subnet.

* Enter the following details:

* Name: Compute-Subnet-PBT-CERT

* Subnet Type: Regional

* CIDR Block: 10.0.1.0/24

* Route Table: Select the default route table created with the VCN.

* Subnet Access: Public Subnet (to allow internet access).

* DNS Resolution: Enabled.

* ClickCreate.

Step 3: Create Subnet 2 (LB-Subnet-PBT-CERT-SNET-02)

* Inthe VCN details page, clickSubnetsunderResources.

* ClickCreate Subnet.

* Enter the following details:

* Name: LB-Subnet-PBT-CERT-SNET-02

* Subnet Type: Regional

* CIDR Block: 10.0.2.0/24

* Route Table: Select the default route table created with the VCN.

* Subnet Access: Public Subnet (to allow internet access for the load balancer).
* DNS Resolution: Enabled.

* ClickCreate.

Step 4: Verify Internet Gateway

* Inthe VCN details page, underResources, clickInternet Gateways.

* Ensure an Internet Gateway is listed and attached to PBT-CERT-VCN-01. Ifnot created, clickCreate Internet Gateway, name it
(e.g, PBT-CERT-IGW), and attach it.

Step 5: Configure Route Table

* Inthe VCN details page, underResources, clickRoute Tables.

* Select the default route table or create a new one named PBT-CERT-RT-01.
* ClickAdd Route Rule. 4 -Destination CIDR Block: 0.0.0.0/0

* Target Type: Internet Gateway

* Target: Select the Internet Gateway created (e.g,, PBT-CERT-IGW).

* ClickAdd Route Ruleand save.

Step 6: Create Security List for Subnet 1 (Compute-Subnet-PBT-CERT)

* Inthe VCN details page, underResources, clickSecurity Lists.

* ClickCreate Security List.

* Enter the following:

* Name: PBT-CERT-CS-SL-01

* Compartiment: Your assigned compartiment.

* Add the following ingress rule:

* Source CIDR: 0.0.0.0/0 (allow from any source, adjust as per security needs)
* TP Protocol: TCP

* Source Port Range: All

* Destination Port Range: 22 (for SSH)

* Allows: Traffic

* ClickCreate.

Step 7: Create Security List for Subnet 2 (LB-Subnet-PBT-CERT-SNET-02)
* Inthe VCN details page, underResources, clickSecurity Lists.

* ClickCreate Security List.

* Enter the following:

* Name: PBT-CERT-LB-SL-01

* Compartment: Your assigned compartment.



* Add the following ingress rule:

* Source CIDR: 0.0.0.0/0 (allow from any source, adjust as per security needs)
* [P Protocol: TCP

* Source Port Range: All

* Destination Port Range: 443 (for HTTPS)

* Allows: Traffic

* ClickCreate.

Step 8: Retrieve and Enter VCN OCID

* Go to the VCN details page for PBT-CERT-VCN-01.
* Copy theOCIDfrom the VCN information section.

* Enter the OCID in the provided text box.

NEW QUESTION # 16
Which are the essential components to create a rule for the Oracle Cloud Infrastructure (OCI) Events Service?

A. Rule Conditions and Management Agent Cloud Service
B. Install Key and Service Connector

C. Rule Conditions and Actions

D. Install Key and Actions

Answer: C

NEW QUESTION # 17
Which Oracle Data Safe feature enables the Internal test, development, and analytics teans to operate effectively while minimizing
their exposure to sensitive data?

A. Security assessment
B. Data auditing

C. Sensitive data discovery
D. Data encryption

Answer: C

NEW QUESTION # 18

"A company, ABC, is planning to launch a new web application on OCI. Based on past experiences, they expect a significant surge
in traffic after the launch. You are responsible for ensuring that the application is highly available.

Which step would you perform to achieve this goal?

A. Use a load balancer to distribute incoming traffic evenly across multiple instances of the web application."

B. Configure Cloud Guard to prevent large amounts of traffic from reaching the web application.

C. Implement security controls, such as web application firewalls, to protect against common attack vectors.

D. Use a Virtual Cloud Network (VCN) with subnets, security lists, and routing rules to isolate the web application from the
Internet and other resources.

Answer: A

NEW QUESTION # 19

Our 120-1104-25 study prep has inspired millions of exam candidates to pursuit their dreams and motivated them to learn more
high-efficiently. Many customers get manifest improvement. 120-1104-25 simulating exam will inspire your potential. And you will be
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