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¢ Framework Design: Framework design is the process of developing a reusable structural foundation that
FH1 supports and guides the creation and organization of software systems.

¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
FH 2 strategies to reduce or control the impact of potential uncertainties on organizational goals.

e Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
=x 3 computer systens, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
mtegrity and availability of digital information.

¢ Conpliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering

x4 to applicable laws, policies, and regulations to operate within established legal and ethical standards.
¢ Information Management (IM): Information management (IM) encompasses the entire lifecycle of
=5 nformation within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.
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A2 #16

Which of the following statements about the relationship between ISO/IEC 27001 and ISO/IEC 27002 is true?

* ISO/IEC 27002 provides implementation advice on the controls selected during the ISO/IEC 27001 information security risk
management process

* ISO/IEC 27002 provides a process for information security risk management which implements the requirements of ISO/IEC
27001

A. Only 1 is true
B. Only 2 is true
C. Netther 1 or 2 is true
D. Both 1 and 2 are true

HE:. A

Y.

Comnyprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001 & 27002:2022 standards:

ISO/IEC 27001 Annex A lists reference controls. ISO/IEC 27002 providesdetailed guidance on the implementation of those
controls, including purpose, guidance, and examples. Clause 6.1.3 of ISO/IEC

27001 makes the link explicit: controls from Annex A are referenced, but ISO/IEC 27002 explains how to implement them.
However, ISO/IEC 27002 doesnotprovide a process for risk management-that is covered by ISO/IEC

27005. Risk management requirements are in ISO/IEC 27001 (Clauses 6.1.2 and 6.1.3).

Therefore, statement 1 is true, but statement 2 is false. Correct answer:A.

BE#17
To whom does the scope of the Terns and conditions of employment control apply?

A. Personnel and the organization

B. Enployees only

C. Contractors only

D. All employees, contractors and third-party users

HE: D

Y.

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.6.1 (Terms and conditions of employment) states:

"The contractual agreements with employees and contractors shall state their and the organization's responsibilities for information
security.” This means the control applies not just to employees, but also contractors and, where relevant, third-party users who are
subject to contractual obligations with the organization. The goal is to ensure thatall parties engaged in work under the organization's
control understand their security responsibilities before, during, and after employment or contract engagement.

Options A and B are too narrow, excluding key groups. Option C misrepresents the scope by implying a mutual responsibility but
not identifying the individuals covered. The explicit scope includesemployees, contractors, and third-party users.

Therefore, the correct answer isD.

HE #18
What is the definition of a threat according to ISO/IEC 270007

A. A potential cause of an unwanted incident which can result in harmto a system or organization
B. A single or a series of unwanted or unexpected information security events

C. The risk remaining after risk treatment

D. A weakness of an asset or a control that can be exploited

HE: A



Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

According to ISO/IEC 2700022018, Clause 3.74, athreatis defined as:

"Potential cause of an unwanted incident, which can result in harm to a system or organization." This definition directly matches
option A.

* Option B refers to an "information security incident" (ISO/IEC 2700022018, Clause 3.32).

* Option C describes a "vulnerability" (ISO/IEC 27000:2018, Clause 3.67).

* Option D refers to "residual risk" (ISO/IEC 270002018, Clause 3.61).

The standard emphasizes that threats exploit vulnerabilities, causing incidents that can harm information confidentiality, integrity, and
availability. Correctly identifying threats is critical for risk assessment (Clause

6.1.2). Thus, the correct definition per ISO/IEC 27000 isA.

HEE#19
Which information is required to be included in the Statement of Applicability?

A. The justification for including each information security control
B. The scope and boundaries of the ISMS

C. The criteria against which risk will be evaluated

D. The risk assessment approach of the organization

HE: A

Cr

Clause 6.1.3 (d) requires that the organization"produce a Statement of Applicability that contains the necessary controls (see Annex
A), and justification for inclusions, whether they are implemented or not, and the justification for exclusions." This is the defining
requirenent of the SoA: it documents which Annex A controls are relevant, which are implemented, and the justification for
inclusion/exclusion. While the ISMS scope (A) is documented in Clause 4.3, and risk evaluation criteria (C) are defined in Clause
6.1.2, these do not belong in the SoA. The SoA does not describe the full risk assessment approach (B); that is part of the risk
assessment methodology.

Therefore, the mandatory requirement for the SoA isjustification for including (or excluding) each information security control.

A2 #20
What is required to be reported by the Information security event reporting control?

A. Asset disposal

B. Observed or suspected events
C. Information disclosure

D. Unauthorized access

e B

ME:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A, control 6.8 (Information security event reporting) specifies:

"Information security events should be reported through appropriate management channels as quickly as possible. The organization
should require all employees and contractors to note and report any observed or suspected nformation security events." This
wording confirms that the required reporting covers"observed or suspected events."Specific event types like information disclosure
(A) or unauthorized access (B) are examples but not the broad requirement.

Asset disposal (C) is addressed separately under equipment lifecycle controls (Annex A.7.14).

Therefore, the verified correct answer isD: Observed or suspected events.
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