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CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q50-Q55):
NEW QUESTION # 50 
Wireless Intrusion Prevention Systems (WIPS) provide what network security services? (Choose 2)

A. Application-layer traffic inspection
B. Policy enforcement and compliance management
C. Wireless vulnerability assessment
D. Analysis and reporting of AP CPU utilization
E. Configuration distribution for autonomous APs

Answer: B,C

Explanation:
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WIPS systems provide proactive security by continuously scanning for threats and ensuring WLAN policy compliance. Their
capabilities include:
B). Wireless vulnerability assessment: Scanning for misconfigured APs, weak encryption, and unauthorized devices.
E). Policy enforcement and compliance: Ensuring security settings adhere to enterprise or regulatory requirements and alerting on
deviations.
Other options like application-layer inspection and AP CPU monitoring are outside the WIPS function scope.
References:
CWSP-208 Study Guide, Chapter 7 - WIPS Services and Capabilities
CWNP CWSP-208 Objectives: "WIPS Threat Mitigation and Enforcement"

NEW QUESTION # 51 
What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPA2 is in use?

A. Pairwise Cipher Suite List
B. RSN Capabilities
C. Group Cipher Suite
D. AKM Suite List

Answer: D

Explanation:
The AKM (Authentication and Key Management) Suite List field within the RSN Information Element defines which authentication
methods are supported by the AP. This field distinguishes between PSK (Pre- Shared Key) and Enterprise (802.1X) modes:
AKM Suite OUI 00-0F-AC:1 = WPA2-Personal (PSK)
AKM Suite OUI 00-0F-AC:2 = WPA2-Enterprise (802.1X)
By examining this field in Beacon or Probe Response frames, a protocol analyzer can determine the authentication method enforced
by the BSS.
References:
CWSP-208 Study Guide, Chapter 6 - RSN IE Fields and Analysis
CWNP CWSP-208 Objectives: "RSN IE Analysis" and "Authentication Methods Identification"

NEW QUESTION # 52 
Given: Your network includes a controller-based WLAN architecture with centralized data forwarding. The AP builds an encrypted
tunnel to the WLAN controller. The WLAN controller is uplinked to the network via a trunked 1 Gbps Ethernet port supporting all
necessary VLANs for management, control, and client traffic.
What processes can be used to force an authenticated WLAN client's data traffic into a specific VLAN as it exits the WLAN
controller interface onto the wired uplink? (Choose 3)

A. In the WLAN controller's local user database, create a static username-to-VLAN mapping on the WLAN controller to
direct data traffic from a specific user to a designated VLAN.
B. During 802.1X authentication, RADIUS sends a return list attribute to the WLAN controller assigning the user and all
traffic to a specific VLAN.
C. Configure the WLAN controller with static SSID-to-VLAN mappings; the user will be assigned to a VLAN according to
the SSID being used.
D. On the Ethernet switch that connects to the AP, configure the switch port as an access port (not trunking) in the VLAN of
supported clients.

Answer: A,B,C

Explanation:
Client VLAN assignment at the controller can be achieved through:
B). RADIUS attributes (e.g., Tunnel-Private-Group-ID) for dynamic VLAN assignment.
C). Static mappings in the WLAN controller's local user DB.
D). SSID-to-VLAN bindings assign traffic from specific SSIDs to specific VLANs.
Incorrect:
A). The AP connects to the controller over a tunneled link. VLAN configuration at the AP's Ethernet port does not impact client
VLAN assignment in centralized forwarding mode.
References:
CWSP-208 Study Guide, Chapter 6 (Dynamic VLAN Assignment)



CWNP WLAN Controller Configuration Guides

NEW QUESTION # 53 
What is a primary criteria for a network to qualify as a Robust Security Network (RSN)?

A. WPA-Personal must be supported for authentication and encryption.
B. Dynamic WEP-104 encryption must be enabled.
C. WEP may not be used for encryption.
D. WLAN controllers and APs must not support SSHv1.
E. Token cards must be used for authentication.

Answer: C

Explanation:
A Robust Security Network (RSN) is defined by the IEEE 802.11i standard and is designed to provide a framework for secure
wireless LAN communications. One of the primary criteria for a network to qualify as an RSN is that WEP (Wired Equivalent
Privacy) must not be used for encryption, as WEP has well-known vulnerabilities and is considered insecure. RSN-compliant
networks must use either CCMP (AES) or GCMP for encryption and 802.1X/EAP or WPA2-Personal for authentication.
Incorrect:
A). Token cards are not part of RSN criteria.
B). Dynamic WEP is still WEP and disqualifies RSN status.
D). WPA-Personal may be supported, but alone does not define an RSN.
E). SSHv1 concerns device management security, not RSN qualification.
References:
CWSP-208 Study Guide, Chapter 3 (Robust Security Networks)
IEEE 802.11i Standard
CWNP Exam Objectives: Security Standards and Protocols

NEW QUESTION # 54 
What disadvantage does EAP-TLS have when compared with PEAPv0 EAP/MSCHAPv2 as an 802.11 WLAN security solution?

A. EAP-TLS is supported only by Cisco wireless infrastructure and client devices.
B. EAP-TLS requires extensive PKI use to create X.509 certificates for both the server and all clients, which increases
administrative overhead.
C. EAP-TLS cannot establish a secure tunnel for internal EAP authentication.
D. Fast/secure roaming in an 802.11 RSN is significantly longer when EAP-TLS is in use.
E. EAP-TLS does not protect the client's username and password inside an encrypted tunnel.

Answer: B

Explanation:
EAP-TLS is considered one of the most secure EAP types, but:
It requires a Public Key Infrastructure (PKI).
Every client device must have a unique certificate, adding to administrative burden and cost.
Incorrect:
A). Roaming speed is not inherently slower with EAP-TLS if supported by the infrastructure.
B). EAP-TLS protects client credentials; passwords aren't even used-it uses certificates.
C). EAP-TLS does establish a secure tunnel-it's the original TLS-based method.
D). EAP-TLS is vendor-agnostic and supported by most enterprise WLAN infrastructure.
References:
CWSP-208 Study Guide, Chapter 4 (EAP Comparison and TLS Overview)
CWNP EAP Method Deployment Guide

NEW QUESTION # 55
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