CheckPoint 156-536 Exam Topics Pdf - Valid 156-536
Test Prep

CHECKPOINT

CCES 156-536
EXAM PREP

500 Practice Questions
and Answers for R81.20
Certification Success

DOWNLOAD the newest Dumpleader 156-536 PDF dumps from Cloud Storage for fiee: httpsz/drive.google.com/open?id=1-
BLrlcOjtaChirl 3uJFgADLsOeSC4us

We are committed to helping you pass the exam and get the certificate as soon as possible. 156-536 exam bootcamp of us have the
questions and answers, and it not only have quality but also contain certain quantity, it will be enough for you to deal with your exam.
With the pass rate more than 98.65%, we can ensure you pass your exam. 156-536 Exam Dumps also have most of knowledge
points of the exam, and they may help you a lot. We offer you free update for 365 days after you purchase the 156-536 exam
bootcamp.

CheckPoint 156-536 Exam Syllabus Topics:

Topic Details

¢ Advanced Threat Prevention: CheckPoint Security Administrators will be assessed in this area, which
covers advanced techniques for preventing sophisticated threats. This includes leveraging threat intelligence
and proactive measures to safeguard endpoints from emerging cyber risks.
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¢ Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to

Topic 2
o effectively configure and manage security policies across endpoint devices.

¢ Introduction to Harmony Endpoint: This section measures the skills of CheckPoint Security Administrators
Topic 3 about the findamental concepts of Harmony Endpoint. It introduces candidates to the capabilities of the
Harmony Endpoint solution, which is designed to protect endpoint devices from various cyber threats.

¢ Large-Scale Harmony Endpoint Deployment: This domain is aimed at Harmony Endpoint Security

Professionals and addresses the challenges associated with deploying Harmony Endpoint at scale.
Topic 4 Candidates will learn about strategies for efficient large-scale implementation while maintaining security
standards across numerous devices.
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CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q74-Q79):

NEW QUESTION # 74
What is the command required to be run to start the Endpoint Web Interface for on-premises Harmony Endpoint Web Interface
access?

A. start web_mgnt - run in dish
B. web_mgnt_start - run in dish
C. web_mgmt start - run in expert mode
D. start web_mgmt - run in expert mode

Answer: D

NEW QUESTION # 75
How is the Kerberos key tab file created?

A. Using Kerberos principals
B. With the ktpass tool

C. Using the AD server

D. Using encryption keys

Answer: B

NEW QUESTION # 76
You nust make a decision of which FDE algorithm to be used by one of your clients who specializes in multimedia video editing,
‘What algorithm will you choose?

e A Video processing is a high bandwidth application which utilizes a lot of HDD access time. You have to use a FDE
algorithm with small secret key like XTS-AES 128 bit.
e B. Any kind of data is very important and the Full Disk Encryption technic must be used with the strongest secret key
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possible. Your client has to use strong encryption like XTS-AES 256 bit.

¢ (. The implementation of a Secure VPN with very strong encryption will make your data invisible in cases of live internet
transmission.

e D. In Multimedia applications you do not need to implement any kind of Full disk encryption. You can use software like 7Zip
in order to encrypt your data.

Answer: B

NEW QUESTION # 77
What is the default encryption algorithm in the Full Disk Encryption tab under Advanced Settings?

A. XTS-AES 256 bit
B. AES-CBC 256 bit
C. XTS-AES 128 bit
D. AES-CBC 128 bit

Answer: A

Explanation:

The default encryption algorithm for Full Disk Encryption (FDE) in Check Point Harmony Endpoint, as configured in the Advanced
Settings tab, isXTS-AES 256 bit. This is explicitly stated in theCP_R81.

20 Harmony Endpomnt Server AdminGuide.pdfonpage 221, under the "Custom Disk Encryption Settings" section:

"The default encryption algorithmis XTS-AES 256 bit."

This extract confirms thatOption Cis correct. The document firther notes that administrators can choose between XTS-AES 256 bit
and XTS-AES 128 bit, but 256 bit is the default, reflecting a preference for stronger encryption. XTS (XEX-based tweaked-
codebook mode with ciphertext stealing) is specifically designed for disk encryption, providing better security than CBC (Cipher
Block Chaining) modes.

* Option A ("AES-CBC 128 bit"yandOption B ("AES-CBC 256 bit")are incorrect because FDE uses XTS mode, not CBC, which
is less suited for disk encryption due to its vulnerabilities in this context.

* Option D ("XTS-AES 128 bit")is a configurable option but not the default, as the guide specifies 256 bit as the standard setting,
References:

CP_R81.20 Harmony Endpomnt Server AdminGuide.pdf, Page 221: "Custom Disk Encryption Settings" (confirms XTS-AES 256
bit as the default algorithm).

NEW QUESTION # 78
‘What capabilities does the Harmony Endpoint NGAV include?

A. Anti-IPS, Anti-Firewall & Anti-Guard
B. Zero-Phishing, Anti-Bot & Anti- Virus
C. Threat Extraction, Threat-Emulation & Zero-Phishing
D. Anti-Ransomware, Anti-Exploit & Behavioral Guard

Answer: D

Explanation:

Harmony Endpoint's Next-Generation Anti- Virus (NGAV) is designed to combat advanced threats using a combination of
behavioral analysis, exploit prevention, and ransomware protection. The documentation specifies that NGAV includesAnti-
Ransonmware, Anti- Exploit, andBehavioral Guardas core capabilities.

TheCP_R81.20 Harmony Endpomnt Server AdminGuide.pdfoutlines these onpage 20, under "Endpoint Security Client":
"Harmony Endpoint Anti-Ransonmware, Behavioral Guard and Forensics: Prevents ransonware attacks.

Monitors files and the registry for suspicious processes and network activity. Analyzes incidents reported by other components."
Additionally, onpage 358, under "Harmony Endpoint Threat Extraction, Emulation and Anti- Exploit™:

"Anti-Exploit: Detects and prevents exploitation of vulnerabilities in software." While the term "NGAV" is not explicitly used, these
components- Ant-Ransonware, Behavioral Guard, and Anti- Exploit-represent the next-generation approach to antivirus protection,
focusing on behavior-based detection and prevention of advanced threats like exploits and ransomware. This matchesOption A.
The other options are incorrect:

* Option B ("Anti-IPS, Anti-Firewall & Anti-Guard"): These are not recognized capabilities in the documentation; they appear to be
fabricated terms.

* Option C ("Zero-Phishing, Anti-Bot & Anti- Virus"): Zero-Phishing (page 366) and Anti-Bot (page



353) are separate features, and Anti-Virus is traditional, not NGAV-specific.

* Option D ("Threat Extraction, Threat-Emulation & Zero-Phishing"): These relate to document sanitization and phishing protection
(pages 358-366), not NGAV's core focus.

Thus,Option Aaccurately reflects Harmony Endpoint NGAYV capabilities.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 20: "Endpoint Security Client" (lists Ant- Ransormware and
Behavioral Guard).

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 358: "Harmony Endpoint Threat Extraction, Emulation and Anti-
Exploit" (mentions Anti-Exploit).

NEW QUESTION # 79
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