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Fortinet FCSS_EFW_AD-7.6 Exam Syllabus Topics:

Topic Details

¢ System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.
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Topic 2

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

Topic 3

VPN: This section of the exam measures the skills ofa VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Topic 4

Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

Topic 5

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL

SSH inspection, combining web filtering and application control mechanisns, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.
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Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions

(Q29-Q34):

NEW QUESTION # 29
Refer to the exhibit, which shows the VDOM section of a FortiGate device.
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An admmnistrator discovers that webfilter stopped working in Corel and Core2 affer a maintenance window.
Which two reasons could explain why webfilter stopped working? (Choose two.)

A. The root VDOM does not have access to FortiManager in a closed network.

B. The Corel and Core2 VDOMs must also be enabled as Management VDOM to receive FortiGuard updates
C. The root VDOM does not have a VDOM link to connect with the Corel and Core2 VDOMs.

D. The root VDOM does not have access to any valid public FDN.

Answer: C,D

Explanation:

Since Corel and Core?2 are not designated as management VDOM, they rely on the root VDOM for connectivity to external
resources such as FortiGuard updates. Ifthe root VDOM lacks a VDOM link to these VDOM s or cannot reach FortiGuard
services, security features like web filtering will stop working,

NEW QUESTION # 30

A FortiGate device with UTM profiles is reaching the resource limits, and the admmnistrator expects the traffic in the enterprise
network to increase.

The administrator has received an additional FortiGate of the same model.

Which two protocols should the administrator use to integrate the additional FortiGate device into this enterprise network? (Choose
two.)

A. FGCP in active-active mode and with switches

B. VRRP with switches

C. FGCP in active-passive mode and with VDOM disabled
D. FGSP with external load balancers

Answer: AD

Explanation:

When adding an additional FortiGate to an enterprise network that is already reaching its resource limits, the goal is to distribute
traffic efficiently and ensure high availability.

FGSP (FortiGate Session Life Support Protocol) with external load balancers FGSP allows session-aware load balancing between
multiple FortiGate units without requiring themto be in an HA (High Availability) cluster.



F::RTINET,

With external load balancers, incoming traffic is evenly distributed across muiltiple FortiGate devices.

F:RTINET

This approach is useful for scaling out traffic handling capacity while ensuring that sessions remain synchronized between firewalls.



F::RTINET

FGSP is effective when stateful failover is required but without the constraints of traditional HA.

FGCP (FortiGate ChJstermg Protocol) 1n active-active mode and with switches FGCP active-active mode enables multiple
FortiGate devices to share traffic loads, increasing throughput and efficiency.
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F::RTINE]
Active-active mode is suitable for balancing UTM processing across multiple FortiGates, making it ideal when resource limits are a
concern.

F:RTINET

Using switches ensures redundancy and avoids single points of failure in the network.



F::RTINET

This mode is commonly used in enterprise networks where both scalability and redundancy are required.

NEW QUESTION # 31
Refer to the exhibit, which shows a command output.



FortiGate B # get system séssion list | grep icmp

FortiGate B #

FortiGate A and FortiGate B are members of an FGSP cluster in an enterprise network.

While testing the cluster using the ping command, the administrator monitors packet loss and found that the session output on
FortiGate B is as shown in the exhibit.

What could be the cause of this output on FortiGate B?

A. FortiGate B is configured in passive mode.

B. FortiGate A and FortiGate B have the same standalone-group-id value.
C. session-pickup-connectionless is set to disable on FortiGate B.

D. The session synchronization is encrypted.

Answer: C

Explanation:

The Fortinet FGSP (FortiGate Session Life Support Protocol) cluster allows session synchronization between two FortiGate devices
to provide seamless failover. However, ICMP (ping) is a connectionless protocol, and by default, FortiGate does not synchronize
connectionless sessions unless explicitly enabled.

In the exhibit:

# The command get system session list | grep icmp on FortiGate B returns no output, meaning that ICMP sessions are not being
synchronized from FortiGate A.

# If session-pickup-connectionless is disabled, FortiGate B will not receive ICMP sessions, causing packet loss during failover.

NEW QUESTION # 32

An admmnistrator configured the FortiGate devices in an enterprise network to join the Fortinet Security Fabric. The administrator
has a list of IP addresses that must be blocked by the data center firewall. This list is updated daily.

How can the administrator automate a firewall policy with the daily updated list?

A. With an external connector from Threat Feeds
B. With FortiNAC

C. With a Security Fabric automation

D. With FortiAnalyzer

Answer: A

Explanation:

The best way to automate a firewall policy using a daily updated list of [P addresses is by using an external connector from Threat
Feeds. This allows FortiGate to dynamically retrieve real-time threat intelligence from external sources and apply it directly to
security policies.

By configuring Threat Feeds, the administrator can:

# Automatically update firewall policies with the latest malicious IPs daily.

# Block traffic from those IPs in real-time without manual intervention.

# Integrate with FortiGuard, third-party threat intelligence sources, or custom feeds (CSV, STIX

/TAXII, etc.).

NEW QUESTION # 33
An administrator is extensively using VXLAN on FortiGate.
Which specialized acceleration hardware does FortiGate need to improve its performance?

A. ##9
B. SP5
C. NTurbo
D. NP7



Answer: D

Explanation:

VXLAN (Virtual Extensible LAN) is an overlay network technology that extends Layer 2 networks over Layer 3 infrastructure.
When VXLAN is used extensively on FortiGate, hardware acceleration is crucial for maintaining performance.

# NP7 (Network Processor 7) is Fortinet's latest network processor designed to accelerate high-performance networking features,
including;

# VXLAN encapsulation/decapsulation

# IPsec VPN offloading

# Firewall policy enforcement

# Advanced threat protection at wire speed

NP7 significantly reduces latency and improves throughput when handling VXLAN traffic, making it the best choice for large-scale
VXLAN deployments.

NEW QUESTION # 34
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