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QUESTION 1

A company has moSple busingss unils Each Dusingss unit has 85 oan AWS account and runs & single website within
that accownl, The company also has a single kogging sccount. Logs from sach business unit websito are aggregated
inta a single Amazon 53 bucket in the loggeng account. The 53 bucket policy providas each busingss urt with access (o
werile dala inta the buckel and requires data 1o be encrypled

The company neds 10 encrypt legs upkoaded into Bha bucket using a Singls AWS Koy Managemant Servico (AWS
KMS}) GMI Tha CMEK tha prolects the daza must be ralased once avary 365 days Which stralegy is tha MOST
cperationally officient for the company o use 1o meed these mguesments?

A Croate p cusiomar maraged CMIK 1 the iogging account Updata the CME key policy 10 providn 200058 10 the 0gging
serount ooy Manualy rotata the CME every 365 days

B Croate a cusiomer managed CMK i the iogging account. Update the CMK kay policy to provide access to the
GoEng Aot Bnd Dusingss Ut B0CoUnts, ENab Sulnmalic colation of tha GHE

C. Lisa an AWE managped CMEK m the tegging account. Update the CMK key policy 10 provide acoess 1o ihe legging
agcounl and busingss unil accounts Manualy ralabe the MK overy 368 days.

£, Ligp an AWS managed CMK in the 10gging acoownt Update th A key policy 1 provicd AC00S5 10 1 1ogging
account crdy. Enable aviomatis roaaton of the CMEL

Comict Angwir: A

QUESTION 2

A COMpay PICACEE A SHTWINE B3 3 S90vice [SA05) ARERCaton Mhat rund in hi AWS Cloid, The aoglcasodn nng on
Ampzon EC2 instancos bekind a Motwark Load Balancer |NLB). Tha instances ang in an Auto Scaling group and are
chaitribanod aeress s Availablity Sones in a sngle AWS Rogion,

Thes Comipdeny = deqlaying INE apgdcalion mid MadBonal Fegions, Thi Compary mudl proyide aLats IP acdiedses lod
th appication 19 customars 5o that the customors can pdd ha IP addnesses 5o aliow Bsts.

The salution mausd automaticalty epute cusiemans: b the Aogion that s grogeaphically dosest 1o them
Winich solation wil madl theds regquinemants?

A. Create an Amazen CloucFront dsirbution. Create a CleadFion ofgin group. Add the NLB lor each addiional
Pegion 1 tha origin group. Provide customers with the 1P addiess ranges ol the distibution’'s edge lecasions.,

B Croate an AWS Gighal Accplorator standand acoclerator. Create a standard acceleralor erdpoint dor the MLB in each
additional Region. Provide customess with the Global Actelacasar IP addmsas,

C. Corgate an Amazon ChoudFront distibuion, Crote & custim oigin fof ha NUB & each sdditional Regron. Prinds
cusiomars with tha [P address ranges. of ihe dsiriutionit™s odge locations.

£, Croater an AWS Globad ACCoiitator Custoe 1outing acoelantor, Craate a ksbenar 107 1 custnm routing BCoekraor,
Audd the IP address and paits for the MLB in each addtional Risgion. Provide customars with the Global Acceleraloe 1P
ackdioss.

Conmict Angwir. B
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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q435-Q440):

NEW QUESTION # 435

A company is developing a new on-demand video application that is based on microservices. The application will have 5 million
users at launch and will have 30 million users after 6 months. The company has deployed the application on Amazon Elastic
Container Service (Amazon ECS) on AWS Fargate. The company developed the application by using ECS services that use the
HTTPS protocol.

A solutions architect needs to implement updates to the application by using blue/green deployments. The solution must distribute
traffic to each ECS service through a load balancer. The application must automatically adjust the number of tasks in response to an
Amazon CloudWatch alarm.

‘Which solution will meet these requirements?

e A Configure the ECS services to use the blue/green deployment type and a Network Load Balancer.
Request increases to the service quota for tasks per service to meet the demand.
¢ B. Configure the ECS services to use the blue/green deployment type and an Application Load Balancer.
Implement an Auto Seating group for each ECS service by using the Cluster Autoscaler.
e C. Configure the ECS services to use the blue/green deployment type and a Network Load Balancer.
Implement an Auto Scaling group for each ECS service by using the Cluster Autoscaler.
¢ D. Configure the ECS services to use the blue/green deployment type and an Application Load Balancer.Implement Service
Auto Scaling for each ECS service.

Answer: B

Explanation:
https’/repost.aws/knowledge-center/ecs-fargate-service-auto-scaling

NEW QUESTION # 436

A company that designs multiplayer online games wants to expand its user base outside of Furope. The company transfers a
significant amount of UDP traffic to Keep all the live and interactive sessions of the games The company has plans for rapid
expansion and wants to build its architecture to provide an optimized online experience to its users Which architecture will meet
these requirements with the LOWEST latency for users"

e A, Setup environments in multiple AWS Regions Create an accelerator n AWS Global Accelerator, and add endpoints from
different Regions to it

¢ B. Set up environments in multiple AWS Regions Use Amazon Route 53. and select latency-based routing

e C. Set up a Multi- AZ environment in a single AWS Region Use Amazon CloudFront to cache user sessions

e D. Setup a Multi- AZ environment in a single AWS Region. Use AWS Lambda@Edge to update sessions closer to the users

Answer: A

NEW QUESTION # 437

A conpany is deploying a third-party firewall appliance solution from AWS Marketplace to monitor and protect traffic that leaves
the company's AWS environments. The company wants to deploy this appliance into a shared services VPC and route all outbound
internet-bound traffic through the appliances.

A solutions architect needs to recommend a deployment method that prioritizes reliability and minimizes failover time between
firewall appliances within a single AWS Region. The company has set up routing from the shared services VPC to other VPCs.
‘Which steps should the solutions architect recommend to meet these requirements? (Select THREE.)

e A Create a VPC interface endpoint. Add a route to the route table in the shared services VPC. Designate the new endpoint


https://www.troytecdumps.com/SAP-C02-troytec-exam-dumps.html

as the next hop for traffic that enters the shared services VPC from other VPCs.

B. Deploy two firewall appliances into the shared services VPC. each in the same Availability Zone.

C. Create a VPC Gateway Load Balancer endpoint. Add a route to the route table in the shared services VPC. Designate
the new endpoint as the next hop for traffic that enters the shared services VPC from other VPCs.

D. Deploy two firewall appliances into the shared services VPC, each in a separate Availability Zone.

E. Create a new Network Load Balancer in the shared services VPC. Create a new target group, and attach it to the new
Network Load Balancer. Add each of the firewall appliance instances to the target group.

F. Create a new Gateway Load Balancer in the shared services VPC. Create a new target group, and attach it to the new
Gateway Load Balancer. Add each of the firewall appliance instances to the target group.

Answer: C,D,F

Explanation:

Explanation

The best solution is to deploy two firewall appliances into the shared services VPC, each in a separate Availability Zone, and create
a new Gateway Load Balancer to distribute traffic to them A Gateway Load Balancer is designed for high performance and high
availability scenarios with third-party network virtual appliances, such as firewalls. It operates at the network layer and maintains
flow stickiness and symmetry to a specific appliance instance. It also uses the GENEVE protocol to encapsulate traffic between the
load balancer and the appliances. To route traffic from other VPCs to the Gateway Load Balancer, a VPC Gateway Load Balancer
endpoint is needed. This is a VPC endpoint that provides private connectivity between the appliances in the shared services VPC
and the application servers in other VPCs. The endpoint must be added as the next hop in the route table for the shared services
VPC. This solution ensures reliability and minimizes failover time between firewall appliances within a single AWS Region.
References: What is a Gateway Load Balancer?, Gateway load balancer - Azure Load Balancer, Introducing Azure Gateway Load
Balancer: Deploy and scale network ...

NEW QUESTION # 438

A company runs a serverless application in a single AWS Region. The application accesses external URLs and extracts metadata
from those sites. The company uses an Amazon Simple Notification Service (Amazon SNS) topic to publish URLs to an Amazon
Simple Queue Service (Amazon SQS) queue An AWS Lambda function uses the queue as an event source and processes the
URLs from the queue Results are saved to an Amazon S3 bucket

The company wants to process each URL other Regions to compare possible differences in site localization URLs must be
published from the existing Region. Results must be written to the existing S3 bucket in the current Region.

‘Which combination of changes will produce multi-Region deployment that meets these requirements? (Select TWO.)

A. Deploy the SNS topic and the Lambda function to other Regions.

B. Subscribe the SQS queue in each Region to the SN'S topics in each Region.
C. Deploy the SOS queue with the Lambda finction to other Regions.

D. Subscribe the SNS topic in each Region to the SQS queue.

E. Configure the SQS queue to publish URLs to SNS topics in each Region.

Answer: B,E

NEW QUESTION # 439

A company is launching a web-based application in multiple regions around the world The application consists of both static content

stored in a private Amazon S3 bucket and dyna ECS containers behind an Application Load Balancer (ALB) The company requires
that the static and dynamic application content be accessible through Amazon CloudFront only Which combination of steps should a
solutions architect recommend to restrict direct content access to CloudFront? (Select THREE)

e A. Configure CloudFront to add a custom header to origin requests

e B. Create a CloudFront Origin Access Identity (OAI) and add it to the CloudFront distribution Update the S3 bucket policy
to allow access to the OAI only

C. Create a web ACL in AWS WAF with a rule to validate the presence of'a custom header and associate the web ACL
with the CloudFront distribution

D. Create a web ACL in AWS WAF with a rule to validate the presence of a custom header and associate the web ACL
with the ALB

¢ E. Configure the ALB to add a custom header to HTTP requests

e F. Update the S3 bucket ACL to allow access from the CloudFront distribution only

Answer: A,B,D
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